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Abstract— Tor is a real-world, circuit-based low-latency anony-
mous communication network, supporting TCP applications on
the Internet. In this paper, we present a new class of attack,
the replay attack, against Tor. Compared with other existing at-
tacks, the replay attack can confirm communication relationships
quickly and accurately and poses a serious threat against Tor. In
this attack, a malicious entry onion router duplicates cells of a
stream from a sender. The original cell and duplicate cell traverse
middle onion routers and arrive at an exit onion router along
a circuit. Since Tor uses the counter mode AES (AES-CTR) for
encryption of cells, the duplicate cell disrupts the normal counter
at middle and exit onion routers and the decryption at the exit
onion router incurs cell recognition errors. If an accomplice of
the attacker at the entry onion router controls the exit onion
router and detects such decryption errors, the communication
relationship between the sender and receiver will be discovered.
The replay attack can also be used as a denial of service attack.
We implement the replay attack on Tor and our experiments
validate the feasibility and effectiveness of the attack. We also
present guidelines to defending against the replay attack.

Index Terms— Replay Attack, Tor, Anonymity, Mix Networks,
AES

I. INTRODUCTION

(i.e. onion routers) operating around the world, which form
an overlay-based mix network To communicate with an
application server, a Tor client selects antry onion router,

a middle onion router and aexit onion router in the case of
default path length of 3. A circuit is built through this chai
of 3 onion routers and the client negotiates a session kdy wit
each onion router. Then, application data is packed intis,cel
encrypted in an onion-like way and transmitted through the
circuit to the server [8].

There has been extensive research work done on attacks
degrading anonymous communication through Tor. Most ex-
isting approaches are based on traffic analysis [3], [9]],[10
[11], [12], [13], [14]. Specifically, to determine whethetide
is communicating with Bob through Tor, the traffic-analysis
attacks measure the similarity between the sender’s ontbou
traffic and the receiver’'s inbound traffic in order to confirm
their communication relationship. However, traffic-arsady
attacks may have a high rate of false positives due to various
factors such as Internet traffic dynamics and need a series of
packets for statistical analysis.

In this paper, we present a new attack against Tor, the
replay attack which does not rely on traffic analysis and can

Concerns about privacy and security have received greaggifirm the communication relationship on Tor quickly and
attention with the rapid growth and public acceptance of thgcurately, posing a serious threat against Tor. In theayepl
Internet and the pervasive deployment of various wireleggtack, an attacker may control multiple onion routers,ilsim
technologies. Anonymity has become a necessary and legi-other exiting attacks [11], [3]. A malicious entry onion
imate aim in many applications, including anonymous weluter duplicates cells of a TCP stream from a sender. The

browsing, location-based services (LBS) and E-votinghbse

original cells and duplicate cells traverse middle onioateos

applications, encryption alone cannot maintain the andtyymand arrive at an exit onion router along a circuit. Tor uses th

required by participants [1], [2], [3].

counter mode of Advanced Encryption Standard (AES-CTR)

Since Chaum pioneered the basic idea of anonymof encryption and decryption of cells at onion routers. The

communication systems, referred to as mixes [4], in 198duplicate cell will disrupt the normal counter at the middle
researchers have developed various anonymity systems 4@@ exit onion routers and the decryption at the exit onion
different applications. Mix techniques can be used for ejouter will incur cell recognition errors. If an accomplicé
ther message-based (high-latency) or flow-based (lomdsde the attacker at the entry onion router controls the exit pnio
anonymity applications. Email is a typical message-basesliter and detects such decryption errors, the communpitati
anonymity application, which has been thoroughly investd relationship between the sender and receiver is discovered
[5], [6]. Research on flow-based anonymity applications haswe implement the replay attack on Tor and our experiments
been active in recent years to preserve anonymity in lowalidate the feasibility and effectiveness of the replaack.
latency applications, such as web browsing and peer-to-pa@is replay attack also poses a great threat against thé avai
file sharing [7], [8]. ability of the anonymity service provided by Tor. We give

Tor [8] is a popular low-latency anonymous communicatioguidelines on countermeasure against the replay attack. Th
network, supporting TCP applications on the Internet. At threplay attack presented in this paper is one of the first tdoéxp
time that this paper was written, there are 1044 Tor routetise Tor implementation.

i . i " 4 Rvan Pri hbiieae of The remainder of this paper is organized as follows: We
e 4 Cortspordg o a0 s V00 ouce the basi operatio of Tor n Section 1. W preser
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algorithms and some discussion in Section Ill. In Section I\¢ell in Figure 2 (b). The control cell commandENID) are:
we present our experiments on Tor to validate our findingpadding (used for keepalive and optionally usable for link
We give guidelines on countermeasures to the replay attackpadding, although not used currentlgypateor created(used
Section V. We review related work in Section VI and conclud® set up a new circuit); andestroy(to tear down a circuit).

this paper in Section VII. The relay cell has an additional header (the relay header).
There are numerous types of relay commands that routinely
Il. BASIC OPERATION OFTOR traverse the circuit, such a®lay begin relay data relay

End relay sendmerelay extendrelay drog andrelay resolve
(defined in or.h) [16]. We will explain them in later sections
when we discuss Tor operations.

In this section, we introduce components of the Tor networ
the basic operation of Tor, including circuit setup and gage
for transmitting anonymous TCP streams.

2 1 50¢

A. Components of the Tor Network CircID CMD

Tor is a popular overlay network for anonymous commu-

nication on the Internet. It is an open source project and (a) Tor Cell Format

provides anonymity service for TCP applications [15]. Fegu 2 ! 2 6 2 ! 49%€

1 illustrates the basic entities of Tor [16]. CircID Rela){l Streamla Digest | Len | CMD Data I
As shown in Figure 1, there are four basic entities:
1) Alice (i.e. Client). The client runs local software called (b) Tor Relay Cell Format

an onion proxy(OP) to anonymize the client data into
the Tor network.

2) Bob(i.e. Serve). It runs TCP applications such as a web
service and anonymously communicates wAllice.

3) Onion routers (OR_)Or_1ion routers are spe_cial proxie . Selecting a Path and Creating a Circuit
that relay the application data between Alice and Bob. i
In Tor, Transport Layer Security (TLS) connections are 10 @nonymously browse a web server, a client uses a way
used for the overlay link encryption between two onioRf source routing anql chooses a series of onion routgrs from
routers. The application data is packed into equal-sizg&e locally cached directory, downloaded from the diregtor

cells (512 bytes as shown in Figure 2) carried througfcnes [17]. We denote the series of onion routers apatie
TLS connections. through Tor [18]. The number of onion routers is referred to

4) Directory servers They hold onion router information. @5 thepath length We take the default path length of 3 as
There aredirectory authoritiesand directory caches 20 €xample in Figure 1 to illustrate how the path is chosen.
Directory authorities hold authoritative information on!N€ client first chooses an appropriate exit onion roQés,
onion routers. Directory caches download directories y¢hich should have an exit policy supporting '_[he relay of the
onion router information from authorities. Clients down-! CP stream from the sender. Then, the client chooses an
load the onion router directory from directory caches. @PPropriate entry onion routé 21 (referred to as thentry

guard, which is used to prevent certain profiling attacks) and

a middle onion route© R2.

Fig. 2. Tor Cell Format [8]
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Fig. 1. Tor Network
’ Relay C1, Relay C2, Create C3
{{Extend, OR3, E(g"x2)}}{Extend, ORS, E(g"x2) E@™>2)
Functions of onion proxy, onion router and directory sesver
. . < Relay C2 Created C3
are mtegra_ted m_to th_e same Tor_software package. A user can (e o (Extem, s <y | Extend, gy, HiK3)
edit a configuration file and configure a computer to have any | ] v v v
combination of those functions. t t t t t
Figure 2 illustrates the Tor cell format. All cells have a
three-bytes header, which is not encrypted in the onioa-lik Fig. 3. Tor Circuit Creation [8]

fashion so that the intermediate Tor routers can see thidgdnea
The other 509 bytes are encrypted in the onion-like way. &her Once the path is chosen, the client initiates the process of
are two types of cellscontrol cell in Figure 2 (a) orrelay creating a circuit over the path incrementally, one hop at a



. . . . . Alice ; ;
time. Figure 3 illustrates the procedure of creating a dirct (op) Entry OR Middle OR Exit OR

OR1 OR3 Bob
When the path has a default Iength Of 3 TOI’ uses TLS/SSLVQ (IinkisTLS-encn/pte«S) (?inkisTLS-encry&J(t)eE)z)r(li is TLS-encrypged) ) (unencrypted)

for link authentication and encryption. In Figure QP first (Begmarn, poroy s S Relay C3, TCP Handshake
sets up a TLS connection witbR1 using the TLS protocol. Pl oy BegnaP o) | e por
Then tunneled through this connection, OP sendsremte ¢ Remycy, Reayca | Reaycs
cell and uses theiffie-Hellman (DH) handshake protocol {fiConnectedh} ¢ )
to negotiate a forward symmetric kekf,, and a backward s oo | oi o2 Relay C3,
symmetric keykb, with OR1, which responds with areated - | Daa Welo} | cHelo
cell. Therefore, a one-hop circuitl, is created. Relay CL. Relay C2

To extend the circuit one hop further, tH@P sends to | End, Reason}} | gend, Reason>l | (ehs peson) TCP Teardown
OR1 a relay extendcell, specifying the address of the next v v T v
onion router, i.e.,OR2 in Figure 3. Thisrelay extendcell t t t t
is encrypted by AES in the counter mode (AES-CTR) with Fig. 4. TCP Connection Creation on Tor

kf1. Once ORL1 receives this cell, it decrypts the cell and

negotiates secret keys witdR2 using the DH handshake o
protocol. Therefore, a second segm@aof the 2-hop circuit @ SOCKS proxy locally. The OP learns the destination IP
is created OR1 sendsOP a relay extendectell, which holds address and port. OP sendsralay begincell to the exit
information forOP generating the shared secret keys, forwafputerOR3 and the cell is encryptef{ { Begin < 1P, Port >

key k fo and backward keyb,, with OR2 Thisrelay extended }kfa}kfz_}kfv where t_he su_bscrlpt refers to the key L!SGd fqr
cell is encrypted by AES-CTR with kelb,. OP will decrypt encryption of one onion skin. The three layers of onion skin
the relay extendectell and use the information to create thér® removed one by one each time the cell traverses an onion

corresponding keys. Encryption of late cells by these secf@uter through the circuit. Whe®R3removes the last onion
keys uses AES-CTR t0o. skin by decryption, it recognizes the request of opening 8 TC

Consequently, to extend the circuit to a 3-hop circ@P stream to theport at the destinatiohP, Which belongs to Bob:
sendsOR2 a relay extendcell, specifying the address of theTherefore,ORS acts as a proxy and builds a TCP con_nectlon
third onion router, i.e.OR3in Figure 3, through the 2-hop With Bob and sends aelay connectectell back to Alice’s
circuit. As we can see, the cell is encrypted in an onion-likgP- The OP then accepts data from Alice’s application and
way [16]. The payload is first encrypted byf; and then Fransmlts it to Bob_through the circuit. The whole process
by kf». The encrypted cell, like aonion becomes thinner IS transparent to Alice, although sheT needs tc_) cc_)nflgure her
when it traverses an onion router, which removes one layer @Pplication to use the OP. When Alice’s application has no
onion skin by decrypting the encrypted cell. Therefore, whdlata to tra_nsmlt, it will tear down the connection t_o her OP.
OR2 decrypts the cell, it discovers that the cell is meant @S Shown in Figure 4, after 5 bytes of data “Hello” irrelay
create another segment of the circuit@®R3 OR2 negotiates data cel] is transmitted, Alice’s application tears down the
with OR3 and sends aelay extendectell back toOP. This connection tacOP. The OP then sgndsralay endcell to OR3
cell is first encrypted bykb, at OR2 and then bykb, at 2andOR3tears down the connection to Bob.

OR1 OP decrypts the encrypted backward onion-like cell and
derives the shared secret keys widiR3 forward keyk f3 and 1. REPLAY ATTACK
backward keykbs.

In summary,OP negotiates secret keys with the three onion
routers one by one and consequently creates a circuit alcmﬁ
the patR. With the exception that the connection from thd°l©
exit onion router to the server is not link encrypted, other
conngctions along the path are_pro'gected by TLS within Tot. Basic Principle
That s, cells encrypted in the onion-like way are also potse

In this section, we first introduce the basic principle of
replay attack and then present the detailed algorithms,
wed by discussion.

by link encryption. Figure 4 illustrates the basic principle of replay attack.
- Alice Entry OR Middle OR Exit OR
C. Transmitting TCP Streams (OP) (ORY) (OR2) (OR3) Bob
. . 3 (link is TLS-encrypted (link is TLS-encrypted) “(link is TLS-encrypted) (@mcrypted)
Without loss of generality, we will use a short TCP stream, Relay C1,

Relay C2, Relay C3, TCP Handshake

transferring 5 bytes of data “Hello” from Alice (OP) to Botg a [P POl | ggegin<ip, Port>} | (gegin<ip, Por} | <ip, pors

the example to illustrate how a TCP stream is tunneled throug Refay C3,

the circuit that has already been created. Figure 4 illtesra e | (Comeady {Comnected)

this simple example. Recall that at this stage, a client's OP Relay C1

has established secret keys with other onion routers and car tsa Heioch || oas iy |  ore2hSs,

encrypt the application payload. b Relay €2, ,' o Reaycs [y g
To transmit TCP data to Bob, Alice’s application (such (s, Mol *y | foan ety N/

i is i . IR N >
as web browser) contacts the OP, which is implemented as| m e 0 M%
y

Relay C3,
o

A

TCP Teardown

v BN
2Each onion router checks a flag within the cell to determinethdrethe t ‘{ Y. t t

cell reaches its end. In this way, the encrypted cell has a feiee and its
length does not swell as in the public key encryption case [4] Fig. 5

Replay Attack on Tor



Recall that the purpose of this attack is to confirm that To detect cells containing TCP data, an attacker can observe
Alice is communicating with Bob. Assume that an attackef a connection is built from the exit Tor router to a server.
can gain control of the entry and exit routers used by a giv&ecall that an exit Tor router acts as a normal proxy and
circuit. The attack starts from the malicious entry roufdne creates a TCP connection to the server. A connection setup
entry router first attempts to identify a target cell from théetween the exit to a server indicates that some client has
TCP stream data on a circuit and duplicate that cell. Whetarted a TCP session communicating with the server. The
the cell is duplicated, the cell’s source IP and the time abnnection teardown between the exit to the server indicate
duplication will be logged. This duplicate cell traversé® t that the client stops the TCP session. The malicious exterou
circuit and consequently arrives at the exit router. Thackitr can detect such behavior and buffer cells containing TCR dat
at the malicious exit router should detect an error causéat later replay.
by this duplicate cell and record the time, the original 'sell The attacker can even use a loop-control style to detect the
destination IP address and port. In this way, it is confirntieed t status of the TCP stream. The attacker at the exit router has
the target cell is using the entry router and exit routerc8inthe full information of the target TCP connection and natifie
the entry router knows the sender of the cell is Alice anthe attacker at the entry rout@R1 The attacker aDR1can
the exit router knows its receiver is Bob, the communicatiothen choose which cells to duplicate. Since the attackereat t
relationship between the sender and receiver is confirmed. exit router knows everything about the TCP connection, it ca

Now we explain in detail what causes the decryption erradilso duplicate the response cells back to the client and the
When a data cell is duplicated &R, its decryption alOR2 attacker atOR1 can detect the duplicate cells.
and OR3 fails because the cell's onion layers are encrypted The attacker can choose an appropriate time for replaying
using AES in the counter mode and the counter is disturbggils. Recall that once the replay happens, the correspgndi
by the duplicate cell. In the counter mode, encryption anglrcuit cannot be used any more because the AES counter
decryption need to keep a synchronized valuepunter The s disturbed along the path. If the attacker replays thescell
encryption of a cell at the OP increases the AES counter @jhen a TCP connection is still running, the circuit will berto
one. The three routers along the path increase the courder g@awn and the client will use other circuits to continue thePTC
decrypt the original cell successfully. WhédR1 duplicates connection. The attacker may also replay the cells when the
a cell, the duplicate cell caus€3R2 and OR3 to increase circuit is not occupied by any TCP connection and before the
the counter and this takes the client and routers out @icuit is torn down normally. Such an attack will not degead
synchronization. In the current Tor implementation, défauthe TCP performance very much and can be stealthy.
actions to this alarm aré@R3tears down the circuit and the ) confirming Duplicate Cells:Recall that when the cell
client builds another circuit for continuous communicatio  gyplication is applied at a malicious entry router, deciypt

errors will happen at the exit onion router if the TCP stream
B. Algorithms is using that circuit. The exit router records the destorati

We implement the replay attack based on the Tor relea§ address, port number and time stamp, and the entry router
version of 0.1.1.2& To implement the replay attack, we needecords the time stamp of duplicate cells. We use Network
to modify the source code of the client, entry router andtexi§ime Protocol (NTP) to synchronize the time of the entry
router. To make the replay attack successful, selecting tiiter and exit router. By correlating the time of sending
cell to be duplicated at the entry router and confirming tH&e duplicate cell with time of the decryption error ocugijn
duplicate cell at the exit router are two important issuethen We can confirm that the decryption is actually caused by

replay attack. We will present the detailed algorithms ia thcell duplication. In addition, since the entry router knows
following. the sender of the TCP stream and the exit router knows the

1) Selecting Cells To Be Duplicatedit an entry router, an receiver of the TCP stream, the communication relationship
attacker needs to carefully identify the cell to be dupkchtf between the sender and receiver is confirmed.
a cell is selected during the circuit setup process, theickiel
cell passing through the entry router will cause numerous )
protocol errors and immediately cause circuits to fail upof- Discussion

their creation. Therefore, the replay attack needs to dai g discussed above, the replay attack enables fast and accu-
cells of TCP stream data. Because cells are encrypted, g confirmation of the communication anonymized by Tor,
only |nfc3rmat|on we know about t_he cells are the circuit ”:bosing great threats to the anonymity service. We now dgscus
and cell's type (control or relay) in the cell header@R1 i from various perspectives, such as its malicious impte,
Obviously, the replay attack shall only work with relay eell jsye of controlling Tor routers, and noise reduction.

There are various feasible ways of determining the relalg cel 1) Broad Impacts:The replay attack is a very powerful one.

From the process of Cfea“'."g a_lqrcun_ in Figure 3, the a&ackAS we can see, to identify the communication relationship of
can determine when the circuit is built and TCP stream rel

YTCP stream, the attack is only based on one single duplicate
starts. Since the default path length is 3, the circuit idt i ! ! y ng.e GUpH

; cell. The determination of duplicate cells is quite simplela
oneCreateand twoRelaycells are transmitted on the forward P q pfe

can be carried out quickly and accurately. This makes the
22:2’ and on€reatedcell and twoRelaycells on the backward replay attack quite different from other existing trafficedysis

attacks, which requires tuning parameters and balanciag th

3Newer versions of Tor have not changed the algorithms inebivethis ~ trade-off between the false positive anq detect rate [14]],[
paper. [3], [11], [13], [20]. The replay attack is also robust to the



network size, traffic dynamics, and other anti-traffic asaly exit Tor router, the probability that all errors are not cadis

strategies such as batching schemes [2], [21]. by the duplicate cells ig1 — pg)", and the detection rate
The replay attack can be malicious in various ways againB, = 1 — (1 — p;)". The corresponding false positive rate is

the privacy service provided by Tor. First, it can be used B = p’;. Therefore, by choosing an appropriatean attacker

randomly profile both clients and servers hidden by Tor. F@an achieve a high detection rate and small false positiee ra

any client who uses a circuit across the entry router and exit

router, the attacker can discover their Internet behaviat a IV. EVALUATION

compromise their privacy. Second, the replay attack cao als

be used to launch additional attacks, such as denial-ofeger

If the malicious entry router generates duplicate cellsyilt

cause corresponding exit routers to tear down connections.

This may slow down Tor if there exist multiple malicious gntr A. Experiment Setup

routers which keep sending such replay cells. In additi@n, T carry out the experiment on Tor [22]. Figure 6 shows
directory authorities monitor the activities of routersdamay 1,4 experimental setup. We use two malicious onion routers
blacklist those routers which unexpectedly drop connestio 4 the Tor entry onion router and exit onion router. The entry
Although those malicious entry routers are the root caugger, client (Alice) and server (Bob) is located in an affic
of the connection drop, those innocent exit routers becorgg campué The exit onion router is located in an off-campus
scapegoats. Due to the anonymity maintained by Tor, it is Ngtation. Machines on campus and off-campus are on differen

trivial to trace back those malicious entry routers. ; i ;
. . ublic IP segments connecting to different ISPs.
2) Controlling Onion Routers:We have assumed that theIO g g

attacker controls some entry and exit routers. This is a rea-----------------~ | P :

sonable assumption due to the principle of Tor design, e.g:, Campus /\(W\OH-Campus i

voluntary-oriented operation. Anyone can set up entryemut | |:| o=

and exit onion routers. As long as a router has a self-dedigne R |:| |:| - é 0

exit policy enabling access to external services, thiseout : e

becomes an exit router. To become an entry router, a Torrroute

must meet some criteria. If a router has a mean time betweenClient alicion f Malicious

failure (MTBF) not less than the median for active routers or’ Entry Router + Exit Router

at least 10 days, it becomesstablerouter. A stable router + i Tor Network Lo

can be promoted to an entry guard if its bandwidth is either

at least the median among known active routers or at least

250KB/s [17]. This set of criteria are not difficult to meet in

the real-world. Experiments in Section IV-B will confirm ¢hi 14 reduce the impact of the replay attack on Tor's normal

claim. . . behavior, we conduct experiments in a partially controlled
The replay attack can be more flexible. The requirement Qﬁvironment. We change segments of Tor client code for

a malicious exit router is not necessary in the replay attaﬁlébugging purposes. The Tor client would only build cirsuit

if an attacker can monitor outbound stream from an exif,,qh the designated malicious exit onion router and # d
router. This kind of traffic monitoring capacity has beenehd jqhated entry onion router in Figure 6. The middle onion esut

used by other exiting attacks [19], [10], [3], [11], [13].0R 5 selected using the normal Tor routing selection algaorith

-LO this eEd’ using vari((j)ui n«(ajtwo_r K traffic dn;onitoringd t00ISgecall that the goal of the replay attack is to confirm that
t ebatta(cj er can recor ft e destination a rtfesz ar(; ﬁ’_ortﬂ% client is communicating to the server. We create a small
out oun T.C,P streams from an exit router. If the duplicalgien; ang server application to send and receive data grou
cell is identified at an entry onion router and a TCP streaf-p The test server binds to port 41 and receives packets
from this exit router aborts abruptly, this gives a posithiBn 4 gigplays relevant connection information to the scfeen
that the TCP stream from the senqer trave]s along that eégbugging and measurement. The Tor client utilizseskg23]
router, addressed to the corresponding receiver. to automatically transport its outbound TCP stream through
. 3) Noise ReductionWe will now discuss the noise reoluc'Ihe OP using SOCKS. By using the Tor configuration file
tion related to the replay attack. The false positive of thi nd manipulating parameters, suchEatryNodesExitNodes

attach; clc_)m(ta_s from l:neépec;ed decrypt|o?h Ierrors cau_sed t¥ictEntryNodemndStrictExitNode$18], we setup the client
non-dupfication events. Based on our montn long expENMER) so 00t the malicious onion routers along the circuit. &ki¢

on exit rogters n Tor, we have not reco_r_ded such unexpectgﬁiion router uses the default exit policy from Tor and theyent
errors. This confirms that the false positive rate of the agpl onion router's exit policy only allows it to be used as an gntr
attack against Tor is very low. or middle onion router

In order to further decrease the false positive rate, the
attacker may replay multiple buffered cells from a single
TCP stream at the same time. For each duplicate cell, Be Experimental Results
assume that the detection rate and false positive rate of therhe publicly available bandwidth information of onion
replay attack isps and py, respectively. We now derive theroyters from the Tor directory servers confirm that the set of
detection ratePp and false positive raté’r for replayingn
duplicate cells. Whem decryption errors is detection at the “The office is located at Dakota State University campus

In this section, we use a real-world implementation to
investigate the effectiveness and feasibility of the ngpléack.

Fig. 6. Experiment Setup



criteria for becoming an entry onion router are not diffidalt is defined in

meet. Figure 7 shows the onion router’s bandwidth distidsut

on Tor based on directory information collected 10:30am on
August 18, 2007. The mean value of the bandwidth is only
around 57KB/s. After running for about 5 days, our entry
router with a bandwidth of 200KB/s became an entry guar%

>(x =)y —9)

r=—" ; )

NOdCER Ey)(y —9)?

=

:|>+MMMWHHWMWMH—M&HN—H—F+M+++# + + o4

0 1000 2000 3000 4000 5000
(a) Box—-and-whisker diagram

| | | |
0 1000 2000 3000 4000 5000

Bandwidth (KB/s)
(b) Cummulative probability function median=57KB/s

Fig. 7. Onion Routers’ Bandwidth Distribution on Tor: Bandtih Me-
dian=57KB/s; (a) Box and Whisker Plot of Bandwidth; (b) Cuntivia
Distribution Function of Bandwidth

550
500}
4501

w B

o ua o

o o o
T T T

= N N W
o a
o o
T T

[
o
T

Time of Decryption Error at Exit (s)

0 100 200 300 400 500
Time of Cell Duplication at Entry (s) =1
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herez is the time of cells duplicated at the entry onion router
andy is the time of decryption errors incurred at the malicious
exit. z andy are the mean values of andy, respectively.

Figure 8 shows relationship between the time of duplicating
data cells and the time of decryption errors. As we can
see from this figure, there is a perfect positive match, since
the actual correlation coefficient between thenoige This
strongly confirms that the replay attack can indeed confirm
the communication relationship if the sender and receiver a
using Tor. In addition to its accuracy, the replay attack ban
very fast, since it only needs to launch and recognize aaingl
duplicate cell.

V. GUIDELINE OF COUNTERMEASURES

We have demonstrated the threat of the replay attack against
Tor. We now discuss possible countermeasures to this attack
1) Minimizing Number of Compromised Entry Routers:
Recall that the replay attack requires an attacker to fully

control at least one entry onion router, which may advettise
false bandwidth resource and promote compromised servers
to be entry onion routers of Tor. There are two possible
ways to minimize the chance that compromised servers be-
come entry onion routers. First, the path selection algorit
may be evolved and select only fully trusted and dedicated
ones through strict authentication and authorization.oBéc
countermeasures may be developed to detect false bandwidth
advertisements from an attacker's Tor router trying to lneeo

Tor entry guards (Sybil attacks) [24]. For example, Tor'shpa
selection protocol can be augmented to allow onion routers
to proactively monitor each other and validate other onion
routers’ bandwidth [25]. A reputation system could alsophel
facilitate this countermeasure. In this way, the attackér w
have less of a chance to control the entry onion router and the
effectiveness of replay attack will be reduced. Howeveis th
approach cannot completely address the replay attacke sinc
the attacker can still contribute high bandwidth if it hag th
resources.

2) Monitoring Duplicate CellsRecall that the replay attack
needs to send the duplicate cells. If duplicate cells can be
detected and drop at the middle router before they reach
the exit onion router, the effectiveness of the attack wél b
significantly reduced. To this end, one naive way is to allow
the middle onion router along the circuit to detect dupkcat
cells by buffering historical cells. However, this will givmore
overhead to onion routers, since Tor requires using a pair of
memory buffers for reading and writing data from each TCP

In our experiments, the client sends a message packedsiream [26].
one cell to the server every 10 seconds. The revised code foAnother way to detect the replay attack is to have the Tor
the entry onion router records the time of duplicating theadaclients and exit routers monitor the connection for abndityna
cell. and the revised code for the exit onion router recordnce the replay attack will cause connections to be torn
the time of decryption error and carry out the detection. Wdown and a client to switch to another circuit, a frequent
use thecorrelation coefficientr to measure the strength ofsuch connection teardown and circuit switch may indicage th

correlation between the time of generating duplicate calld
the time of observing decryption errors. Correlation caedfit

possibility of the replay attack. But the client cannot rely
the reported reason of circuit teardown for this monitoring



purpose since the malicious exit node may change the reason
code. When a replay attack is used to confirm the communic:m
tion relationship which does not exist, exit routers othearnt

the malicious one will receive the duplicate cells and detec
decryption errors. Such decryption errors may indicatecn hi 2]
possibility of the replay attack.

VI. RELATED WORK

Most attacks against low-latency flow-based anonymou[s
communication networks proposed in the literature belang t[4]
the traffic-analysis attack. The basis of this class of &tiato 5
determine whether Alice is communicating with Bob through
an anonymous communication network based on measurina
the similarity between Alice’s outbound traffic and Bob's!
inbound traffic. For example, Zhet al. [10] proposed the
scheme of using mutual information for the traffic similgrit [7]
measurement. Levinet al [9] utilized a cross-correlation
technique for the traffic similarity measurement. Murdaath
al. [11] investigated the traffic timing similarity on Tor by us-
ing some compromised Tor servers. Overkral. [3] studied
an attack that uses one compromised mix node to identify the
“hidden server” anonymized by Tor. Their approach is also
based on the traffic timing similarity to associate circuésd
thereby locate the hidden servers. Baeg¢ral. [12] studied
an attack that is based on some malicious onion routers did
they use traffic analysis techniques. There are other attack
that intend to achieve both accuracy and invisibility [14]. [12]

There is little research efforts that have been conducted on
the non-traffic analysis based attacks. Murdoch [27] invest
gated an attack to reveal hidden servers of Tor by exploitings)
the fact that the clock deviations of a target server shoeld b
consistent with the server’s load. Differently, the rep&tack [14]
studied in this paper exploits the fundamental design of Tor
This attack is powerful, capable of launching and detecting
one single duplicate cell. (5]

(8]

VIl. CONCLUSION (6]

In this paper, we introduced a new class of replay attatk’]
against Tor, and the attack can achieve fast and accurgig
confirmation of the anonymized communication relationship
In particular, an attacker at a malicious entry onion routét’]
duplicates data cells from the inbound TCP stream. The
duplicate data cell will be carried along the circuit of Tof20]
and causes decryption errors at a malicious exit onion route
Based on the high correlation between the time of dupligatifp;
cells at the entry onion router and receiving a decryption
error at the exit onion router, the attacker can confirm t g

S . : [ 22]
communication relationship between the sender and receiyg;)
accurately and quickly, significantly degrading the anoitym
service provided by Tor. Via real-world implementation ané?!
experiments, effectiveness and feasibility of the repltsck
are validated. The replay attack can also be used to blackiizs]
Tor routers as a denial of service attack. Our study is @iitic
for securing and improving Tor. [26]

Due to the Tor's fundamental design, defending against
the replay attack remain challenging tasks and we will if27]
vestigate them in our future research. Also, we believe that
other vulnerabilities exist in Tor and we plan to conduct a
thorough investigation of them and develop corresponding
countermeasures.
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