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Abstract— Internet threat monitoring (ITM) systems have also referred to as thkcation of the monitor. Periodically,
been deployed to detect widespread attacks on the Internet in the monitors send traffic logs to the data center. The data
recent years. However, the effectiveness of ITM systems daally center analyzes the traffic logs and publishes reports to the

depends on the confidentiality of the location of their monitors. blic. R Il that i der t imize th f h
If adversaries learn the monitor locations of an ITM system, PUPlIC. Recall that in ordér 1o maximize theé usage or suc

they can bypass the monitors and focus on the uncovered IP '€pOrts, most existing ITM systems publish the reportsnenli
address space without being detected. In this paper, we study aand make them accessible to the public. The reports provide
?ﬁwlilgscs (1{ atktaCkS, theinVitSilb|e LdOQa!iZ_g:iOT (iLlQC) atta}tCk- critical insights into widespread Internet attacks and wsed

ei attack can accurately and invisibly localize monitors ; ; ; ;
of ITM systems. In the iLOC attack, the attacker launches low- in detecting and defending against such attacks. ITM system
rate port-scan traffic, encoded with a selectedbseudo-noise code have been successfully used to detect the outbreaks of worms
(PN-code), to targeted networks. While the secret PN-code is [6] and DDoS attacks [7]. There have been many real-world
invisible to others, the attacker can accurately determine the developments and deployments of ITM systems. Examples
existence of monitors in the targeted networks based on whether jnclude DOMINO (Distributed Overlay for Monitoring In-
the PN-code is embedded in the report data queried from the terNet Outbreaks) [8], SANs ISC (Internet Storm Center)

data center of the ITM system. We formally analyze the impact .
of various parameters on attack effectiveness. We implement [6], Internet Sink [9], Network Telescope [10], CAIDA [11],

the iLOC attack and conduct the performance evaluation on a MyNetWatchMan [12], and Honeynet [13], [14].
real-world ITM system to demonstrate the possibility of such However, the usability of ITM systems largely depends on
attacks. We also conduct extensive simulations on theOC attack  the confidentiality of IP addresses covered by their mosijtor
using real-world traces. Our data show that theiLOC attack ; o thelocationsof monitors. If the locations of monitors are
can accurately identify monitors while being invisible to ITM . . . . .
systems. Finally, we present a set of guidelines to counteract the'dent'f'_ed' the attacker can deliberately avoid these roosit )
iLOC attack. and directly attack the uncovered IP address space. It is
a known fact that the number of sub-networks covered by
monitors is much smaller than the total number of sub-
networks in the Internet [6], [9], [10]. In other words, the
IP address space covered by monitors represents a very small
portion of the entire IP address space [6]. Hence, bypadBing

In recent years, widespread attacks, such as worms [dfidress spaces covered by monitors sitjnificantlydegrade
[2], [3] and distributed denial-of-service (DDoS) attadd$, the accuracy of the traffic data collected by the ITM system
[5], have been dangerous threats to the Internet. Due to thereflecting the real situation of attack traffic. Furthermo
widespread nature of these attacks, large-scale traffici-mothe attacker may also poison ITM systems by manipulating
toring across the Internet has become necessary in ordethe traffic towards and captured by disclosed monitors. For
effectively detect and defend against them. Developing aeglample, the attacker may launch high-rate port-scan draffi
deployinginternet threat monitoringl TM) systems (omotion to disclosed monitors and feign a large-scale worm prop-
sensor networRsis a major effort in this direction. agation. The attackers may even launch retaliation attacks

An ITM system consists of a number of monitors and ge.g., DDoS) against participants (i.e., monitor contidios)
data center. The monitors are distributed across the letteraf ITM systems, thereby discouraging them from contribgitin
and can be deployed at hosts, routers, and firewalls, &is.ITM systems. In summary, the attacker can significantly
Each monitor is responsible for monitoring and collectingompromise the ITM system usability if locations of montor
traffic addressed to a range of IP addresses within a sue disclosed. It is important to have a thorough understand
network. The range of IP addresses covered by a monitorgissuch attacks, in order to effectively protect ITM systems
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I. INTRODUCTION



through traffic analysis [15]), confusing attackers (to méhke attack.

attacker obtain wrong monitor location information [13hd The remainder of the paper is organized as follows. In

even tracking an attacker to its origin (so that attackemskEa Section I, we describe theOC attack in detail. In Section 111,

held accountable for their malicious acts [16], [17]). a formal analysis of attack accuracy and invisibility, ahe t
Several attack schemes to discover the location of monitanspacts of various parameters on the performancél OfC

have been investigated [18], [19]. However, our work is thattack are presented. In Section IV, we introduce our imple-

first to address an attack aiming to achieve the objectives roéntation of theLOC attack and the validation in the real-

both accuracy and invisibility. It is challenging for theaatker world experiments. In Section V, we report our performance

to achieve these two objectives simultaneously. Intdigiviae evaluation results on th@.OC attack. In Section VI, we

attacker can use the high-rate attack traffic, as in [18]],[1@iscuss some preliminary countermeasures againsiLtb€

to achieve high attack accuracy as follows. The attacker cattack. In Section VII, we review the related work. Finalke

launch high-rate port-scan traffic to a target network. Thednclude the paper in Section VIII.

attacker then queries the data center for the report on trecen

port-scan activities. If there is a traffgpikein the report data Il. iLOC ATTACK

reflecting the high-rate port-scan traffic sent by the attack |, this section, we will present thit OC attack in detail.
the attacker can determine that the target network is deloyye will first give an overview of théLOC attack, and then
with monitor(s) which sends traffic report to the data centghtoduce the detailed procedures of the attack, followgd b

However, the drawback of this scheme is its high visibilityjiscyssions. Table | summarizes the notations used in this
since the launched high-rate traffic makes it highly visitde paper.

the defender. )

In this paper, we investigate a new class of attacks call@d Overview
invisible LOCcalization {(LOC) attack. In theiLOC attack, Fig. 1 shows the basic workflow of theOC attack and the
the attacker launches low-rate port-scan traffic (alsorrefie basic idea of the ITM system. In the ITM system, monitors
to as attack traffiQ to target networks. The scan traffic isdeployed at various networks record their observed paentsc
encoded with a carefully selectqiseudo-noise cod€PN- traffic and continuously update their traffic logs to the data
code), known by only the attacker. The PN-code embeddeéenter. The data center first summarizes the volume of port-
in traffic can be accurately recognized by the attacker eveoan traffic towards (and reported by) all monitors, and then
with the interference from background traffic aggregated kpublishes the report data to the public in a timely fashion.
the data center but not generatedib@C. Thus, the attacker In this paper,background trafficrefers to aggregate traffic
is able toaccuratelydetermine the existence of monitors ircollected by the data center but not generated_BC attacks.
the target networks based on whether the same PN-code ids shown in Fig. 1 (a) and (b) respectively, thiieOC
embedded in the report data queried from the data cendédtack consists of the following two stages) Attack Traffic
of the ITM system. The PN-code modulated/embedded sc@eneration:In this stage, as shown in Fig. 1 (a), the attacker
traffic will appear as innocent noise in both the time anfirst selects a code and encodes the attack traffierblyedding
frequency domains, rendering iitvisible to others who do a selected code. The attacker then launches the attack traffi
not know the PN-code. Only those aware of the original PNewards a target network (e.g., netwadkin Fig. 1 (a)). We
code can correctly recover the encoded PN-code and identiignote such ammbedded code pattein the attack traffic
the monitor locations. Therefore, using thgC technique, as theattack markof the iLOC attack, and denote the attack
the attacker can accurately localize monitors while evgdinraffic encoded by the code astack mark traffic (i7) Attack
detection. Traffic Decoding:In this stage, as shown in Fig. 1 (b), the

We conduct both theoretical analysis and experimentattacker first queries the data center for the traffic repata.d
evaluation on theLOC attack. We derive formulas for both Such report data consist of both attack traffic and backgtoun
the accuracy and invisibility of the attack. We analyze artdaffic. Given the report data, the attacker tries to recogtie
discuss the impacts of various attack parameters (e.g., Rittack mark (i.e., the code embedded initt@C attack traffic)
code length, attack traffic rate etc.) on the effectivendss loy decoding the report data. If the attack mark is recognized
attack. Based on the analytical results, we discuss how the report data must include the attack traffic, which means
attacker can select the attack parameters in order to a&chidwe target network is deployed with monitors and the mositor
both attack accuracy and invisibility. We implement th©C are sending traffic reports to the data center of ITM systems.
attack and perform the performance evaluation on a reddwor Code-based AttackThe iLOC attack adopts a code-based
ITM system, which demonstrates the possibility of th®C approach to generate the attack traffic. Coding techniques
attack. We also conduct extensive performance evaluatinonshave been widely implemented in secured communications; fo
the iLOC attack in a simulated environment. Our evaluationsxampleMorse codas one such example. Without knowledge
are based on replaying a large set of real-world Internéftdra of Morse code, it is impossible for the receiver to interphet
traces collected by a real-world ITM system. The evaluatiatarried information [20]. In thdLOC attack, the PN-code-
data demonstrate that the attack can accurately identdy thased approach we adopt has three advantages. First, the cod
locations of monitors, while evading detection by those who is embedded in traffic and can be correctly recognized by the
not the know the PN-code used by the attacker. Furthermoadétacker even with the interference from background traffic
we present a set of guidelines on how to counteraciltt& This favors the attack accuracy. Second, the code of sufficie



length provides enough privacy. That is, the code is ontgrget multiple networks by launching probing traffic on the
known by the attacker, and thereby the code pattern embeddadhe port simultaneously. This unique feature can imptoe t
in attack traffic can only be recognized by the attacker.lizastattack efficiency significantly. The details of how to seld
the code is able to carry information. A longer code is moifeN-code will be discussed in the following sections.
immune to interference, and requires comparatively lomses- i )

attack traffic as the carrier, which is harder to detect. AR~ Attack Traffic Generation Stage

these characteristics contribute help to achieve the tiogsc  In this attack stage, the attacker) Gelects the code, a

of attack accuracy and invisibility. PN-codein our case; ;) encodes the attack traffic using the
selected PN-code; andi{) sends the encoded attack traffic
fly - Background Traffic Data center | towards the target network. In the third step, the attacker c
ML : Attack Traffic EE | coordinate a large number of compromised bots to generate
1. Select code the attack traffic [21]; however, this is not the focus of this

2. Encode attack traffic

paper. In the remaining sections, we will focus on the firgt an

Aﬂacter UPDATE g second steps.
3 Launch '\ 1L o { montor 1) Code Selection:To evade detection, the attack traffic
etworl Ry imi i
omwork o o should be similar to the background traffic. From a large set
%v%‘ = SN of real-world traffic traces obtained from SANs ISC [6], [22]

we conclude that the background traffic shows random pattern
in both the time and frequency domains. The attack objextive
(a) Attack stagel: attack traffic generation of both accuracy and invisibility, and an attacker’s desine
e parallel attacks require that:)(the encoded attack traffic
E@ should blend in with background traffic, i.e., be random ithbo
ll the time and frequency domaingj)(the code embedded in
_ N B the attack traffic should be easily recognizable to the kétac
" 4 Queryfor alone, andii) the code should support parallel attacks on the

traffic report CEEE
5. Recognize : ﬁ %E same port'
attack mark ! To meet the above requirements, we choose the PN-code to
BT encode the attack traffic. The PN-code in th®C attack is a
""" ﬁgg . sequence of-1 or +1 with the following features [23], [24],

[25]: () The PN-code is random and “balanced”. Thé and
+1 are randomly distributed and the occurrence frequencies
of —1 and +1 are nearly equal. This feature contributes to
Fig. 1. Workflow of theiLOC Attack good spectral density properties (i.e., equally spreadirey
Parallel Attack Capacity:Intuitively, one simple way to energy over all frequency-bands). It makes the attack d¢raffi
achieve this parallel attack is to launch port-scan/atteafiic appear as noise and blend in with background traffic in both
towards multiple target networks simultaneously by scagnitime and frequency domains. In Appendix A, we show that
a different port for each target network. For example, if thihe traffic encoded by a PN-code is much similar to the traffic
data center publishes traffic reports1®D0 (TCP/UDP) ports, without including the attack traffic.id) The PN-code has a
then the attacker can identify all the$@00 networks simul- high correlation to itself and a low correlation to othersdfs
taneously, attacking each network with a different porhc8i as random noise), where the correlation is a mathematical
attack traffic on different ports are summarized separaiely utility for finding repeating patterns in a signal [25]. This
the data center, the attacker can still separate, and tlraslde makes it feasible for the attacker to accurately recogrtizela
the traffic towards different targets. The attacker, thenesf traffic (encoded by the PN-code) from the traffic report data,
can localize monitors in multiple networks simultaneouslgven under the interference of background traffi¢i) (The
and accurately; however, can the attacker further imprbee tPN-code has a low cross-correlation value among different
attack efficiency? Assuming that the data center only poe$is PN-code instances. The lower this cross-correlation yahee
reports of 1000 ports, can the attacker fingerprint), 000 less interference among multiple attack sessions in ghrall
target networks simultaneously, for example, by attackifg attack. This makes it feasible for the attacker to conduct
different networks usingneport? A high-rate port-scan traffic parallel attacks towards multiple target networks on theesa
cannot achieve this as it is indiscernible whether a spikéen port.
traffic report is caused by traffic logs from one network or the There are mature PN-code generators such as m-sequences
other 9 networks. In order to achieve this goal in the codezode, Barker code, gold codes and Hadamard-Walsh codes
based attack, the selected code and corresponding encd@8yl [24]. In this paper, we use the m-sequence code, which
attack traffic towards multiple networks for the same poftas the best autocorrelation (it only highly correlatestself
should not interfere with each other (i.e., each of them @n with a sharp autocorrelation peak) [23], [26]. We use the
decodedndividually and accuratelyby the attacker, although feedback shift registeto repeatedly generate the M-sequence
they are integrated/summarized in the traffic report from tHPN-code due to its popularity and ease of implementatioh [26
ITM data center). The PN-code used by th©C attack can In particular, a feedback shift register consists of twotgpar

(b) Attack stage2: attack traffic decoding



PN-code = [+1, -1, +1, -1, +1]

One is an ordinary shift register consisting of a humber of

flip-flops (two state memory devices). The other is a feedback

module to form a multi-loop feedback logic.

+1

I
Fipu Code Length = 5—»{

TABLE |
NOTATIONS Attack Traffic Encoded by PN-code
[ Notation | Definition ] . v
L Number of bits in the PN-code 1 0
Ci =<Cja,...,Ci > | Vector to presenit® PN-code of length_ in
WhiCh eaCh bitci’j iS eitheril or +1 t_—Ts TrafficTEem_n:h Session Duration=5-Ts—0‘
Ty Time unit of each queried data lasts for ‘ ]
T, Mark-bit duration as a unit time which i$ Fig. 2. PN-code and Encoded Attack Traffic
mapped to a single bit of PN-code in encoded
attack traffic hich . f both th K ffi d the back d
\% Mark traffic rate as the high rate of encodédV '9 consist of both the attack traific and the backgroun
attack traffic in7% traffic. (7¢) From the report data, the attacker attempts to rec-
Pelo] tAtt?r_Ck frtafflc ratti dgf'”Ed as gai'oﬁ(?f atttaCkognize the embedded attack mark. The existence of the attack
raffic rate over the backgrouna traffic rate . .
Fron) Stafistical profile of background fraffic ratem.ark detc_ermlnes whether the targeted ne_twork is deployed
(e.g., meanE, and standard deviation,) | With monitors or not. As the query of traffic report data is
- - 5 {?f F:Ofttx - A relatively straightforward, here we only detail the secstep,
i =< WPit,.. i > ‘ector to present the encoded attack traffig ; e
Wi =< Wi 1,...,Wi L > Vector to present the background traffic i.e., attack mark recontlon’ as follows.

N =< M\i1,...,\i.L > | Vector to present the traffic report data whigh [N the report data queried from the data center, the at-
i i . are queried from the data center __| tack traffic encoded with the attack mark is mixed with the
=<, > ggf}g’r;:g dptr)?/sggttnttrgitisr%f(tzq f’)efrt;’rgvz‘;}h'Ch ‘ackground traffic which is aggregated by the data center but

W =<w,,...,w ;> | Vector to present the Shifted vector which j410t generated bﬂ__OC. It is critical for theiLOC attaf_;k to
’ generated by subtracting(w; ;) fromw; | accurately recognize the attack mark from the traffic report
[ T T T H i . .

Ay =< Aj1--- Ay > | Vector to present the shifted vector which igjata, To address this, we develop a correlation-based schem

generated by subtracting(\;, ;) from \; Thi h . . d by the f h h iginal PN

I'X,Y)=X0Y Correlation degree between vectdé and IS scheme Is motivated by the _aCt that _t € origina Al
vector Y’ code (used to encode attack traffic) and its corresponding
attack mark (embedded in the traffic report data) are highly

correlated: in fact, they are sharing the same pattern.

2) Attack Traffic EncodingDuring the attack traffic encod- The attack mark in the traffic report data is tembedded
ing process, each bit of the selected PN-code is mapped ttoem of the original PN-code. The attack mark is similar to
unit time periodT,, denoted asnark-bit duration The entire its original PN-code, although the background traffic may
duration of launched attack traffic (referred totasfic launch introduce interference and distortion into the attack mark
sessiohis T, L, where L is the length of the PN-code. After We adopt the following correlation degree to measure their
the attacker launches port-scans to target networks, de/similarity. Mathematically, thecorrelation degreeis defined
also queries the data center for the traffic report peridigica as the inner product of two vectors. For two vectdfs=<
For brevity, this query interval is set t@,. The detailed Xi,Xs,...,X; >andY =<Y;,Y5,...,Y, > of length L,
discussion of determining these parameters will be presenthe correlation degree of vectdf andY is
in Section IIl.

The encoding is conducted based on the following rules: 27 1 XiYi (1)
each bit of the PN-code maps to a mark-bit duratitn L 7
when the PN-code bit ist1, port-scan traffic with a high wherel'(.) represents the operator for the inner product of two
rate, denoted asnark traffic rate V, is generated in the vectors. Based on the above definition, we h&V&, X) =
corresponding mark-bit duration; when the code bit-i$, T(v,v)=1,V X,V e {-1,+1}~.
no port-scan traffic is generated in the corresponding mark-\we use two vectorsy;, =< 7.1, 7.2, - - . , 7., > andw; =<
bit duration. Thus, the attacker embeds the attack traffi¢, ., , ... w, > to represent the attack traffic (embedded
with a special pattern, i.e., theriginal PN-code. Recall that, with the attack mark) and the background traffic, respelgtive
after this encoding process, the PN-code patembedded e shift the above two vectors by subtracting the mean
in traffic is denoted as thattack mark If we use (i =< value from the orlgmal data, resultlng in two new vectors,
Ci1,Cipg,...,Cip >€ {—1,+1}" to represent the PN- -code,) — W hos s lp > andw! =< w) 1, Wy, ... Wl >,
and usen; =< 1,72, --,7.L > 10 represent the attack\e continue to use a vectd?; =< Ci1,Cyo....,Cip >€
traffic rate, then we have; ; = £.C; ; + % Thatis,n;; = V {~1,4+1}~ to represent the PN-code. Thus, the correlation
if Cij =+1andn;; =0 if Cz,g =-1 (J = [1,L]). Fig. 2 degree between the PN-code and the (shifted) attack traffic
shows one example of the PN-code and the correspondigih be obtained. Similarly, we can also obtain the corrtati
attack traffic encoded with the PN-code. degree between the PN-code and the (shifted) background
C. Attack Traffic Decoding Stage traffic as follows.

In this stage, the attacker takes the following two stef)s: ( According to the rules of encoding attack traffic discussed
The attacker queries the data center for the traffic repdd, dan Section 1I-B.2, n; = %Ci + % Thus, n; = n; —

I'(X,Y)=



E(n;) = ni — % = %C,». Hence, the correlation degreea randomly generated PN-code and the queried traffic report
between the original PN-code and the (shifted) attack trafiilata from the data center. This simulates the case that the
is [(C;,ml) = ¥T(C;, C;) = ¥ Furthermore, we can alsodefender uses a guessed PN-code and attempts to recognize th
derive the correlation degree between the PN-code and firebe mark generated by an attacker. We randomly generate
(shifted) background traffic, i.e[;(C;, w}). The mean of such 120 PN-codes with lengtR0 (instead of the original PN-code

a correlation degree is close tgy since the PN-code hasused to encode the attack traffic). The results show thaethes
low correlation with the (shifted) background traffic (j.e.randomly generated codes achieve a much smaller correlatio
E[l(C;,wh)] = %E[Zle(wg’jcw)] ~ 0). If the standard degree with the probe mark in comparison with the original
deviation of the background traffic rate ds, the variance of PN-code. Thus, we know that the probe mark can be accurately
such a correlation degree is recognized only by the attacker who knows the original PN-
code. Notice that for the PN-code of length, the defender

W = W) —0)2
Var[[(Ci, w;)] E[(F(C;“wl) 0)’] (2) has a very small probability of /22° ~ 10~7 to correctly
1 2 uess the PN-code used by an attacker.
= ﬁE[ZCiQ,jw;,j ] (3 g Y
J=1 D. Discussion
N LE[EL: o _2] _ 052 4) In order to accurately and effectively recognize the attack
L = I ' mark (PN-code) from the report data, we need to find the

, segment of the report data containing the PN-code (i.e., we
Thus, the correlation degree between the PN-code and fieq 1o fuffill the synchronization between the port-scaffitr

(shifted) background traffic i§(Ci,w;) ~ 7%. Based on the 1ot data and the PN-code). For this purpose, we introduce
above discussion, the attacker can choose app_roprlatekattg sliding window based scheme. The basic idea is to let
parameters (e.g., PN-code lengthand mark traffic raté’) = {he attacker obtain enough report data with small grartylari

to make the correlation degre& ] (between the PN-code andrhen 5 sliding window iteratively moves forward to capture
the attack mark traffic) much larger than the correlatiorreleg 5 segment of the report data. For each segment, we apply
(74) (between the PN-code and the background traffic). Afe correlation-based scheme discussed in Section II.C to
such, the attacker can accurately distinguish the attagk Mggcognize whether the attack mark exists or not. The details
traffic from the background traffic. _ of this synchronization is presented as follows.

In the attack mark recognition, vectdy is used to represent  ag shown in Fig. 5, the attacker iteratively moves the stidin
the queried report data, and vectdris used to represent the,yinqow forward. The attacker first sends a sequence of caierie
shiftedreport data (by sulbtrac/tmﬁ(/)\i:j) from A;). According ¢4 the data center and each query requests a portion of report
to the above discussion; = 7; +wj (i.e., report data mcIu/de data which lasts for a given unit of time, known as query
the attack traffic and the background traffic) 8 = wi qyration,. To guarantee good synchronization and capture
(i.e., report data include _only the background traffic). Thgsch pit in the PN-code}, should be smaller than the mark-
attacker uses the co/rrelauop degree betwgeand the PN- it qyration7,. Also, the attacker must send enough queries
code C;, i.e, I'(Cy, ), to distinguish the above two casegy ensyre that the queried report data contains the entirekat

and detetm.ine the existence of a Pl\i—codg in the report dai@y k and attack mark traffic. The attacker iteratively catsiu
If T'(Cy, A7) Is larger than a thresholdl, ", which is referred to 5 ¢orelation test on the report data using a sliding window.
as themark decoding threshojdhen the attacker determines, example, in the®" round, the attacker selects as the

that the report contains attack traffic as well as the PN'COQ%rting time for the sliding window. Iri + 1** round, the

C;, Qnd decides whether the target network _is deployed With - -ker moves the sliding window one stéfy)(further, and
monltorg or not. The_accuracy of the correlatlon_ degregedbasthe start time of the sliding window becomes-T,, and so on.
recognition scheme is analyzed and evaluated in Sectibns j}, i th round, a sequence of data (lengthidfis obtained in

v aqd V. ) the sliding window. The first data in the sequence is the traffi
Using real-world traces provided by SANSs ISC [6], we ShoWa4 in time duratiorit;, t; + 73], and the second data in the

the results _of correlatlon_deg_rees in Fig. 3 gnd the PDF Qéquence is the traffic data in time duration+ T, ¢; + 27,

the correlation degrees in Fig. 4. We consider three typgsy o on. With this series of data, the attacker conducts

of correlation degrees here. The first typg is the correfatigne attack mark recognition procedure discussed earliez. T
degree between the PN-code and the queried report date(prgfs cker repeats the attack mark recognition after each, tim

mark embedded) from the data center. This type of correlatig,,ing the sliding window forward until the attack mark
degree has a comparatively large value. We use a PN-Cod§s0tecognized, or the sliding window has gone through all

length 20 and the probe mark traffic rate is equal(do., he report data. According to Equation (1), the computation
where o, is the standard deviation of the background traﬁ'Eomplexity of one round of correlation test@L), whereL
rate. The second type is the correlation degree between fhene pn-code length. Therefore, the computation comylexi
PN-code and the background traffic. The correlation degrﬁﬂ. performing the correlation test (7. /7,,L). Given such

in this type is much smaller in comparison with the one iR, complexity, the correlation test can be carried out ial re
the first type. The third type is the correlation degree betwey; o

1The selection off, is impacted by not only the values 9f andw;, but There is a trade-off in SeleCt_ing the query duraﬂljp On
also the desired attack accuracy, which is analyzed in Geti. one hand, if such a duration is smaller, although the better
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synchronization accuracy can be achieved, the attackelsnerot follow the Gaussian distribution. In fact, to the best of
to generate more queries to the data center and more itesatiour knowledge, the traffic distribution of Internet porass

for the synchronization process is needed. On the other, haisdstill an open problem and requires careful investigation
if the duration is too large, the attacker might not be abldere, we use Gaussian white-noise as an example in our
to correctly synchronize the probe mark, and the probe matheoretical analysis to provide insights into the effemtiess of
recognition accuracy will be reduced. The impact of quel,OC attacks. Our simulation data based on real-world traces

duration on attack accuracy is shown in Section lll. validate our theoretical findings well. Recall th&} is the
mark decoding threshold and is the mark traffic rate. We
I11. iLOC ATTACK ANALYSIS AND PARAMETER have the following theorem for theOC attack accuracy. The
DETERMINATION detailed proof of this theorem can be found in Appendix B.

Recall that there are some important parameter @C Theorem 1:In aniLOC attack, the attack success rdtd p

attack, including the mark traffic raté, the mark decoding IS

threshold 7,,, the length of PN-codel, and the mark-bit PAp 1 — Pr[T(\,, C) < T[N =0 + i) (5)

durationTy. In this section, we first present our formal analysis 1 o0 5
of the impact of different parameters on attack objectiTé® = 1= N A Y dy. (6)
analytical results are validated by empirical results gmnésd Vaog

in Section V. Then based on such analytical results, wedurthwhereI'(\}, C;) = X, ©C;. The attack false positive rafeA

discuss how to determine attack parameters. is

A. iLOC Attack Analysis PAp = Prl0(\,Ci) > To|(N; = wj)] )
1) Attack Accuracy Analysisin order to measure attack _ B - e dy. 8)

accuracy in terms of how correctly the attacker is able to VT JYET,

recognize the probe mark and identify monitor location, we Notice that given the ba@ﬁgjround nois¢é drawn from the
introduce the following two metrics. The first one is #igack Gaussian distribution]'(\’, C;) can be approximated by a
success ratePAp, the probability that an attacker correctlyGaussian distribution as well. This can be reasoned asifsllo
determines that a selected target network is deployed wBased on Equation (1), we hal@)\', C;) = T'(n' +uw', C;) =
monitors. From the attacker's perspective, the highetp, T(VC; + &'C;) = V + I'(w/,C;) and I'(w',C;) can be
the better the attack accuracy. The second metrics is #ygproximated by a Gaussian distribution.
attack false positive rat& A, the probability that the attacker We have a few observations from the Theorem 1. First,
mistakenly determines a target network as one with monitothe attack success rat&Ap, increases and the attack false
From the attacker’s perspective, the lowed i, the better the positive rate,PAr, decreases with the increasing PN-code
attack accuracy. length L. Thus, a better attack accuracy is achieved. Second,
Recall thatI'(.) represents the correlation degree opewith the increasing mark traffic raté, a better attack success
ator between two vectors of the same length Vector rate can be achieved as well.
Ci =< Ci1,Ci2,...,C; 1, >€ {—1,+1}L represents the 2) Attack Invisibility Analysis: Here, attack invisibility
PN-code. Vectors), =< n;1,7mi,2,.-.,m,, > andw; =< refers to how invisible théLOC attack is from the detection
wi 1, w2, .. .,w; > represent (probe mark embedded) attaaif the defender. In order to analyze invisibility, we need
traffic and background traffic, respectively. After subtiag to consider the detection algorithms. While there have been
mean value from the original data, the twhiftedvectors are many different algorithms proposed to detect anomalies in
N =< M1 Mg > andw] =< W] ,w;,,...,w;  >. port-scan traffic, here we use a representative and generic
Similarly, we use vectok, to represent the queried report dataalgorithm which has no specific requirement on detection
and vector)\, to represent thehiftedreport data (by subtract- systems and has been widely adopted by many systems [2],
ing £(\; ;) from \;). Assume random variables ,,...,w; ; [6], [27], [28]. In this algorithm, if the traffic rate (voluen
are independent and identically distributed (i.i.d) an@ ain a given time duration) is larger than a pre-determined
drawn from a Gaussian random distribution with standattresholdT}, the defender detection threshglthe defender
deviation o,. Note that real Internet port-scan traffic mayssues threat alerts and initiates reactions [6]. Suchectieh



threshold is usually obtained through statistical analg$ithe defender false positive rate D, which is only determined

background traffic. Note that the threshdld must be chosen by the thresholdl; configured by the defender.

for anomaly detection, maintaining both the high detectaie As we mentioned earlier, the query durati@p will also

(the probability that an ongoing attack is detected) anddhe affect attack accuracy. Recall that the recognition of prgb

false positive rate (the probability that an alarm is trigge mark is based on a sliding window as discussed in Section II-

when no attack is occurring). C. The maximum synchronization error between the PN-code
To measure attack invisibility in terms of how well theand corresponding probe mark will be one query duration

iLOC attack can evade detection by the defender, we use thgas shown in Fig. 5. We know that the correlation degree

following two metrics. The first one is théefender detection between the attack traffic and PN-codell&’;, 7)) = C; ©

rate PDp, the probability that the defender correctly detect§’, - % where C/ is the result of shiftingC; by time unit

the attack traffic introduced by theOC attack. The second T;, as shown in Fig. 5. Notice thaf, controls the maximal

one is thedefender false positive rat® D, the probability synchronlzatlon error. Based on the correlatlon degreaeifi

that the defender mistakenly identifies the attack traffic.  in Equation (1), we hav€; © C! = 1/LZ i=1Ci ;Ci;. Since
Similar to our approach in Section II-B.2, we use randotte overlapped area betweé];tj andCy; is T —T,, we have

variable w’ to represent theshifted background traffic, and ¢; C’ TT—T —1_La ThenF(Cl,C’) — 1L(1—5) and

random variable\’ to represent thehiftedtraffic data reported (C“m) (1 _ 7) Slmllar to the proof of Theorem 1 as

by the ITM system. Note that if nib OC attack exists\' = w'.  snown in Append|x ‘B, the attack success ratd,, becomes

If we assume that values @’ at different time units are .

independent and identically distributed (i.i.d) and fall@a _ —v?

Gaussian random distribution with standard deviatigr(i.e., PAp=1- \f w ¢ dy. (13)
w' follows N(0, o2)), then we have the following theorem for e

attack invisibility. N .
Theorem 2:In theiLOC attack, the defender detection ratelz3 - Determination ofLOC Attack Parameters

o0

PDp is 1) Determinel’, T, and L: An attacker can use the above
analytical results to determine attack parameters. Finst,
PDp = 1-PrN <Ty|(N =V +u')] (9) attacker can determine the mark traffic réteThe reasons are:
o 1 > g (10) (¢) V is only related to the attack invisibility metric (defender
B \f [A ) v detection ratePDp), and (i) V impacts the determination
VaTe of other parameters. Given the expected false alarm rate, th
The defender false positive rateDr is attacker can also determine the mark decoding threshpld

and the PN-code lengtli. Notice that the parameter for

PDp = P ' = Tal (N = o)) (1) the background traffie, can be obtained through analyzing
— / eV dy. (12) historical traffic data published by the data center of ITM
NG systems.

The proof of Theorem 2 is S|m|Iar to that of Theorem 1, We give the details of determining attack parameters as
therefore, we will skip it here due to space limitation. Meti follows: (i) Mark traffic rate: Using Equation (12), the attacker
that in Equations (9)-(12), our analysis for detection gthn  can first estimate the defender threshjd given a reasonable
assumes thad’ is measured and compared T§ every T, upper-bound of defender false positive ré&® . Notice that
where T is the duration of 1 bit of a PN-code (also calledhe T, should be selected to be larger than the background
the mark-bit duration). In reality, the defender may notéhawraffic o,. For example, using central limitation theory, we
the knowledge ofT,, and this assumption helps the worstknow that7; = 30, achieves a reasonable defender false
case attack analysis in terms of the attack invisibility.tdNo positive rate PDr (1.7%). Thus, we can useo, as a
that as researchers assume that the encryption algorittensraasonable estimation dfy. Given the defender detection
known to attackers in cryptanalysis [29], we assume that thete PDp, defender threshold’y, and background traffic
strategy of mounting PN-code modulated low-rate port-scan, the attacker can determine the mark traffic r&teby
traffic and its parameters such as mark-bit duratiQnare resolving Equation (10).i{) Mark recognition threshold and
known to the defender. This creates the worst-case secutigngth of PN-codeGiven the mark traffic rat®” (determined
analysis in our study. Even without knowledge ©f, the previously) and attack false positive rafeAr, and attack
defender can still develop adaptive strategies to carry aiiccess rat&Ap, the attacker can further determine the mark
anomaly detection. For example, based on historical traffiecoding threshold’, and L by resolving Equations (6) and
logs, the defender may build the traffic statistics profile of7) in Theorem 1.
different time durations. Then the defender measuresdraffi Based on the above discussion, we show the determination
on different time durations and compares them to the trafiiesults of attack parameters in Table Il. We determine the
statistic profile on the corresponding time duration. mark decoding threshold, and the defender threshold; in

We have the following observations from Theorem 2. Firsprder to derive a reasonable attack false positive Pate- and
with the increasing mark traffic raté, the defender detection defender false positive ratBDy (below 1%). For instance,
rate PDp increases. Thus, the attack invisibility will beto achieve @05% attack success ratBAp and 5% defender
worsened. Second, the mark traffic rdfedoes not affect the detection rate®Dp, we can use a PN-code of length= 20



and a probe mark traffic rate &f = 0.60,.. In Section V, these Attacker

\

. . .. . ' 1 Objectives[ ~
numerical results are validated by our empirical evalugtio ! Lo EEEES 1
' 1 '
: [Probe Traffic]_ [PN—code} [Probe Mark} :
TABLE Il i'| Generator [~ 7| Generator|~ 7| Decoder |
DETERMINATION OF PN-CODE LENGTH AND MARK TRAFFIC RATE ‘ \\\ I ,’, :
' | Background |, |
(DENOTED BY (L, V)) : i :
' 1 :
PApvs.PDp || PDp=5% | PDp=4% | PDp=3% | PDp=2% § S Pmem
PAp=94% || (5r.) | (24.08,) | (32.0.8,) | (50.05,) | "“F>
PAp=95% (20p,) | (29,0.9,) | (42,0.%,) | (62,0.52)
PAp=96% (3202) | (420.9,) | (53,0.8,) | (76,0.5,)
PAp=97% (5502) (63,0%:) | (711,0.%3) | (94,0.94) Fig. 6. iLOC Implementation Components

2) DetermineT: To determine the mark-bit duratiofl;, the statistics profile of background traffic, e.g., stanctedi-
the attacker needs to estimate the possible delay from #n »,. The profile is used to determine attack parameters
moment when attack traffic is recorded by monitors to thgr other components.
moment when such attack traffic is published by the data cen{3) PN-code Generator:This component generates and
ter. To make theLOC attack effective, the mark-bit durationsigres a PN-code. The PN-code length is determined acgprdin
needs to be at least as large as such a delay. Otherwise,ifthe attacker's objectives and the background traffic lerofi
traffic in different bit durations (each lasis) may interfere jn the way discussed in Section I11-B. Recall that we use the
with each other and make it hard to recognize the probe magkedback shift register to generate the PN-code as distirsse
Several possible ways can be used to estimate the delay. §8ktion 11-B. The feedback shift register repeatedly gatesr
example, the attacker may obtain such information throughpnN-code of lengtHL..
publicly available resources. Some ITM systems may publish(4) Probe Traffic Generator:This component generates
such information on their websites. The attacker may alg@ack traffic based on the PN-code and the statistics profile
actively conduct experiments on ITM systems and measg packground traffic. With the profile of the background
the delay. For example, the attacker may install monitofgffic, the attack traffic rate is determined based on théauet
and connect them to the targeted ITM system. The attack@own in Section I1I-B. Then, the PN-code encoded traffic is
can simply use such monitors to report logs embedded WigBnerated in a way as discussed in Section 11-B.2. Inputs to
special patterns (e.g., PN-code) and keep querying the dg§@& component are the IP addresses of target network, port
center until the embedded traffic patterns are recognizefmper, and transportation protocol (TCP or UDP).
After repeating the above process for a number of times, the(5) Probe Mark DecoderThis component obtains the port-
attacker is able to derive the statistics profile of delay theth o5 report data througbata Center Queristand decides
determine the mark-bit duratidfi,. We use this method in our ynether the probe mark exists in the way discussed in Sec-

implementation ofLOC attack described in Section V. tion |I-C or not. The PN-code used in the decoding process is
the same one used in encoding attack traffic and stored in the
IV. | MPLEMENTATION AND VALIDATION PN-code GeneratorThe decoding threshold is determined by

this component based on the attack accuracy requirement and

_ In this section, we first introduce our implementation of afhe packground traffic profile, as explained in Section LA
iLOC attack. Then we report validation results of th®©C

design and implementation on a real-world ITM system.  B. Validation ofiLOC Attack

The evaluation should be carried out over a real ITM system
in an ideal situation. Since an extensive experiment on la rea
We implement anLOC attack prototype based on the desigiTM system will affect its usability (e.g., generating skeav
in Section Il. Recall that an attacker has two objectiveseports of the actual Internet traffic), in our evaluatiorg w
attack accuracy and invisibility. This prototype works iag& considered both experiments with a real-world ITM system
any ITM system with a web-based user interface. Theemd simulations using off-line traffic traces. In order téidate
are five independent and important components inib@C our iLOC implementation, we carried out experiments with
implementation as shown in Fig. 6. OWOC is implemented a real-world threat monitoring system, SANs ISC shown
in Microsoft MFC and Matlab on Windows XP OS. in Fig. 7. We deployed several monitors that collect port-

(1) Data Center Querist:This component interacts with scan logs of the monitored networks and report data to the
the data center of ITM systems. Its main tasks are to seddta center of SANs ISC periodically (every half hour). We
queries to the data center and to retrieve responses from aenched the probing traffic addressed to these target netwo
data center. The inputs to this component are the URL or ¢eployed with monitors and derived the fine-grained repgrt b
address of the data center and port number to query. Thisriodically requesting the port report from the data cente
component provides basic services to other components. Notice that if the monitors we targeted report logs more

(2) Background Traffic AnalyzefThis component receivesfrequently and the data center of ITM systems collects and
the data of background port-scan traffic on given ports vjablishes logs more frequently, we can obtain port-scaartep
Data Center QueristWith such data, this component obtainsvith finer granularity.

A. Implementation ofLOC Attack



Fig. 7 illustrates our experimental setup. For the purposeste), port 135 and port 25 (representing popular ports with
of this research, we requested information about locatains high traffic rate). Experiments on other ports result in &mi
experimental monitors in this figure. We were provided witbbservations.
the identities of two networksd and B. There are some 2) Evaluation Metrics: We explore both attack accuracy
monitors in networkA and there is no monitor in networkand invisibility to evaluate attack performance. For atac
B. The monitors in networkd monitor a set of IP addressesaccuracy, we use two metrics: one is #gack success rate
and log the port-scans. We (the attacker) executeill®C PAp and the other is thattack false positive rate?Ap,
attack to decide whether monitors exist in netwatkand B, which are defined in Section IlI-A.1. For attack invisibjlit
respectively. we use two metrics: one is thaefender detection rat®Dp

In our experiment, we use a PN-code of lendgth The and the other islefender false positive ratB D, which are
mark-bit duration is set al hour. We use two machines.defined in Section III-A.2.

On one machine, th&ncoding Processends attack traffic ~ 3) Evaluation SchemesWe evaluate théLOC attack in

to network A and B, respectively. On the other machine, theomparison to two other baseline attack schemes. The first
Decoding Processends a query to the data center evedy one is the attack that launches a significantly high-rate of
minutes. With report data, we find tH2ecoding Processan port-scan traffic to target networks as introduced in [189]]
correctly determine that networtk is deployed with monitors We denote this attack aswlume-based attackNotice that
and networkB is not deployed with monitors. Fig. 8 showsthe technique used in our simulation for thelume-based
the traffic rate in time-domain. Based on the data shown attack is similar to the noise cancellation technique in [18].
the Fig. 8, we calculate the correlation degree. The cdioela However, the work in [18] did not provide much detail on
degree between the mixed traffic and the PN-code is aroumolv to choose the noise cancellation factor. In contraggri
28, while the correlation value between the backgroundid¢rafthe random and burst nature of data report as shown in Fig.
and the PN-code is around 8. Given the detection thresholdi&s our scheme is more general. The second baseline scheme
14, we know that the attack traffic and background traffic ca@mbeds the attack traffic with a unique frequency pattern. In
be easily distinguished. Therefore, the attacker can atelyr this attack, the attack traffic rate changes periodicalethe
identify that network A is deployed with monitor and networlattacker expects that the report data from the data center sh

B is not deployed with monitor. Fig. 9 shows the traffic rate isuch a unique frequency pattern if the selected target mktwo
frequency-domain in terms &fower Spectrum Density (PSD) is deployed with monitors. We denote this attack scheme as
The PSD describes how the power of a time series data &frequency-based attaclll three evaluated attack schemes
distributed in frequency domain. Mathematically, it is ebjto  are listed in Table III.

the Fourier transform of the auto-correlation of a time series For fairness, we adjust the detection thresholds in all
data [30]. From these two figures, we observe that it is hard fechemes so that the desiraitiack false positive rat® A and

the defender to detect ahOC attack, since the overall traffic defender false positive rat€ D (below 1%) are achieved.
with aniLOC attack is very similar to the traffic withoiitOC  For theiLOC attack, we generate different attack traffic based
attack traffic embedded. That is, such experiments denaiastion a variant PN-code length (i.e., 15, 30,45). The default
that theiLOC attack can effectively and stealthily identifyPN-code length is set t80. To better quantify the attack traffic

monitors in reality. rate for theiLOC attack and other attack schemes, we use the

normalized attack traffic rat®, which is defined a® = V/o,,
V. PERFORMANCEEVALUATION for an iLOC attack, wheres, is the standard variation for
In this section, we conduct the performance evaluation fckground traffic rate. The default valueDf = 0.17;.

merging simulated_OC attack traffic into replayed real-world TABLE Il

traffic traces. PROBE ATTACK SCHEMES
[ Notation [ Description ]

A. Evaluation Methodology iLOC Our camouflaged probe attack scheme

. . Frequency-based probe Frequency-based probe attack scheme [31]
1) Experiment Setupin our evaluation, we use the real- [ Volume-based probe | Volume-based probe attack scheme [18][19]

world port-scan traces from SANs ISC including the detail

logs from01/01/2005 to 01/15/2005 [6], [22]>. The traces

used in our study contain oved0 million records and the B. Evaluation Results

overall data volume exceed$0) GB. We use these real-

world traces as the background traffic. We merge records oft) Attack Accuracy:To compare the attack accuracy of
simulatediLOC attack traffic into these traces and replay thi€ iILOC attack with that of volume and frequency-based
merged data to simulate theOC attack traffic. We evaluate Probe schemes, we plot the attack success Fatg, under

different attack scenarios by varying attack parametech siflifferent attack traffic rates (e.g#” = [0.01,3]). Fig. 10,
as the mark traffic raté”, the length of PN-codd., and the Fig. 11 and Fig. 12 show the re;ults on different ports. From
number of parallel attack session& (on the same port). We these figures, we observe that batC and frequency-based

report the results for the cases where attacks are launciRE@cks consistently achieve a much higher attack success

to port 4321 (representing an unpopular port with low traffifdt® £4p than the volume-based scheme. This performance
improvement is more significant when the attack traffic rate

2We thank the ISC for providing us valuable traces in this aeste is lower. The reason can be explained as follows. For the
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TABLE IV
iLOC scheme, the PN-code based encoding/decoding makes DEFENDERDETECTION RATE PD, (PORT 4325)
the recognition of probe marks robust to interference from’ Ao | ILOC(Time) iLOC(Freq) Volume | Freq Freq
he back d traffic. For the f b d h L probe(Time) probe(Freq) probe(Time)
F e -aC groun ra .|C. or the requ-en(.?y aseda scheme, mgoo, 2205 2.3% 90% 90% 2.6%
invariant frequency in the attack traffic is also robust te th 95% || 2.7% 2.6% 95% 95% 2.7%
interference from the background traffic. But the volumedah | 98% | 3% 2.9% 98% 98% 2.9%
scheme relies on a high rate of attack traffic.

2) Attack Invisibility: To compare the attack invisibility of TABLE V

i i DEFENDERDETECTION RATE PDp (PORT 135)

theiLOC attack with that (_)f the other two_ attack schemes, PPAD LOC(Tme] LOC(Freq) Volume D Freq Freg
show the defender detection rate), on different ports (e.g., probe(Time) probe(Freq) probe(Time)
4321, 135, and25) in Table IV, V, and VI. Each table shows| 90% | 2.5% 2.2% 90% 90% 2.9%
the defender detection raféDp, given an attack success rate 952@ Z-BZA) 2-42@ 9524) 952/0 3-12/0
PAp (90%, 95%, and 98%). Recall that the defender s 8% || 3.1% 2.8% 98% 98% 3.3%

the detection threshold to make the defender false positive
rate PDr below 1%. In all tables, “(Time)” and “(Freq)”

mean that the defender adopts tiee-domairandfrequency-  p 4 for a variety of parallel attack sessions on the same port
domain analytical techniques to detect attacks, respectively, Fig. 14. In the legendLOC(N = z) means that there are

It is observed that ouL.OC scheme consistently achieves g, ra|ie| attack sessions. This figure shows that in terms of
much lower defender detection raf , than that of the other the attack success rafed . theiLOC attack scheme is not
two schemes. Therefore, theOC attack achieves the bestsgnsitive to the number of parallel attack sessions. Thekait
attack invisibility performance. As expected, the defencin

) X success raté® Ap only slightly decreases with the increasing
easily detect the frequency-based attack, as a uniqueeine§iu ,mper of parallel attack sessions. This is because tHictraf
pattern exists in attack traffic.

for different attack sessions is encoded by PN-codes whieh a

~ 3) Impact of the Length of PN-codefo investigate the |q, cross-correlated (described in Section 11-B), and éhgr
impact of the PN-code length on the performance of thg,

: ve little interference. Fig. 15 shows the impact of the bem
iLOC attack, we show the attack success raté, for a PN-

) o of parallel attack sessions on attack invisibility. It caa b
code of different lengths (e.glp, 30,45) in Fig. 13. Data are gpgerved that the increasing number of parallel attackaess

also collected for various attack traffic rates. In the legen, g its in a slight increase in the defender detectionPdbg,.
iLOC(L = z) means that the PN-code lengthzisThis figure

shows that the attack success rd&telp increases with the

) . TABLE VI
increasing PN-code length because a long PN-code reduces

. - . DEFENDERDETECTIONRATE PDp (PORT 25
the interference from the background traffic on recognizingpa,, T LOC(Time] iLOC(Freq) Volume o )

Freq Freq
the probe mark, and thereby improves attack accuracy. probe(Time) probe(Freq) probe(Timel)
4) Impact of the Number of Parallel Localization Attacks; 20% | 2.1% 1.9% 93% 94% 2.2%
; . T 95% || 2.4% 2.1% 95% 97% 2.8%
To evaluate the impact of the number of parallel localizatio—gge; 3 g9 5 3% 96% 98% 31%

attacks on attack accuracy, we show the attack success rate
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I : —_ general guidelines for counteracting ti®C attack from the
i B \ following aspects.

N ) 1) Limiting the Information Access RatRecall that in the
iLOC attack, the attacker must generate a significant amount of
gueries to the data center of ITM systems in order to acdyrate
recognize the encoded attack traffic. We may explore such

Attack Success Rate - PA

e —& ILOC Experiment(L=15) e S _ .

7% ILOC Theory(L=15) \ knowledge to reduce the effectiveness ofie®C attack. To
9~ iLOC Expel e_l( 30)

~ fliggggszﬁ%’nﬁ;ﬂ@ ] do so, the data center may throttle the query request rate.
-4 i eory(L=

= o % One possible way is to enforce human/system interaction for
each query, and thereby eliminate the automatic query in the

Fig. 16. Attack Accuracy vs. Query Duratich, iLOC attack. This can be conducted through authenticated

registration, e.g., one authenticated registration iy malid

Therefore, parallel attack capability can significantlypiove fOr & certain number of queries. However, these limitations
the attack efficiency without compromising the effectivese the information access rate may also reduce the usability of
TheiLOC attack achieves invisibility by using the PN-code! TM systems. _ _ _
which causes a longer period for theC attack than the ones 2) Perturbing the Information:Recall that in theiLOC
in [18], [19]. Nevertheless, parallel featuresioDC attack can attapk, the attacker n.eeds to recognize the_encoded attack
significantly improve attack efficiency. In the following,ew traffic. Thus, the quality of reports plays an important role
provide one example to compare the efficiency of our atta¥k §uch a recognition process. To reducg the effectivenkss o
with the one in [18], [19]. This example demonstrates th&"LOC attack, we may perturb the published report data by
our attack is slower than the one in [18], [19] and the pafrall@dding some random noise or randomizing the data publishing
feature of our attack can effectively reduce the perforraané€lay. This scheme is similar to the data perturbation in the
gap between our attack and the one in [18], [19]. Assume tiRjivate data sharing realm [32], [33], [34]. By perturbirmgort
a system that consists dR00 networks is attacked. Using data, the attack accuracy of &rOC attack will be degraded.
one port, the volume-based attack needs0 time units to HOWever, adding random_ noise and randomizing the delay in
perform the attack task. To fulfill the same attack taskgc ~ Publishing report data will also affect the data accuracgt an
with 4 attack sessions in parallel using a code length of 4t5ability of ITM systems. Studying such a trade-off will be
can achieve the desired performance of attack accuracy &h§ aspect future work.

invisibility as shown in Fig. 14. In this case, the total tifioe ~ 3) Investigating Advanced Detection Schenecall that
iLOC attack is1200 x 15/4 = 4500 units, which is around N the iLOC attack, in order to effectively evade detection of

four times of the volume-based attack in [18], [19]. monitors in ITM systems, the attacker has to continuously

5) Impact of Query Duration on Attack Accuracyo inves- launch port-scan attack .traffic to diffgrent target netvgork
tigate the impact of the query duratidf on theiLOC attack 0 localize as many monitors as pqssmle. Con;gquently, the
accuracy, we show the attack success Fatg, under different target IP addresses of attack traffic may exhibit a widely
query durations X, = [0.05T%,0.37%]) in Fig. 16. In the dispersed distribution [3_5]. Thus, ana!yzmg the disttido of _
legend,iLOC(L = z) refers to a PN-code of length. From P a_d_dresses_ may provide one possmlg metho_d of de_tect|on.
this figure, we observe that, with the decreasing query urat Additionally, in [36], we proposed an information-theacet
T,, the attack success rafed, increases. The reason is thaffamework to analyzé OC attacks. In particular, we modeled
a smaller query duration improves synchronization graityla the ILOC attack based on a communication channel and
and thus the attack has a better chance to recognize the pri@8dved closed formulae for the capacity ®OC attacks.
mark. Hence the attack accuracy will be improved. Howeve#@sed on this framework, we studied two different kinds of
the smaller query duratioff, will also increase the numberiLOC attacks, which encode the probing traffic in either the

of queries sent to the data center and the synchronizatio tittmporal domain (the scheme studied in this paper) or the
for recognizing the attack mark. spatial domain (on multiple monitors). We also investidate

the effectiveness of possible detection strategies, diatu
centralized, distributed, and hybrid detection.

o1 o1
Query Duration - Tq

V1. GUIDELINES OF COUNTERMEASURE

We have demonstrated theOC attack against ITM sys-
tems. Let us discuss possible countermeasures against such
an attack. It is relatively easy to defend against the volume Many ITM systems have been developed and deployed since
based and frequency-based localization attacks which @mi&&AIDA initiated the network telescope project to monitor
either a spike pattern (using a high-rate scan traffic) [18)ackground traffic ir2001 [37]. The ITM system is similar
[19] or an invariable frequency pattern (using the attadk the knowledge sharing of distributed intrusion detettio
embedded with a certain frequency pattern), since these t{88]. Although the IP addresses of monitors themselves can
attack schemes show strong signatures in the attack traffie protected by mechanisms, such as encryption and Bloom
(either in time domain or in frequency domain). However, ifilters [39], the public data reported by these ITM systems
order to defend against theOC attack, the defender needscould be used to disclose the IP address space covered by
the insightful understanding of the attack. We provide ssve monitors. Existing attack approaches achieve this by laimgc

VIl. RELATED WORK
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high-rate port-scan traffic [18], [19]. However, these leraf threats that utilize an IP phone conversation to illicitigrisfer
attacks do not consider the invisibility of attacks, sinbe t information across the network. In our study, the sequerice o
high-rate attack traffic exposes the attack. attack traffic to the monitor, transmission of log infornoati

The invisibility techniques in our work uses the camouflag® the data center, and the transmission of query data back to
principle, as illustrated by nature and the military. Inurat an the attacker forms a covert channel for the attacker to desco
animal can disguise itself as the object on which it stands-in the location of monitors. Our work presents a deep study of
der to fool its predators or prey [40]. In military, soldiewear PN-code based localization attacks, addressing both acgur
camouflage clothing designed to blend into the surroundifgd secrecy.
terrain [41]. As an invisibility technique, our work levgges  In this paper, we study techniques in applying the PN-code
the PN-code technology and extends it to a new Internet eyb#t the iLOC attack. Work in [16] also studied how to use
security realm. The PN-code was initially used in military’N-code to effectively track anonymous flows through mix
communication systems to provide anti-jamming and securggtworks. Since it is applied to a different problem domtie,
communication [23]. In wireless communication, the PN-eodsolution in [16] is significantly different from the one inish
has been widely used to improve the communication efficienpgper, including the use of the PN-code, designed algosithm
[24]. In addition, the PN-code has other broad applicationgecision rule, and theoretical analysis.
such as cryptography [42], secured data storage and ratyiev
[43], and image processing [44].

Our work is related to robust watermarking. There are
some researches on how to design robust watermarking foin this paper, we investigated a new class of attacks, i.e.,
specific applications. For example, &f al. in [45] developed the invisible LOCalization (LOC) attack. It can accurately
a watermarking scheme that allows the owner to publishaad invisibly localize monitors of ITM systems. Its effeet
large number of media files; provides the owner the abilityess is demonstrated by theoretical analysis, simulatems
to detect watermarks; and prevents the owner from cheatiggperiments with an implemented prototype. We believe that
by ambiguity attacks. Some research has focused on bredits paper lays the foundation for ongoing studies of aack
ing digital watermarks and developing countermeasures. Rbat intelligently adapt attack traffic to avoid the detewoti
example, Arnold in [46] presented a classification of atsacly defense systems. Our study is critical for securing ITM
against digital watermarks along with countermeasuresyThsystems. Since the attacker has a large space to improve the
categorized attacks into different categories, such asvemsecrecy of the attack, the detection of such an invisiblechitt
ing, desynchronization, and noise-embedding. Briassandi remains a challenging task. Comprehensive study of other
Mouline in [47] evaluated the effects of a desynchronizingnethods to protect the location of monitors is a part of our
warp attack (e.g., time-varying delay) on the performante tuture work.
detecting watermarks. Lét al. in [48] proved that the worst-
case additive attack (deliberately adding noise to degrade
the watermark detection) against a watermark i$ a §

function ((5 is the distortion compensation factor). There is We thank the anonymous reviewers for their invaluable
other work related to the digit steganography [49], [50]ickh  feedback. This work was supported in part by the National
intends to hide the presence of information despite itstjm@c Science Foundation under grants 0808419, 0324988, 0546668
relevance for digital content (e.g., image, video) pratect and 0721766. This work was also supported in part by
using watermarking and fingerprinting schemes. Army Research Office (ARO) under grant no. AMSRD-ACC-

Our work is also related to the covert channel. Variou’50521-Cl. Any opinions, findings and conclusions or recom-
covert channels have been studied [51], [52], [53]. For ermendations expressed in this material are those of the i@utho
ample, JitterBugs is a class of inline interception mectrasi and do not necessarily reflect the views of the National $eien
that covertly transmit data by perturbing the timing of ihpuFoundation and Army Research Office. The authors would like
events in order to affect externally observable networKitra to acknowledge Ms. Larisa Archer for her dedicated editoria
[52]. Takahshiet al. in [54] assessed VoIP covert channehelp to improve the paper.

VIII. CONCLUSION
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APPENDIXB. PROOF OFTHEOREM 1

i) Derivation of attack success raté?Ap. The attack
success raté Ap is the probability that an attacker correctly
recognizes the fact whether a selected target network is de-
ployed with monitors. Following this definition, we have

PAp = 1-Pr[C(\,Ci) < To|(Nmi +w))]  (14)
= 1= Pr0OY, O < T — LI = ). (15)

Then PAp can be represented by
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i) Derivation of attack false positive rat€ Ar. The attack
false positive rate? A is the probability that an attacker mis-
takenly identifies a selected target network as being deploy
with monitors. If I'(\}, C;) follows a Gaussian distribution
N(0,02/L) (for detail see Equation (2) in Section II-C), we
have PAp = PriI’'(\,, C;) > Ty|(X; = w})]. Thus, thePAp
can be presented by
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