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Abstract

Internet Threat Monitoring (ITM) systems are a widely
deployed facility to detect, analyze, and characterize dan-
gerous Internet threats such as worms and distributed
denial-of-service (DDoS) attacks. Nonetheless, an ITM
system can also become the target of attack. In this paper,
we address localization attacks against ITM systems in
which an attacker impairs the effectiveness of ITM systems
by identifying the locations of ITM monitors. We propose
an information-theoretic framework for the modeling of
localization attacks as communication channels. Based on
the information-theoretic model, we generalize all existing
attacks as “temporal attacks”, derive closed formulae
of their performance, and propose an effective detection
approach. The information-theoretic model also inspires
a new attack called a spatial attack and motivates the
corresponding detection approach. We show simulation
results that support our theoretic findings.

Index Terms— Internet threat monitoring systems, Local-
ization attack, Information theory

I. Introduction

The prosperity of the Internet has brought conve-
nience to our everyday lives and has generated worldwide
network-based business. However, its open nature also
attracts a variety of dangerous and widespread security
threats, such as worms [1] and DDoS attacks [2], which
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have caused massive damage, ranging from tens of thou-
sands to billions of dollars per incident [1], [3].

The widely-spreading nature of such attacks calls for
Internet-wide collaborative monitoring and defense sys-
tems which should be able to characterize, track, and
mitigate security threats in a timely fashion [4]. The design
of Internet Threat Monitoring (ITM) systems has been one
such major effort. In general, an ITM system consists of
one centralized data center and a number of monitors,
which are distributed across the Internet. Each monitor
monitors traffic addressed to a range of IP addresses and
periodically sends the traffic logs to the data center. The
data center then analyzes the collected traffic logs and
publishes reports (e.g., statistics of monitored traffic) to
ITM system users. Although the IP address space directly
monitored by an ITM system is much smaller in scale
than the Internet global address space [4], [5], [6], the
collected logs, as a random sample of the Internet traffic,
can still provide critical insights for the public to measure,
characterize, and track/detect Internet security threats. The
idea of ITM systems dates back to DShield and CAIDA
network telescope [7], [8], which have been successfully
used to analyze the activities of worms and DDoS attacks
[4], [9]. The success of such systems led to the deployment
of many similar ITM systems around the world [4], [5],
[6], [10], [11].

The success of ITM systems heavily relies on the
confidentiality of the IP addresses covered by the monitors
(i.e., the monitor locations). The reason is that if an
attacker discovers the monitor locations, it can easily avoid
detection (by ITM systems) by bypassing the monitored
IP addresses and directing the attack to the much larger
space of unmonitored IP addresses. Furthermore, such an
attacker may even mislead the reports published by an ITM
system by manipulating traffic to the identified monitors,
generating highly skewed samples. Since ITM reports are
trusted by the public as a random (unbiased) sample of
Internet traffic, the confidentiality of monitor locations is
vital for the usability of ITM systems.

Recently, researchers have discovered several attacking
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mechanisms designed to compromise the monitor locations
of an ITM system [12], [13], [14]. An example is the
probing-traffic-basedlocalization attacks[12], [13], in
which an attacker launches a shorthigh-rate port-scan
probing traffic to a targeted network and then queries the
data center to determine whether the shortspikeof high-
rate traffic appears in the queried time-series data. If so,
then the attacker can infer that a monitor exists in the
targeted network. Although this attack can compromise
the location of ITM monitors, it also reveals itself to an
ITM system that monitors such a spike in traffic volume.
To solve this problem, we discovered asteganographic
localization attack [14], in which an attacker launches
a low-rate noise-like port-scan probing traffic that is
marginally modulated by a secret Pseudo-Noise (PN)-code.
While the modulated probing traffic does not show any
obvious regularity at the data center, the attacker can
develop the accurate recognition technique based on the
same synchronized PN-code to accurately determine the
PN-code modulated traffic in the retrieved traffic log from
the data center; thereby, the existence of monitors in the
targeted network is obtained.

In this paper, we propose an information-theoretic
framework to model existing localization attacks. Recall
that in localization attacks, an attacker sends probing traffic
with a specific pattern to the target networks and then
queries the ITM data center for traffic logs. We model
this scan-query process as a side communication channel
and derive closed formulae of its channel capacity. To
evaluate the effectiveness of a localization attack, we use
the minimum timelength required by an attacker achiev-
ing a pre-defined detection rate as the metric. Based on
the information-theoretic model, we propose an effective
approach of detecting existing localization attacks, derive
a new localization attack, and propose a new approach
of detecting this new attack. Our numerical data and
simulation results validate our theoretical results well.The
major contributions of this paper can be summarized as
follows.

1. We propose an information-theoretic framework to
model localization attacks against ITM systems, and use
the framework to analyze the performance of existing
attacking schemes. In particular, we generalize existing
localization attacks [12], [13], [14] astemporal attacks,
where the side channel is a Single-Input Single-Output
(SISO) one. We show that the existing centralized detection
based upon the aggregated traffic information from all
monitors of an ITM system becomes ineffective against
the temporal attack proposed in [14]. In order to defend
against such an attack, we investigate a distributed detec-
tion scheme, which detects traffic-rate change at individual
monitors. This scheme will force the attacker (who is
aware of the distributed detection scheme) to lower the
probing traffic rate. Hence, the capacity of the SISO

channel will be reduced significantly and the minimum
time length required by the localization attack will be
increased to a prohibitively high level.

2. Based on the information-theoretic framework, we
propose a novel localization attack, which we call aspatial
attack, that outperforms all existing attacks. With the spa-
tial attack, an attacker launches a number ofcoordinated
attacks on different monitors. This attack can be modeled
as a Multi-Input Single-Output (MISO) side channel in
the information-theoretic model. We find that the spatial
attack renders the distributed detection ineffective, because
the minimum time length required by the localization
attack can be significantly reduced. To defend against
such an attack, we propose a hybrid detection scheme
which detects traffic correlation across multiple monitors.
The scheme will force the attacker (who is aware of the
hybrid detection scheme) to lower the probing traffic rate.
Hence, the capacity of the MISO channel will be reduced
significantly and the minimum time length required by the
localization attack will be increased to a prohibitively high
level.

The remainder of the paper is organized as follows.
In Section II, we briefly review ITM systems and the
threat model. In Section III, we present the information-
theoretic framework to model the localization attack. In
Section IV, we present the theory of detecting temporal
attacks proposed in [14]. In Section V, we present the
theory of detecting spatial attacks. We report our numerical
data and simulation results in Section VI. We review the
related work in Section VII, followed by final remarks in
Section VIII.

II. ITM Systems and Threat Model

In this section, we first briefly review the background
of ITM systems and then introduce the threat model used
in this paper.

A. ITM Systems

In an ITM system, monitors are geographically dis-
tributed over the Internet to capture the anomalous traffic
(e.g., port-scans) addressed to a set of monitored IP ad-
dresses. The monitors can be deployed at hosts, routers, or
firewalls etc [4]. The monitors periodically forward traffic
logs to a data center, which analyzes the logs and publishes
reports periodically. For each time slot, the reports provide
three basic statistics for each port of concern: the number
of scans (the total number of entries among the logs); the
number of scansources(the number of distinct source IP
addresses in the logs); and the number of scantargets(the
total number of distinct destination IP addresses in the
logs). To support Internet security research and practice,
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Fig. 1. Workflow of the Localization Attack

such report data are commonly accessible through query-
based user interfaces [4], [5], [6].

We assume that there are totalq networks (denoted
as M1,M2, . . . ,Mq) on the Internet,m (m ≪ q) of
which are monitored by the ITM system. Monitors on
thesem networks periodically send their locally stored
logs to the data center. We use theG(·) to formulate the
relationship between the network and the ITM system.
Given networkMj (j ∈ [1, q]), if G(Mj) = 1, then
networkMj has monitors associated with the ITM system;
otherwise, networkMj does not have monitors associated
with the ITM system, andG(Mj) = 0.

B. Threat Model

The attacker has the ultimate goal of obtaining
G(Mj)(j ∈ [1, q]) without being detected by the ITM
system. Thedefender’s goal is to detect such an attack.
After the attack has been detected, various mitigation
techniques can be applied by defenders to reduce or
eliminate its effects [15], [16]. Before we proceed, we
need to clarify the capabilities of both the attacker and
defender. We assume that the attacker is active and is
able to initiate port-scan probing traffic using a variety
of means, such asbotnets[17]. The attacker is also able
to adjust the frequency and intensity of the attack traffic
in order to evade detection. We assume that the defender
has the capability to detect traffic anomalies by analyzing
traffic reports from both the data center and individual
monitors in the ITM system.

As we mentioned earlier, researchers have discovered
several localization attacks designed to locate monitors of
ITM systems [12], [13], [14]. Fig. 1 describes the basic
procedures of the generalized localization attack, which
consists of the following two stages:(1) Generation of
Attack Traffic: In this stage, as shown in Fig.1(a), the
attacker first selects the signal of a pattern, or mark (e.g.,
a high-rate spike, a sequence of binary code). Then, the
attacker modulates and generates the probing traffic by
embeddingthe selected signal into the probing traffic.

Lastly, the attacker launches the probing traffic towards a
target network (e.g., networkA in Fig. 1(a)). For example,
if the sequence of code is(1, 0), the attacker will first
launch the probing traffic with a given rate for a time
duration and then stop the probing traffic for a time
duration. In this way, the attacker embeds the attack traffic
with a special pattern(1, 0). (2) Confirmation of Attack:In
this stage, as shown in Fig.1(b), the attacker first queries
the data center for the traffic report data. Such report
data reflects both probing traffic and background traffic.
Here the background traffic is due to traffic reports from
monitors covering other networks. After getting the report
data, the attacker tries to detect theembedded signalin the
report data.

In [14], we describe asteganographiclocalization at-
tack, that is designed to remain undetectable. Specifi-
cally, the attacker launches alow-rate noise-like port-
scan probing traffic modulated by a secret mark based
on PN-code. Generally, a PN-code is a sequence of−1
or +1 with the following features [18]: (i) The PN-code
is random and “balanced”. That is, the−1 and +1 are
randomly distributed and the occurrence frequencies of
−1 and +1 are nearly equal. It makes the modulated
probing traffic appear as noise and has it blend in with
background traffic in both the time and frequency domains.
(ii) The PN-code is highly correlated to itself and is poorly
correlated to others; such as random noise. This feature
enables the attacker to accurately recognize attack traffic
(encoded by the PN-code) from the traffic report data in
the presence of interference due to high-rate background
traffic. As a result, the probing traffic rate can be very
small in comparison with noise, so that the probing traffic
is indistinguishable from background traffic.

III. Information-Theoretic Framework

In this section, we propose an information-theoretic
framework to formalize the localization attack as informa-
tion disclosure through a communication channel. We first
present the information-theoretic framework and then map
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the channel capacity to the minimum time length required
for localization attacks. Finally, based on insights from the
channel model, we introduce possible strategies (including
both existing strategies and those developed in this paper)
for both the attacker and defender.

A. Model

As shown in Fig. 1, an attacker launches probing attack
traffic to a target network. In order to accurately identify
the presence of a monitor in the target network, the probing
attack traffic is modulated by a special signal encoded by
a secret code only known to the attacker. Using the secret
code, the attacker then “decode” the reports published by
the data center to distinguish the embedded signal from the
background noise (introduced by traffic reports from other
networks). This creates a side communication channel for
the attacker to discover the location of monitors from the
published reports. We can model this side channel based
on Shannon’s information theory [19]. In this model, the
attacker (as a transmitter) generates and sends the attack
signal over a noisy side channel and the same attacker (as
a receiver) recognizes the signal transmitted over the side
channel.

Fig. 2 shows this side channel model. A source message
x is first encoded into a sequence of signals, as done in
Attack Stage 1 in Fig. 1. The outputtx of the encoder is
then transmitted through the noised channel with additive
noisy w, which is introduced by data collected by other
monitors. From the channel outputrx = tx + w, the
attacker (as a receiver) attempts to recover the transmitted
messagex by decodingrx to y. If y ≈ x, the attacker
successfully recognizes the source messagex. This refers
to the Attack Stage 2 shown in Fig. 1. As a result,
the attacker successfully determines whether the target
network contains monitors or not. We use the localization
attack discussed in Section II-B as an example to illustrate
the model.

First, at the transmitter, the attacker generates the source
messagex = 1 for a given networkMj . After the
encoding procedure, the attacker selects ann-bit PN-code
ct (n ≥ 1) and generates a port-scan probing traffic
tx = fE(x, ct, µ

′) = µ′xct = µ′ct to networkMj , where
fE(.) andµ′ are the encoding function and the amplitude of
probing traffic, respectively. If the target network contains
a monitor, thentx will be logged and transmitted to the
data center along with any noisew. We assume that the
mean and variance ofw is µ andσ2, respectively. At the
receiver side, the attacker receivesrx = tx + w, and aims
to decode and derivex based on the synchronized PN-code
ct. In particular, ifrx · ct = µ′ct · ct + w · ct ≥ tR, where
tR is the decoding threshold, thenx = 1 and the attacker
is assured that the networkMj is deployed with monitors.
Otherwise,x = 0 and the networkMj is not deployed
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with monitors. In order to learn how to determine thetR,
please refer to [14].

B. Capacity of Channel and Minimum
Time Length

To evaluate the effectiveness of location attacks, we
introduce the concept of channel capacity [19] which is
a theoretical upper-bound on the number of bits that can
be reliably transmitted over a noisy channel in a time slot
[19]. Theory of channel capacity has been the foundation
for communication system design [20], which aims to
achieve such a theoretical bound by various channel coding
mechanisms.

In the model described in Fig. 2, we denote the at-
tack signal tx = 〈tx1, tx2, · · · , txn〉 as the transmitted
signal over the channel. To measure the amplitude of the
transmitted signal, we define its transmission power as
s2 = 1

n

∑n
i=1 txi

2. For the sake of simplicity, we assume
that noisew = 〈w1, w2, · · · , wn〉 (n ≥ 1) has mean of0
and varianceσ2. Assume that both the signal and noise
are Gaussian white noise (WGN) processes1; the channel
is called aGaussian channeland its capacity is

c =
1

2
log(1 +

s2

σ2
). (1)

Since the capacityc measures the degree of successful sig-
nal transmission over the channel, a higher capacity reflects
a more effective localization attack. From Equation (1), we
know that for a given noise varianceσ2, an increase of the
transmission powers2 results in a higher capacity of the
channel for the transmission of the attack signal.

Recall that the capacityc measures the theoretical
upper-bound for the signal transmission over the channel.
Given any transmission error rateǫ > 0, for any largen-
bits attack message (e.g.,x in Fig. 2) and a minimal length
of l(≥ n) for n/l ≤ c, there exists no encoding/decoding
scheme withn/l > c that can achieve a maximal proba-
bility of error of less thanǫ. On the other hand, ifn/l ≤ c,

1Real Internet port-scan traffic may not follow the Gaussian distri-
bution. In fact, to our knowledge, the traffic distribution of Internet
port-scans is still an open problem and requires careful investigation.
Therefore, we used Gaussian white-noise as an example in our theoretical
analysis to provide insights into the effectiveness of localization attacks
and countermeasures. Additionally, our simulation data based on real-
world traces validates our theoretical findings.
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it is also possible to find such a scheme with arbitrarily
small error.

In the localization attack, we assume that the time
for transmitting a1-bit attack signal is denoted aschip
duration tc. The minimum code length for reliably trans-
mitting n-bit attack signal over the channel isn/c, and the
minimum time length for then-bit signal transmission is

l =
ntc
c

. (2)

This is the minimum time length needed for the attacker to
detect whether a particular networkMj is being monitored
or not.

C. Strategies

Based on the channel model described above, we in-
troduce the possible strategies for both the attacker and
the defender. Note that some strategies we discuss here
are existing ones and others are newly developed in this
paper.

1) Attacker Strategies:In the threat model described
in Section II-B, the attacker intends to accurately locate
monitors without being detected. In particular, the attacker
does so by launching probing traffic embedded with a
specific attack signal (or mark). Note that the attacker
needs to maintain a high capacityc because if the channel
capacityc is low, the prolonged time length required by
the localization attack may become meaningless for the
attackers to launch localization attacks. Based on the model
described in Section III-B, we know that the attacker
should use a low transmission powers2 for the secrecy
of attack. Nonetheless, as we can see from equation (1),
the lower transmission powers2 will always lead to a
lower channel capacity and longer time length needed
for the localization attack. In order to address this, we
propose attacking strategies for the attacker to distribute
the transmission power of attack signal over temporal
and/or spatial domains. In particular, we consider the
following two schemes:

• Temporal Attack.In this scheme, the attacker targets
a single network (i.e., one monitor) at one time. As
such, the signal power in each time window of signal
is comparatively low, which preserves the secrecy
of the attack. Nonetheless, the total signal power in
the duration of attack is still reasonably high. Thus,
attack accuracy can also be achieved. The PN-code-
based approach in [14] is an example of this scheme.
It generates a multiple-bit attack signal for a single
monitor. In addition, the schemes proposed in [12],
[13], which use an1-bit attack signal to a single
monitor, are other special cases of a temporal attack.
From the perspective of channel coding theory, this
attack forms a Single-Input Single- Output (SISO)

communication channel, because attack traffic is sent
to each individual monitor sequentially.

• Spatial Attack.In this scheme, the attacker launches
coordinated attacks on multiple monitors. By doing
so, the power transmitted from each single monitor
can be significantly reduced to preserve attack se-
crecy, while the total power from multiple coordinated
monitors can be high enough to achieve high attack
accuracy. This scheme is motivated by the signal
transmission scheme through multiple antennas in
wireless communication system [21], which has been
proved to improve the signal transmission reliability
and reduce interference from noise. From the per-
spective of channel coding theory, this attack forms a
Multiple-Input Single-Output (MISO) channel, since
the attack launches attack traffic on multiple monitors
simultaneously, but receives reports only from the
data center.

2) Defender: Based on the information-theoretic
framework described in Section III-B, the defender needs
to defend against localization attacks by reducing the
channel capacity to a necessarily low level. By doing so,
the attacker will be forced to launch an attack which lasts
for a fairly large amount of time to achieve a meaningful
detection rate. This significantly degrades the effectiveness
of localization attacks. According to equation (1), there
are two ways to achieve this objective. One is to reduce
the transmission powers2 of the attack signal. The other
is to increase the power of noiseσ2. Notice that adding
noise will jeopardize the accuracy of data reported by ITM
systems and reduce the usability of ITM systems. How
to balance the trade-off between monitor location privacy
and the usability of ITM systems is one critical issue that
we will study in future work. In this paper, we focus on
investigating detection schemes based on the first strategy,
that is, by reducing the transmission powers2 of the attack.
We consider the following three schemes for the defender:

• Centralized Detection.In this scheme, the defender
will perform anomaly detection on the traffic informa-
tion aggregated from all monitors in the ITM system.
If the overall traffic rate (e.g., volume in a given time
interval) is larger than a pre-determined threshold,
the defender will issue an alarm. This scheme has
been extensively used in many existing ITM systems
to defend against worms and DDoS attacks [4]. In
Section IV, we will show that this detection scheme
is effective against the temporal attack with a 1-bit
attack signal [12], [13].

• Distributed Detection.In this scheme, the defender
will perform anomaly detection on the traffic infor-
mation collected by each monitor individually in a
fully distributed manner. That is, each monitor will
be responsible for detecting the anomaly based on
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the statistics of a local traffic profile. If the traffic
rate (e.g., volume for a given time duration) is larger
than a pre-determined threshold, an alarm is issued.
We will show that this detection scheme is effective
against the temporal attack in Section IV.

• Hybrid Detection.In this scheme, the defender will
perform anomaly detection on thecorrelation between
traffic logs from multiple monitors. We will introduce
the basic principle of this detection scheme and show
that this detection scheme is effective against the
spatial attack in Section V.

In the following sections, based on the information-
theoretic framework, we will derive closed formulae to an-
alyze the interaction between different attack and detection
strategies. We will show our results for temporal attacks
and spatial attacks in Sections IV and V, respectively.

IV. Detection of Temporal Attack

In this section, we first show that centralized detection is
ineffective against temporal attacks. Then, we demonstrate
the effectiveness of distributed detection against temporal
attacks.

A. Centralized Detection

Recall that in a temporal attack, an attacker embeds
an n-bit signal into the probing traffic and launches the
probing traffic to a single monitorMj. For centralized
detection, the defender at the data center observes the
aggregated traffic rate from all monitors and compares its
distribution with a priori distribution of background noise
traffic. Theorem 1 shows the performance of centralized
detection against a temporal attack. The detailed proof can
be found in [22].

Theorem 1:When a defender uses the centralized de-
tection, the minimum time length required by the attacker
to successfully identify a monitor is

l ≥
2ntc

log(1 + Ω(β, δ))
. (3)

whereΩ(β, δ) = 2[Φ−1(2δ) + Φ−1(2(1 − β))]2, Φ(x) =
2√
π

∫ ∞
x

e−t2dt is the standard error function,β is the
detection rate for the defender andδ is the false positive
rate upper-bound for the defender to set the detection
parameters. Furthermore, there always exists a signal that
allows the attacker to achieve this minimum time length.

We now illustrate the results with practical examples.
In particular, when the background traffic satisfies the
Gaussian distribution andδ = 1%, β = 2%, tc = 20
minutes, the minimum time lengthl is 5 hours. Notice
that such a short time length is acceptable for attackers
in practice. Hence, centralized detection cannot effectively

defend against temporal attacks. Note that centralized
detection is effective against temporal attacks using a 1-
bit attack signals [12], [13] because the attacker has to use
a 5/0.3 ≃ 16-bit code to launch the attack based on the
above example.

B. Distributed Detection

We now consider distributed detection against tempo-
ral attacks. Recall that in the distributed detection, each
monitor will individually perform anomaly detection on
its monitored traffic. Theorem 2 shows the effectiveness
of distributed detection against the temporal attacks. The
detailed proof can be found in [22].

Theorem 2:When the defender uses distributed detec-
tion, the minimum time length required by the attacker to
successfully identify a monitor is

l ≥
ntc
c

=
2ntc

log(1 + Ω(β,δ)
m

)
(4)

where m is the total number of monitors in the ITM
system,Ω(δ, β) and other parameters are the same as those
defined in Theorem 1. Furthermore, there always exists a
signal that allows the attacker to achieve this minimum
time length.

We again illustrate the results with the same example.
According to Theorem 2, the minimum time lengthl
becomes2300 hours when distributed detection is in place.
Notice that with such a long time length, the attack scheme
is no longer feasible in practice. Thus, distributed detection
can effectively defend against temporal attacks. In the next
section, we will show when the attacker introduces the
spatial attack, distributed detection becomes ineffective.

V. Detection of Spatial Attack

In this section, we derive a new spatial attack from the
information-theoretic framework and show that distributed
detection is ineffective against a spatial attack. We then
develop a new hybrid detection approach and demonstrate
its effectiveness against the spatial attack.

A. Spatial Attack

In Section VI, we show that distributed detection is
effective against the temporal attack, because the capacity
of the SISO channel will be reduced significantly and
the minimum time length needed for a localization attack
will be increased to a prohibitively high level. In order
to improve the channel capacity limited by distributed
detection, we consider the attack scheme that uses a
Multiple-Input Single-Output (MISO) channel. The MISO
channel is motivated by the signal transmission scheme
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through multiple antennas in wireless communication sys-
tems [21], which has been proved to improve the signal
transmission reliability and reduce noise interference. In
our case, the attacker launches a number of coordinated
attacks to multiple monitors. By doing so, the power
transmitted from each single monitor can be significantly
reduced to preserve attack secrecy, while the total power
from multiple coordinated monitors can be high enough to
achieve a high attack accuracy.

In a spatial attack, the attacker launches a number of
coordinated attacks on multiple monitors. In particular,
the probing traffic for multiple monitors is modulated
by the same pattern of code instance along with the
synchronized time of launching the probing traffic and time
duration for each bit of code. For each monitor, Stage 1
of attack traffic generation is the same as the one shown
in Fig. 1(a). Stage 2, however, requires some additional
changes. First, the attacker needs to define a coordinated
plan that divides the attack into multiple rounds. In each
round, the attacker launches the same probing traffic to
multiple selected networks simultaneously. The procedure
of calculating the value of correlation degree refers to the
Stage 2 in Fig. 1(b). Notice that for the detail of obtaining
the correlation degree, please refer to [14]. Second, based
on the values of correlation degree for all rounds, the
attacker then obtains the results for locating monitors.

The idea is based on matrix operation. In particular,
given vectors~Y and ~G and a matrixD, the relationship
between~Y and ~G can be formalized by~Y = D ∗ ~G. If
we can approximate~Y by ~Y ∗, then ~G can be estimated by
~G∗ ≃ D−1~Y ∗ ≃ ~G. To illustrate how this scheme works,

we illustrate one simple example as follows. Assuming that
there are five networks in the system, denoted asM1, M2,
M3, M4, andM5, whereM2, M3, andM4 are deployed
with monitors andM1 and M5 are not. We use a vector
~G = [0 1 1 1 0] to define whether the networkMi i ∈ [1, 5]
has monitors associated with the ITM system. We assume
that each monitor (i.e., inM2, M3, or M4) generates a
unit traffic rate as background traffic. As such, the total
aggregated traffic rate on the data center is3. For a spatial
attack, the attacker will first generate a5 × 5 invertible
matrix as follows:

D =













1 1 1 0 0
0 1 1 1 0
0 0 1 1 1
1 0 0 1 1
1 1 0 0 1













Based on each row of matrixD, the attacker launches
the probing traffic. Hence, there are5 rounds in this exam-
ple. For example, in the first round, the attacker uses the
first row of D, (1 1 1 0 0), and launches the probing traffic
modulated to monitorsM1, M2, andM3 simultaneously.

Probing traffic to these three monitors will be modulated
by the same pattern of code with synchronized time. In
the second round, the attacker uses the second row ofD,
(0 1 1 1 0), and launches the probing traffic to monitors
M2, M3, and M4 simultaneously. LetY ∗

i (i ∈ [1, 5])
be the correlation degree obtained by the user at thei-
th round, and ~Y ∗ = [Y ∗

1 , Y ∗
2 , Y ∗

3 , Y ∗
4 , Y ∗

5 ]. Given D’s
invertible matrixD−1 and ~Y ∗, we have ~G∗ = D−1 ~Y ∗. In
our case, we have~G∗ = ~G = [0 1 1 1 0] and the monitors
(e.g.,M2, M3, andM4) will be correctly located.

B. Distributed Detection

We now consider distributed detection against a spatial
attack. Theorem 3 shows the effectiveness of the dis-
tributed detection against a spatial attack. The detailed
proof can be found in [22].

Theorem 3:When the defender uses distributed detec-
tion, the minimum time length required by the attacker to
successfully identify a monitor is

l ≥
ntc
c

=
2ntc

log (1 + v
m

Ω(β, δ))
, (5)

wherem is the total number of monitors in the system,
v is the number of monitors that coordinate to spread
the transmission power of attack signal, andΩ(β, δ) is
same as the one defined in Theorem 1. Furthermore, there
always exists a signal that allows the attacker to achieve
this minimum time length.

We illustrate the results with practical examples. In
particular, we assume the background traffic to follow
Gaussian distribution, and setm = 500, v = 50 and δ =
3%, β = 1%, tc = 20 minutes. According to Theorem 3,
the attacker can secretly identify a monitor within18 hours.
As we can see, such a comparatively short time length is
acceptable for attackers in practice. Thus, the distributed
detection scheme is ineffective against spatial attacks. In
the next subsection, we will introduce a new defensive
scheme to defend against these attacks.

C. Hybrid Detection

In a hybrid detection scheme, the defender performs
anomaly detection based on the correlation between traffic
collected by different monitors. If the correlation between
traffic collected by different monitors is stronger than the
pre-determined threshold, the defender will issue alarms.
In particular, we measure the correlation bycorrelation
degreewhich is defined as follows. For given twon-tuple
xi andxj , the correlation degree is defined as,

Φ(xi, xj) =
1

n

n
∑

k=1

xikxjk, (6)
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where xik and xjk are k−th element in xi and xj ,
respectively. The inspiration for using this measure comes
from the fact that in a spatial attack, thesamesynchronized
code is embedded repeatedly in the traffic for different
monitors. Recall that to be effective, the probing traffic for
multiple monitors in each round of a spatial attack must be
modulated by the same pattern of code with synchronized
time. After concatenating traffic from different monitors
as a longer time-series, if we can synchronize a time-
shifted segment of the traffic with an original segment so
that the code reinforces rather than cancels, an observable
phenomenon will arise.

Hybrid detection consists of the following four steps: (i)
Traffic from different monitors is collected. The traffic is
divided into segments of equal duration, denoted assam-
pling period, and the average traffic rate for each segment
is calculated. This step generates a time-series for sampled
traffic rates. Then, the traffic rate time-series for different
monitors are concatenated. (ii) The concatenated traffic
rate time-series is fed into a high-pass filter to remove
the direct component and retrieve the PN-code modulated
attack signal. We use theFast Fourier Transform(FFT)
to conduct this filtering by calculating the FFT of the
time-series, changing the frequency component at zero
frequency to0 in order to remove the direct component,
and using the reverse FFT to derive data without the direct
component. (iii) Calculate correlation degree. For each
segment of the transformed data from step (ii), we compute
correlation degreeΦ(·) in terms of lagτ . (iv) Making
a decision. After the estimations ofcorrelation degree
Φ(τ), an appropriate decision rule is applied to determine
whether the traffic is modulated by the same code or not.
An intuitive decision rule is:if Φ(τ) demonstrates high
spikes, then the traffic is modulated by the same attack
signal, e.g., PN-code.

Theorem 4 shows the effectiveness of hybrid detection
against the spatial attack. The detailed proof can be found
in [22].

Theorem 4:When the defender uses the hybrid detec-
tion to monitor the self-similarity of traffic from multiple
monitors, the minimum time length required by the at-
tacker to successfully identify a monitor is

l ≥
ntc
c

=
2ntc

log (1 + Ω(δ,β)
2n2 )

. (7)

whereΩ(δ, β) and other parameters are the same as tjpse
defined in Theorem 1. Furthermore, there always exist a
signal that allows the attacker to achieve this minimum
time length.

We again illustrate the results of the theorem with the
same example in Section V-B. According to Theorem 4,
the attack has to spend at least1576 hours to secretly
identify a monitor. Apparently, such an attack is too long
to be carried out in practice. Hence, hybrid detection is

effective against spatial attacks.

VI. Performance Evaluation

In this section, we present numerical and simulation
results to evaluate the effectiveness of the localization at-
tacking strategies and detection countermeasures discussed
in the previous sections. In particular, we evaluate the min-
imum time lengthl required for localization attacks in two
cases: (i) the theoretical bounds derived in Sections IV and
V, and (ii) the time length for the PN-code based scheme
in [14]. Notice that our theoretical result is based on
the Shannon’s channel capacity theory, which provides an
optimal lower bound for the minimum length of the code.
Hence, no coding scheme has been found that achieves
that optimal bound [20]. The PN-code based scheme in
[14] uses a specific channel coding mechanism (i.e., the
most intuitive correlation-based method). As we will show
in our evaluation data, there indeed exist performance gaps
between the PN-code based scheme and the theoretical
bound. This provides a space for future improvement in
performance.

For the background traffic, we use the real-world port-
scan traces from SANs ISC (Internet Storm Center), which
includes the traffic logs from 01/01/2005 to 01/15/2005 [4].
We merge records of simulated localization attack traffic
into these traces and replay the merged data to emulate
the localization attack traffic. Based on the traffic profile,
we determine the background traffic statistics profile and
thresholds for the defender. We evaluate different scenarios
by varying the attacker and defender parameters. In this
paper, we only show the data on port 135; experiments on
other ports result in similar observations.

The channel capacity in Section IV and V is introduced
to derive the minimum time length for measuring the
effectiveness of localization attacks. In the simulation,
we use the same metrics. The basic idea is illustrated
as follows: given a low false positive rate (≤ 1%), we
run the simulation and find the minimal time length for
achieving a given detection rateβ of the defender. We
evaluate the performance of the centralized, distributed,
and hybrid detection, respectively, against temporal and
spatial attacks. We set the number of monitors to500, the
chip durationtc to 20 minutes, and the number of monitors
v for the spatial attack to launch a coordinated attack to
25 or 50, which is much smaller than the total number of
monitors.

Fig. 3 shows the results for the minimal time length of
the attack vs. the detection rateβ, when the attacker uses
the temporal attack and the defender uses the centralized
detection. The results lead to a few observations. First,
given a small (e.g.,2%) detection rate which makes the
attack undetectable, the attacker can use a short time length
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Fig. 3. Centralized Detection
vs. Temporal Attack
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Fig. 4. Distributed Detection vs.
Temporal Attack
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Fig. 6. Hybrid Detection vs. Spacial Attack

of 10 hours based on the PN-code based attack scheme
[14] to identify the monitor. It validates our findings that
centralized detection is not effective against a temporal
attack. Second, as expected, there are some performance
gaps between the PN-code based scheme (a special coding
mechanism) and the theoretical bound. For example, when
the detection rateβ is 2%, the PN-code based scheme
requires a minimum time length of10 hours to accurately
identify the monitors, while the theoretical bound indicates
that a minimum time length of4 hours will be enough.
We believe that by incorporating other advanced channel
coding schemes, such as Turbo code [20], we can make the
performance gap smaller (closer to the theoretical bound).
We leave this investigation to our future work.

Fig. 4 depicts the results for the minimum time length
when the attacker and the defender use a temporal attack
and distributed detection, respectively. The results give
rise to several observations. First, given the reasonably
small defender detection rate (e.g,2%) which makes the
attack undetectable, the attacker must use a time length of
5, 000 hours for PN-code based scheme [14]. As we can
see, the theoretical bound is1, 650, which is also quite
long. This validates our finding that distributed detection
is effective against the temporal attack. Similarly, there

are some performance gaps between the PN-code based
scheme and the theoretical bound due to the same reason
discussed earlier.

Fig. 5 depicts the results for the minimum time length
performance when the attacker and the defender use a
spatial attack and a distributed detection, respectively.This
leads to a few more observations. First, whenv = 50,
given a reasonably small detection rate (e.g,2%) which
makes the attack undetectable, the attacker only needs a
relatively short time length of94 hours for the PN-code
based scheme [14] and36 hours for the theoretical bound
to identify the monitors. This validates the conclusion that
the distributed detection is ineffective against a spatial
attack.

Fig. 6 shows the correlation analysis for the traffic
from multiple monitors. As we can see from this figure,
the correlation analysis becomes effective because there is
a clear difference between traffic that contains an attack
signal and traffic that does not contain an attack signal.
This validates our findings that hybrid detection is effective
against spatial attacks.

VII. Related Work

Many ITM systems have been developed and deployed
since CAIDA started the project on network telescope
to monitor Internet traffic in2001 [8]. Although the IP
addresses of monitors themselves can be protected by
security mechanisms, such as encryption and Bloom filter
[23], the public data reported by these ITM systems could
disclose the IP address space covered by monitors [12],
[13].

To preserve attack secrecy, the PN-code based scheme
is proposed in [14]. Our work is related to information
hiding, a research area with applications such as copyright
protection for digital media, watermarking, and steganog-
raphy [24], [25]. For example, Arnoldet al. presented a
classification of attacks against digital watermarks and pos-
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sible countermeasures [26]. They categorized attacks into
different categories, such as removing, desynchronization,
and noise-embedding attacks.

VIII. Final Remarks

In this paper, we propose an information theoretic
framework to address issues related to localization attacks
against Internet Threat Monitoring (ITM) systems. In a
localization attack, an attacker sends scan traffic embedded
with a signal to a target network, and then queries the
ITM data center for traffic reports. If the attacker can
distinguish the signal from the reports, it is assured that
the target network is deployed with ITM monitors. We
model this scan-query process as a side channel and
derive closed formulae for the channel capacity of existing
localization attacks,temporal attacks. Our formulae give
the bound of minimal time length, i.e. the signal length,
required for an attacker to achieve a detection rate in
terms of scan traffic intensity, i.e., attack signal power.
Under this information theoretic framework, we discovered
a class of new localization attacks,spatial attacks. We also
developed a new scheme for detecting spatial attacks based
on the traffic correlation from multiple monitors. We use
extensive numerical data and simulation results to validate
our theory.
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