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Abstract
Cameras for visual surveillance are extensively deployed to monitor people’s locations and
activities. The law enforcement can analyze the surveillance videos (V-data) to track the
whereabouts of the criminal suspects. On the other hand, with the popular use of the mobile
phones and a wide coverage of wireless networks, people can easily access the Internet.
The law enforcement also need to analyze the network traffic (N-data) to track the device
so as to monitor the criminal suspects’ online behaviors. In order to match the suspects’
online and offline behaviors, the key problem is to link the device and its user. In this paper,
we present a novel method to link the target with his mobile device by analyzing the N-V
data. We use a camera and a wireless access point to monitor people operating their mobile
devices in public places such as bars, shopping malls, or similar gathering places. Our user-
device linking method is based on the premise that when a user is playing an app, his
click activities can generate particular network traffic packets in a short time. Based on this
premise, our research is carried out as follows. First, we design experiments to detect the
particular packets and figure out the time gap distribution between the user’s clicks and these
packets. Through statistical work, we find that for 97.4% of all instances, the time gap is less
than 0.5 s. Then we choose five popular social networking apps to evaluate our method. We
find that the main impact factors on the experimental results are the different user’s habits
and the app’s category. Finally, by simulating two real-world scenarios in which people use
different apps, we verify the effectiveness of the linking method. Both in scenario 1 and 2,
the accuracy rate of experimental results reaches about 94% when the participants include
5 persons and exceeds 84% in experiments including 10 persons, with the fastest linking
speed achieved in 20 s.
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1 Introduction

The surveillance cameras are widely deployed in public places such as shopping malls,
schools and government sectors. These cameras can take videos of people’s behaviors and
then abstract facial and bodily features. With the help of facial recognition, human recog-
nition and other technologies, the law enforcement can analyze the surveillance videos to
monitor the criminal suspects’ activities. However, with the popularity of the Internet, the
criminals are no longer confined to offline crimes. With the help of a mobile device which
is commonly used to commit an online crime, the criminal suspect can contact his accom-
plices and browse illegal websites everywhere. In order to monitor these online behaviors,
the law enforcement agencies often utilize the network traffic analysis technologies to track
the suspects’ mobile devices. Therefore, to fully grasp their criminal behaviors, the law
enforcement agencies need to match the suspects’ online and offline behaviors. In other
word, the problem mainly lies in how to link the mobile device and its user.

In order to solve this problem, a feasible way is mandatorily bind user’s phone ID to his
identity card. However, this method doesn’t always work for tracking the criminals, they
often attempt to escape this binding in order not to be found by the police. Nguyen et al.
[23] proposed a method to link the phone and its user passively. This method utilizes the
correlation between the user’s mobility and the phone’s received signal strength (RSS) to
link them. A recorder equipped with a camera is used to capture the user’s mobility patterns
and a wireless sniffer is installed to monitor the phone’s RSS signals. As the user moves, the
distance between the user and the recorder changes continuously, leading to RSS variations.
However, this method is deficient because it can not be applied to the situation where several
persons are doing similar movements simultaneously. The research team of the Ohio state
university regard the problem of linking the phone and its user as linking E-data and V-
data [14, 15, 30, 31]. The E-data includes the GSM or RSS signals of the phone and the
V-data represents the surveillance videos recording the user’s behaviors. These work all
rely on the humans’ movements or location information to link E-V data. It costs too much
energy to acquire and analyze many surveillance camera videos and the location data of the
phone. Besides, due to the limit of RSS-based location estimation, the linking accuracy is
not satisfactory.

To efficiently tackle the linking problem, we propose a novel user-device linking method
by analyzing the N-data and V-data. The V-data refers to the recordings of surveillance
videos, while the N-data symbolizes the network traffic data. We analyze the V-data so as
to identify the user and her operation behaviors on the mobile device, i.e., clicks on the
phone screen. Moreover, the N-data is leveraged to deduce the user’s clicking operations
via traffic analysis. Then we can correlate the clicking patterns through the two types of
data in order to link the user and the device. Figure 1 shows the scenario when employing
our linking method. We construct a scenario where the police are monitoring a suspect who
may be sending the instant message to his companions or browsing the Internet in a public
place. The criminal’s E-ID (e.g., device MAC address and social network ID contained in
network traffic) is assumed to be unknown, and the mission is secretly collecting the E-ID of
the criminal. We also assume that the suspect has already connected his mobile device to a
wireless AP. After that, the N-data and V-data are accessible to the law enforcement agency.
In other words, the network traffic is under the supervision of the agency and the video
is gathered from the surveillance cameras deployed in public places or from the handheld
camera devices (e.g., a DV and smartphone). Considering several persons playing apps
through the shared wireless AP, several network traffic flows will be captured, and our goal
is to infer which network traffic belongs to the suspect target. Here, it is important to note
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Fig. 1 The scenario of our method

that there is no need to record the content of the device screen, and without any additional
apps installed or any additional sensors placed on the target suspect.

In our method, the basic idea is that there is a correlation between the target’s clicking on
his touch screen device and the generated wireless network traffic. As Fig. 2 shows, when a
person clicks on the phone’s screen to operate the app or browse the Internet, the particular
request packets will be sent out in a very short time period. Based on this premise, we first
video the target’s click activities using the camera and capture users’ network traffic from
the wireless AP. In the video processing flow, we rely on the object-tracking algorithm,
Clustering of Static-Adaptive Correspondences for Deformable Object Tracking (CMT)
[22], to track the target’s hand motion and derive his hand movement trajectory. Based on
the analysis of the movement trajectory, we gather the target’s click time to create a click-
time list. In the network traffic processing flow, we divide the network traffic by different
source IPs. Then we filter out the useless packets according to the DNS requests. In order to
deduce which packets are generated by user’s clicks, we analyze the packet intervals to pick
out these packets which are defined as first-request packets. Considering the target suspect
may use a VPN or HTTPS to encrypt his network traffic, the traffic content is invisible.
So note that the packet content is not up for discussion in our paper. After getting the first-
request packets, we extract the packets’ timestamps to form the packet-time list. Then we
calculate the time gap between the click time and the first-request packet time to match the
packet-time list and the click-time list. At last, we introduce a “conflict” concept based on
the click time interval attribute so as to exclude the mismatching.

Fig. 2 Request packets being instantly delivered after a click on the device screen
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In order to comprehensively evaluate our linking method, we employ five popular social
network apps1 in our experiments: WeChat, QQ, Sina Weibo, Qzone, and Baidu Tieba. We
believe that, in our scenario, target suspects are more likely to operate these apps when they
are resting in public places (e.g., cafes, shopping malls, and restaurants). Our experiments
show that approximately 97% of the first-request packets of these five apps are sent out
within 0.5 s after the user’s click. And we find the packet interval of the first-request packet
is longer than 1.2 s. Then, we design controlled experiments to look for impact factors
on the robustness of our method. At last, we evaluate our method’s effectiveness based
on two simulation scenarios. In scenario 1, the target uses one app during the monitoring
time. Considering the situation that the user might operate multiple apps, we design the
app-switch experiment as scenario 2. The results show that our method is efficient in both
scenarios, the accuracy rate of experimental results reaches about 94% when the participants
include 5 persons and exceeds 84% in experiments including 10 persons. Last but not least,
our method shows a fastest linking speed which costs 20 s.

The major contributions of our work are summarized as follows:

– First, we propose a novel method that links a phone and its user via analyzing the
wireless network traffic and the user’s operating behaviors.

– Second, we explore the relationship between the user’s click behaviors and the network
traffic thereafter generated when he is playing social network apps and we further dis-
cuss the factors affecting this relationship. During the process, the user’s click frame
is detected by utilizing a computer vision technique for the formulation of his hand
movement trajectory.

– Third, we propose a “conflict” concept for further verifying the correctness of our
experiment results so as to avoid the mismatching.

– Fourth, we perform experiments to prove that our method is effective and discuss how
to develop our linking method in the future.

The rest of this paper is organized as follows: We present our linking method, including
the threat model, the basic idea, and the detailed workflow in Section 2. In Section 3, we
theoretically analyze the effectiveness of our method. In Section 4, we design experiments
to demonstrate our linking method’s feasibility and usefulness. We discuss other scenarios
and outline future work directions in Section 5. The existing related work is reviewed in
Section 6 and our conclusion is drawn in Section 7.

2 Linkingmethod

In this section, we first introduce the threat model and the basic idea. Then we present the
detailed linking method, step by step.

2.1 Threat model

We use the following threat model to illustrate our method’s feasibility. We assume that a
suspect employs a smart phone to access the Internet via a wireless AP in a public space
(e.g., cafe, bar, and shopping mall). He may be sending instant messages to his accom-
plices or browsing an illegal website. With the help of surveillance cameras or handheld

1https://www.statista.com/statistics/272014/global-social-networks-ranked-by-number-of-users/

https://www.statista.com/statistics/272014/global-social-networks-ranked-by-number-of-users/


Multimedia Tools and Applications

Fig. 3 Three suitable shooting angles

camera devices (e.g., a DV and smartphone), the suspect’s performing touch input on his
smartphone can be shoot as a video which we defined as V-data. Meanwhile, we assume
the law enforcement agency is able to monitor the network traffic which we defined as N-
data. After acquiring these two kinds of data, the law enforcement agency can link the target
and his device by application of our method. In addition, as phone screens’ sizes increase,
users have become accustomed to operating the phone in one hand with the other holding it.
Figure 3 illustrates the images of a user operating on his phone from three different shooting
angles.

2.2 Basic idea

Figure 4 illustrates the workflow of our linking method. Since our method relies on time
series analysis for correlating the target’s traffic and touch pattern recorded via a camera
system, we should first synchronize the time of the camera system with that of the traffic-
monitoring system. Then we record the target’s input behaviors on the smart device, as well
as the network traffic passing through the wireless AP. In the video inspection process, an
object-detection algorithm is used to recognize the user’s tapping and then a hand-tracking
technique is leveraged to derive the hand movement trajectory. By analyzing the trajectory,
we can obtain the time series of touch events on the smartphone’s screen. In the network
traffic inspection process, the wireless network traffic emitted by the smartphone is mon-
itored at the wireless AP side. Then they are processed to obtain the time series of the
first-request packets that could be incurred by the touch events. Subsequently, from the first
click, we look to find the first-request packet whose timestamp is after the click and within
the time gap Tgap. Formally, if a click occurs at time T0, we expect to find the first-request
packet whose timestamp is between T0 and T0 + Tgap . If the packet does exist, it is defined
as a successful point-matching. Then we link the network traffic flow which first reaches

Fig. 4 Workflow of the linking method
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10 point-matchings to the target. Last but not least, in order to reduce the false-positive rate,
we propose a method to check the correctness of the result.

2.3 Time synchronization

Considering we rely on the time series analysis of video and network traffic, we first syn-
chronize the time between the camera system and network-monitoring system. A Network
Time Protocol (NTP) service is deployed in the network-monitoring system, it synchronizes
its clock with that of the camera system. Because we perform a coarse-grained time series
analysis within 100 microseconds, the time deviation between the two systems within tens
of milliseconds does not influence the linking results[18].

2.4 Video processing flow

Step 1. Capturing Video: Various devices are available for capturing a video of a target
entering touch input on his smartphone. In addition to immobile cameras (e.g., webcam
and surveillance cameras), we can employ various camera-equipped mobile devices (e.g.,
a smartphone, Google Glass, and Samsung smart watch) to perform stealthy monitoring
in a public space. However, there are diverse factors that can affect the effects of video
shooting, e.g., camera angle, shooting distance, and lighting conditions. The target’s
touch input behavior is a main research concern, so how to clearly capture the target’s
hand movement is of primary importance. To clearly record the target’s hand movement,
the camera cannot be far away from the target, and rotatable or HD surveillance cameras
can easily fix the angle and distance problems. In addition, an optical zoom lens also can
be used to perform a long-distance shoot [35].
Step 2. Tracking the Target’s Hand: The target’s motions in touch on the screen
are tracked by detecting the movement of his tapping hand. The ultimate goal is to
formulate the target’s hand movement trajectory. To this end, a video is first prepro-
cessed to locate the first video frame that contains the target’s tapping hand. Then, the
object-detection algorithm, i.e., the deformable part-based model (DPM), is performed
to recognize human hands in the video. Once the first frame is located, we can leverage
the CMT object-tracking algorithm [21, 22], to track the user’s hand and then obtain the
hand movement trajectory. As Fig. 5 shows, we manually use a bounding box to mark
the user’s tapping hand and supply the box to the algorithm. Then CMT generates the

Fig. 5 Labeling the tapping hand
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Fig. 6 Changes of the values on the Y axis accompanying the hand movement

hand movement trajectory, including the timestamps and coordinates of the central point
of the bounding box.
Step 3. Extracting the Touch Sequence: We analyze the hand movement trajectory to
detect the touch events on the screen and derive a sequence of touch events. As Fig. 6
shows, to touch the screen, the user’s tapping hand first moves toward the screen and
stops for touch inputs, then moves upward away from the screen. To track the target’s
hand position, an X-Y axis is constructed to mark the center of the bounding box which
represents the hand location. As can be seen from Fig. 6, the values on the Y axis changes
along with the hand movement. As the origin of the coordinates is the left top of the
video, when the tapping hand is lowered down to touch the screen, Y reaches a maximum
value. We plot Fig. 7 whose X-axis is set on a scale of video time and Y-axis shows the
Y-axis values of the box’s central point. In Fig. 7, we recognize that the crest of Y is the
click point, and then the corresponding X-axis value of this crest is the click time. Also,
we can see that there are some small error crests which are circled by the red box in
Fig. 7, they are induced by the user’s trembling hands. In order to eliminate these errors,
a threshold of Y is set to filter out them. Knowing that the text input activity doesn’t
generate traffic, we also filter out the continuous fast clicks which the click time interval
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Fig. 7 A person clicks the mobile device screen and the value of Y changes
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is less than Tgap seconds. After filtering out these error crests, we obtain the click time,
which represents the time duration from the video start time to the time when a click is
made. Finally, we need to add up the video beginning time; then we can get the actual
click timestamps, clustered as the click-time list. In addition, as shown in Fig. 7, the
crests and bottom of Y-axis are not equal, for a variety reasons (such as the hand’s back
and forth motion, and the mobile device’s tilt angle). This, however, doesn’t influence
how the crest time equals the click time. There is also a premise in our method that the
tapping hand is parallel to Y. We discuss the possible exceptions in Section 5.

2.5 Network traffic processing flow

Step I. Capturing Network Traffic: To capture the target’s wireless network traffic, we
add a computer equipped with two network cards between the AP and network switch,
and we set the two network cards in bridge mode. With the application of Wireshark, the
network traffic can be captured from the network card, which connects to the wireless
AP. This configuration ensures that the traffic can be divided by different IPs.
Step II. Preprocessing the Traffic: We first divide the traffic flows under the categories
of different source IP or MAC addresses, then we remove the incoming traffic from
the server and save the outgoing traffic sent from the users. In the outgoing traffic, we
ignore the retransmission packets, and filter out the traffic that does not belong to the
apps used in our experiments. Our filtering rule is based on the reply of the DNS request.
For example, we discover that the domains of the Amazon app’s DNS request include
“amazon,” so then we can pick out the IP addresses of Amazon servers from the reply
of the DNS request. According to the servers’ IP addresses, we can filter out Amazon’s
traffic. There is also some background network traffic whose origination cannot be easily
discerned. Our strategy is saving it to avoid wrong accidental deletion.
Step III. Extracting the First-Request Packet: To extract the first-request packets, we
first design experiments to figure out the relationship between the network traffic and the
user’s click behaviors. Here, we simulate the user’s click activities in several apps from
his daily use. When playing the app, we use tcpdump2 to capture the phone network
traffic and save the traffic as .pcap files. To discern which packets are generated by the
click, we develop an app to retrieve the clicks’ ground-truth time. This app records each
timestamp when the user clicks on the screen. Because the click activity can generate the
packets in a short period of time, we can locate the packets by matching the click times-
tamp with the packet timestamp. For example, we click on the screen at t1, the packets
which appear after t1 + �t(Empirically, the �t is less than 0.5) can be recognized as the
ones generated by the click. Considering that the target may use the VPN or HTTPS to
encrypt the network traffic, we need not analyze the packet content. So we mainly pay
attention to the packet number and the packet interval. After many experimental trials,
we find that one click may generate many packets or no packet. If the click generates
packets, these packets are adjacent in most cases. But there is a time gap between two
adjacent clicks which leads to the time gap between each series of packets, not counting
those intensive clicks with a minor time delay. Therefore, we deduce that the packet is
generated by the click behavior when it has a long enough packet interval Tinterval = 1.2
(we discuss this in Section 4) after the previous packet. Then we calculate the packet
interval between each packet, if the interval is longer than Tinterval , we record this packet

2http://www.androidtcpdump.com/

http://www.androidtcpdump.com/
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time. After doing that, we get the time list of the first-request packets and define it as the
packet-time list.

2.6 Click matching

After the aforementioned processing, we get two kinds of time lists: the click-time list and
the packet-time list. In our scenario, there is only one suspect target and many (e.g. n − 1)
background users, which means that there is only one click-time list and many (n) packet-
time lists. The purpose of our method is to pick the target’s packet-time list out of the
total (n) users’ packet-time lists. For each packet-time list, we compare each first-request
packet time to the click-time list and regard the time gap behind the click timestamp within
Tgap = 0.5 s as one point-matching, and the schematic of time gap is shown in Fig. 8. Then
we choose the packet-time list which first reaches 10 point-matchings as the target’s list
during the same time period. In a few cases, if all the point-matching numbers do not reach
10, we choose the list which reaches the biggest point-matching number during the same
time length.

2.7 Result verification

After obtaining the linking result, we need to measure its correctness. In particular, we
should note the following special cases:

1. When one network traffic flow reaches 10 point-matchings, another traffic flow also
matches 10 or 9 times, we cannot ensure that the result is exactly right.

2. If the target suspect doesn’t use our WiFi, we will mistakenly link the background user’s
network traffic with the target’s click behavior.

In case 1, when one packet-time list reaches 10 point-matchings, we need to set a threshold
Nt10 (we empirically set it to 7 or 8) so that the other user’s point-matching times cannot be
more than it. If all the other users’ matching times are less than Nt10, we regard this result
as a correct result. Otherwise, as long as there exist some other lists matching more than
Nt10, we have to re-verify the result. Here, we propose another attribute which we define
as “conflict”, it means that during a period the click behavior can rarely generate this kind
of network traffic. We capitalize on the “conflict” attribute to exclude the wrong matching
results. The “conflict” exists during the period when the two adjacent clicks experience a
long gap. Empirically, we regard the time interval between two adjacent clicks longer than
4 s as a long time gap. According to our experiments, we classify the network traffic pattern

Fig. 8 The schematic of time gap
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Fig. 9 Different types of long time gap

within the long time gap into several types; each type is shown in Fig. 9, the t1 represents
the first click timestamp and t2 represents the second click timestamp:

1. If the first click does not generate the traffic, there is no network traffic at all during the
period (Type 1).

2. If the first click generates the traffic, the traffic flow should begin after the click within
a short time period, and it might last until the next click (Type 3) or finish before the
next click (Type 2).

3. If there is background traffic, the traffic might begin at any time and finish at any time.
But in most cases, it has only one flow and a few packets such as FIN or ACK packets
(Type 4).

If the traffic pattern is beyond the aforementioned types—for example, after the first click
there are several flows and several time gaps which are bigger than Tinterval = 1.2 between
them (Type 5), we believe that the “conflict” occurs. Considering the background traffic’s
interference, we assert that there is a great probability that the click behavior does not match
the network traffic if the “conflict” occurs many times. In our experiment, we define the
rate of “conflict” occuring times to the total number of long time gaps as Cp , then we set a
threshold 20% so that if the Cp is bigger than it, we exclude this traffic.

In case 2, if one user’s network traffic flow first reaches 10 point-matchings, while it is
excluded at the verification step; we need to confirm that the top 50% of network traffic
flows are sorted by point-matching number to determine whether they contain the target’s
traffic. If all of them are excluded, we consider that the target’s traffic is not successfully
captured. In addition, if the click-time list does not include a long time gap, we can extend
the matching-time series to find more point-matchings (for example, instead of using 10,
we can use 15 or 20).

3 Analysis

In this section, we show our analyses on the effectiveness of the linking method. We theo-
retically analyze several factors that influence the linking accuracy, and derive formulas for
the calculation of linking accuracy rate and error rate. Our theoretical analysis shows that as
the number of point-matchings increases, the accuracy rate of our linking becomes higher.

We first create a scenario using our linking method. We assume that in time T , the target
click Nc10 times on the screen in the video, and his traffic flow reaches 10 point-matchings.
Due to the fact that some clicks don’t generate network traffic, we have Nc10 ≥ 10. If
other users’ traffic flows don’t reach Nt10 point-matchings, we consider the linking result
correct. Now we define p1 as the probability of the other user’s traffic flow getting one
point-matching, and let Pn be the probability of getting n point-matchings. So we have

Pn = C(Nc10, n)pn
1 (1 − p1)

Nc10−n (1)
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where C(Nc10, n) represents the combinatorial number of choosing n clicks from Nc10
clicks. Then, the linking accuracy rate Pt equals the sum of Pn where n alters from 0 to
Nt10 − 1, so we have

Pt =
Nt10−1∑

n=0

Pn. (2)

In order to calculate the value of Pt , we need to acquire the value of Nt10, Nc10 and p1.
First, set the Nt10 = 8 empirically. The value of Nc10 mostly varies from 14 to 21, and
its distribution is related to the app category and human operating habits. As for the value
of p1, we assume that the other users click as many times as possible to reach its upper
bound. We define the click generating the traffic which lasts Ttraff ic second. Considering
the Tinterval = 1.2, we can conclude that the shortest time interval between two adjacent
clicks is Ttraff ic + Tinterval second. Because the matching time length range is 0.5 s, we
have the upper bound

p1 ≤ 0.5

Ttraff ic + Tinterval

. (3)

Since Ttraff ic > 0, we can get p1 < 0.5
1.2 ≈ 0.417. Then we obtain the linking accuracy

rate which is shown in Fig. 10. As can be seen from the figure, the linking accuracy rate is
higher than 50% in most cases, when point-matching is set to be 10. If we increase the point-
matching number to be lager than 10 such as 15 or 20, we get the Nt15 = 11 and Nt20 = 15
which are increased proportionally. In order to control the variate, we determine the rate of
clicks generating network traffic at 50%, then we have Nc15 = 30 and Nc20 = 40. At last,
we calculate the linking accuracy rate of different point-matching numbers. The result is
shown in Table 1. With the p1 fixed at the same value, the bigger point-matching number
we set, the more possible it is to achieve the correct linking result. In addition, 0.417 is the
upper bound of p1, while in fact, it is less than 0.4 in most cases. We define the error rate
of our method as Pf . As the verification phase can reduce the false positive matching, we
have Pf ≤ 1 − Pt . It equals that the value of Pf is far less than 0.5 in most cases.
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Table 1 The linking accuracy
rate of different point-matching
number

p1 10 15 20

0.2 0.9679 0.9905 0.9971

0.3 0.7723 0.8407 0.8849

0.4 0.4159 0.4311 0.4402

4 Evaluation

In this section, we focus on evaluating the factors which can affect the performance of our
linking method. The evaluation experiments are designed in accordance with the workflow
of our method. Our workflow is divided into two parts, which mainly involve the CMT
tracking and the traffic analysis technology. The performance of CMT is examined with
an assessment on the click identification accuracy. In our method, the assessment result is
satisfactory since the accuracy rate is high enough. So the impact factors we mainly taken
into account include the app category, the different targets, the number of background users,
the matching times, and the target’s different click frequency.

In our experiments, we choose five social networking apps to be researched: QQ,
WeChat, Sina Weibo, Qzone, and Baidu Tieba. QQ and WeChat are quite popular instant
messaging apps. Baidu Tieba is an online community for social interaction between the
people with mutual interests. Weibo and Qzone are comprehensive social networking apps.
We believe that the experimental results can also be applied to other apps (e.g., Facebook,
Twitter, or WhatsApp) that serve similar functions. The relevant study on other apps is left
to our future work.

4.1 Experimental setup

To evaluate our linking method’s performance, a rectangular meeting room (the dimen-
sions are 7.9 × 3.7 m) is designated as the simulation environment. We use a Logitech HD
Pro Webcam C920 to capture the target’s click behaviors; this camera has a resolution of
1, 920 × 1, 080 p and is used within a distance range between 3 to 4 m away from the tar-
get to shoot his operation on the phone. The camera is connected to an Ubuntu server 14.04
LTS (Intel Core i7-2600 3.4-GHz with 12-Gbyte RAM), and we operate a tool that records
the start time of video shooting. Besides, another server with two network cards is utilized
to forward the network traffic. We set the two network cards in bridge mode, ensuring that
one card is connected to the Internet and the other is attached to the wireless AP. In partic-
ular, the AP doesn’t open Dynamic Host Configuration Protocol (DHCP) service, the IPs
of users’ mobile devices are assigned by the upper DHCP server. This deploy helps us dis-
tinguish different users’ traffic according to their different IPs. Then, we use Wireshark to
capture the users’ network traffic from our Ubuntu Server.

Our experimental procedures are detailed as follows: First, we configure two servers
for time synchronization. Second, the users connect their mobile devices to our wireless
network and operate the apps on their device. Third, we open Wireshark to capture the
network traffic emitted from the interfaces which are connected to the AP. Fourth, we open
the camera to record the target behaviors. Fifth, at the end of the target’s operation we save
the video in .avi format and the network traffic in .pcap format. The format of the timestamp
is identical to standard Unix time. The remaining steps follow as elaborated in Section 2.
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Table 2 The distribution of time
gap Time(s) 0–0.1 0.1–0.2 0.2–0.3 0.3–0.4 0.4–0.5 0.5–1

Percent 34.5% 23.4% 16.1% 13.2% 10.2% 2.6%

As mentioned before, there are two vital time parameters in our method: the time gap
Tgap and the packet interval Tinterval . The time gap is influenced by the varieties of the
smart device, the kind of running app, and the speed of the wireless network. So, first we
perform experiments to evaluate the time gap’s distribution. We let one user operate the five
apps sequentially and ensure the time between clicks is longer than 5 s which can separate
the network traffic generated by adjacent clicks. Then we get the results shown in Table 2.
As the table indicates, 97.4% of the time gap is within 0.5 s. We therefore set Tgap = 0.5. To
choose the suitable value of Tinterval , we carry out some test experiments where one target
and four background users participate in. They play with one of the five apps for 5 min. We
repeat the experiment 10 times and analyze the linking accuracy with Nt10 = 8. Table 3
shows the linking accuracy results. According to Table 3, the accuracy rate reaches its peak
at 100%, so we choose Tinterval = 1.2.

It is worth mentioning that, because the time gap and packet interval relate to many
factors(e.g., the processing speed of mobile phone and the network latency), its distribution
might have some deviation in different experiment environments.

4.2 Usability evaluation

To comprehensively evaluate our linking method, we design two sets of experiments: one
kind of app experiments and multi-kinds of apps experiments. In the one kind of app experi-
ments, we use a controlling variables method to analyze the influence of the aforementioned
factors. In the multi-kinds of apps experiments, we verify our linking method’s effective-
ness in real-world scenarios with a use of multiple apps. We invite 21 people to participate
in our experiments, and each person has a mobile phone whose system is iOS or Android.

Onekindof app experiments In this set of experiments, we simulate several well-designed
scenarios to evaluate the different factors. Five participants are instructed to access our
wireless network and play with the designated apps. One of them is chosen as a target and
filmed to record his operation on the apps for a period of time. Then we try to find the
network traffic flow produced by the target among the overall five traffic flows. With all
else being equal, the following factors are examined in terms of their influences.

4.2.1 Matching time length

First, we let five people play QQ at the same time, and record the target for 10 min. In a sim-
ilar vein, we ask the users to play WeChat, Weibo, Qzone, and Baidu Tieba successively. We
are interested in how a longer monitoring time might impact the number of point-matchings.
We record the different time length when the target’s point-matching number reaches 10, 15
and 20, as shown in Table 4.

Table 3 The linking accuracy of
different Tinterval

Tinterval(s) 0.6 0.8 1 1.2 1.4 2

Accuracy 80% 80% 90% 100% 90% 90%
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Table 4 The time length results
of different point-matchings APP Target U1 U2 U3 U4 Time length(s)

QQ 10 5 2 2 0 196

15 7 3 2 2 235

20 11 4 5 4 396

WeChat 10 3 2 3 2 322

15 6 2 4 3 448

20 7 4 5 3 477

Weibo 10 1 1 2 1 66

15 1 1 2 1 106

20 1 1 2 3 202

Qzone 10 2 0 0 0 101

15 2 0 2 2 336

20 3 1 2 2 352

Baidu Tieba 10 8 0 2 6 424

15 12 1 2 6 456

20 15 4 5 6 490

In Table 4, each app has three data rows which represent the results when the target’s
point-matching number reaches 10, 15 and 20. The point-matching numbers of the other
users are also visible in the table. From this table, we can see when the target reaches 10
successful point-matchings, the other users match less than 10. If we set Nt10 = 8, only
the match number of user 1(U1) in Baidu Tieba reaches 8. So we need to further verify
the result of Baidu Tieba. We set Nt15 and Nt20 to be proportional to 12 and 16. When the
target matches 20, the point-matching number of U1 is less than 16, then we can confirm
the result. The application of the linking method to different apps cost different duration
time, which ranges from 1 min to 8 min. The recorded duration time give us a reference to
do next experiments. Generally speaking, the longer the monitoring time, the more accurate
the result is.

4.2.2 Different targets

To examine the different targets’ influences, we design a controlled experiment. Here, we
choose Weibo as the app to be used. First, we ask four background users to play Weibo
for 5 min and record their network traffic as the background traffic. Second, we record 10
targets playing Weibo for 5 min one by one. Third, after extracting the time list of each
video and traffic, we subtract each video’s initial time from all timestamps. Let each time list
begins at 0. Fourth, we involve each target and the four background users in one linking test.
This approach makes the background network traffic a constant variable in different tests.
Table 5 shows the results. From Table 5, we see that 90% of our linking tests are successful.
This proves that our method works universally to monitor different targets. In comparison,
the second group only has a few successful point-matchings, so the linking of this group is
a failure.

4.2.3 Different number of clicks

In this experiment, we try to identify the impact of different number of clicks in 5 min.
There are altogether five people playing Weibo and one of them is monitored as the target
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Table 5 Results of different
targets Users 1 2 3 4 5

target 10 3 10 10 10

a 5 0 1 3 0

b 0 1 1 5 2

c 0 3 2 0 1

d 1 1 2 0 1

Results Yes No Yes Yes Yes

Users 6 7 8 9 10

target 10 10 10 10 10

a 1 1 0 1 1

b 0 4 3 2 0

c 0 0 1 0 0

d 0 0 0 1 0

Results Yes Yes Yes Yes Yes

while the others are background users in a control group. The network traffic generated by
each participant is recorded for comparability between the target and the background users.
Different from the background users, the target has to repeat the 5-min operation on Weibo
for four times with different click number of 100, 75, 50 and 25. As Fig. 11 shows, although
the target clicks different times, we can still identify him by extracting the highest point-
matchings. When the target clicks 100, 75 and 50 times, the number of his point-matchings
all reach 10. However, when he clicks 25 times, this yields fewer than 10 point-matchings.
Nevertheless, we can still identify the target by the verification phase.

4.2.4 Different apps

Five participants are asked to play QQ at the same time, and one of them is chosen as the
target to be recorded for 5 min. The procedure is repeated for five times. In the same way,
they play WeChat, Weibo, Qzone, and Baidu Tieba. This test focuses on the influence of app
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Table 6 Results of Scenario 1
and Scenario 2 Data group 5 persons 10 persons

Accuracy of Scenario 1 94.0% 87.9%

Accuracy of Scenario 2 93.8% 84.6%

categories on the effectiveness of our linking method. The results show that there is only a
one-time failure in Weibo’s test. Thus, our method performs smoothly and efficiently in the
one kind of app scenario, with a 96% linking success rate.

Overall, all the experiments above demonstrate that different targets’ operating habits
and the app categories influence the linking result. The time length of our monitoring is also
important, because without enough time we cannot generate enough effective clicks to correlate.

Multi-kinds of apps experiments In this set of experiments, we build two test scenarios
that might happen in reality. In the first scenario, several participants are asked to play with
different social networking apps, while one of them is monitored by shooting a video of his
operating behaviors. In the second scenario, both the target and the background users switch
between two kinds of apps during the test time. As a typical example, someone might stop to
view a new WeChat message while they are playing QQ. To study the different background
users’ impact, we perform a controlled trial. One group of data contains 5 people and the
other group contains 10.

4.2.5 Scenario 1

In this scenario, the users play with different social networking apps. Five apps are utilized,
which are QQ, Wechat, Weibo, Qzone, and Baidu Tieba, and each kind is played only once.
The target operates one app for 8 min continuously in one test. Meanwhile, background
users play the other four apps randomly. In Section 4.2.1, we know that the longest time
to reach 10 point-matchings is about 424 s, so we set each test time to be 8 min, thereby
ensuring that we can get 10 successful point-matchings. Besides, the shortest time to obtain
10 successful point-matchings is about 1 min, so dozens of successful matching times might
exist in the 8-min test time.

In our method, we try to determine who will reach 10 point-matchings first, so we rec-
ognize each of the 10-times matchings as one set of data. In the experiment, we first let
the target use each app twice with 4 background users. Then the same procedures go on in
a controlled experiment with 9 background users. After data collection, we obtain a total
of 100 datasets, including 67 datasets from the 5-person experiments and 33 datasets from
the 10-person experiments. After applying our linking method, we show our experiments’
accuracy in Table 6. The accuracy of our linking method reaches over 94% in the 5-person
experiment, and about 87% in the 10-person experiment. This verifies that our method is
efficient with a good performance in both experiments. However, the accuracy rate drops
when the number of background users increases. In addition to the total accuray calculation
in the two experiments with different number of background users, we also distinguish the
linking result of different apps. Table 7 shows the linking results of the experiments on

Table 7 Results of different
APPs APP QQ WeChat Weibo Qzone Baidu Tieba

Accuracy 92% 80% 96% 100% 100%
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each app. Through data analysis, we can see that three kinds of apps—QQ, WeChat, and
Weibo—have failure records. The reasons for the failures are conjectured as follows. When
users send instant messages on QQ or Wechat, the no traffic clicks on the two apps may
outnumber those on the other three apps. These clicks include choosing people to chat with,
slow typing (we filter out fast typing), and so on.

4.2.6 Scenario 2

In scenario 2, we design an experiment to test a app-switching scenario, which means after
playing one kind of social networking app, the target switches to another app. The targets
and the background users switch between two kinds of apps at any time they want during
our mointoring process. We choose six types of app switching and test our method’s per-
formance. The six types of app switching contain: QQ-WeChat, Weibo-WeChat, QQ-Baidu
Tieba, QQ-Weibo, WeChat-Baidu Tieba and Weibo-Baidu Tieba. Similar to scenario 1, we
set the monitoring time at 8 min, involving 5 and 10 participants respectively in two exper-
iments. We acquire 32 datasets from the 5-person experiments and 30 datasets from the
10-person experiments. According to the results as shown in Table 6, the linking accuracy
is close to that of scenario 1. Accordingly, it can be concluded that app switching doesn’t
obviously impact the performance of our method.

4.2.7 The result verification

The experimental results undergo a final verification for the check of their creditability. A
metric “conflict” is employed to exclude wrong matching results. Based on the data analysis
in the two scenarios, the target’s “conflict” occupies about 10% of the total number of the
long gap clicks, while the background users’ conflicts count more than 20%. Considering
the influence of users’ operating habits, along with background traffic and some preloading
content, the percent of “conflict” might fluctuate in different experiments. Thus, we set a
threshold of 20% to verify the matching traffic flow. In our experiments, there is only one
dataset appearing one of the background users’ traffic first reaches 10 point-matchings, then
we use the “conflict” to exclude it and find the right target traffic. To confirm the efficiency
of the “conflict” attribute, we develop a new experiment to check it out. In this case, the
target doesn’t connect his mobile device to our WiFi, so the target’s network traffic shall not
be tracked. As a result, we get altogether 11 datasets, and we can exclude 81.8% of the sets,
which means that only 2 datasets get the wrong matching results. Thus, the verification step
effectively prevents incorrect matching.

Moreover, we statistically consider the length of time it takes for the target to reach 10
point-matchings. From the results shown in Fig. 12, we can see about 34% of the linking
time length is between 60 and 120 s. More than 95% of the linking time is less than 5 min.
Additionally, the fastest linking consumes about 20 s and the longest time length is 427 s.
Considering users’ operating habits, it is common for the users to spend 2 to 3 min playing
with an app, offering us enough time to evaluate the effectiveness of our method.

5 Discussion and future work

In this section, we touch upon other scenarios that go beyond our initial assumptions. Specif-
ically, we discuss tilted phone screens with regard to video capture, other kinds of apps
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Fig. 12 Time length distribution of reaching 10 point-matchings

that can be used by employing our method, and investigate how to enhance the ability of
real-scenario linking. We leave these scenarios to future work.

5.1 The tilted device screen

In Section 2, we assume that the video angle is suitable to track the tapping hand. However,
there is one scenario where the device screen is tilted at a large angle in the video. As Fig. 13
shows, when the tapping hand moves up and down unstably, the maximum value of Y will
not represent the click frame accurately. To solve this problem, we turn this case into a math
problem that measures the distance between a point and a line. The point is the center of the
tapping hand, and the profile of the device screen is represented by the line. First we track
the tapping hand, and then we continue to track the device screen. The bounding box located
at the position of the user’s tapping hand can be recognized by grasping the coordinates of
its four corners. Meanwhile, the device screen line can be depicted with its coordinate data
acquired after solving an equation. Finally, we calculate the distance between the tapping
hand’s center and the screen line, and draw the distance line as shown in Fig. 7. Different
from Fig. 7, the minimum distance represents the click frame.

Considering the clicking activity is a 3D movement, there are several other considerations
in tracking the tapping hand, aside from the tilted device screen. Future work can consider
using a 3D camera (e.g., Kinect) to track the click activity.

5.2 Other kinds of apps

In our experiments, we center on five social networking apps because they are frequently
used in our daily life, and their network traffic is greatly affected by the users’ behaviors.
When we want to add new apps, the relationship between the user’s click pattern and the
network traffic needs to be explored. As we mentioned in Section 1, the basic idea is that
when the user clicks on the device to operate the app, the network traffic will be sent out
in a very short time. We should do the experiments as mentioned in Section 2.5 step III to
achieve the relationship between the click behavior and the network traffic.

In our opinion, there are two key factors affecting the results of our linking method. One
is the percent of click behaviors that generate the first-request packets of all click behav-
iors, and the other is the percent of first-request packets generated by click behaviors in all
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Fig. 13 Tilted device screen

network traffic. The two factors have already been taken into account in our research. How-
ever, apart from the social networking apps, some other kinds of apps such as the video
players or news apps also share the features above. Although those apps generate less first-
request packets because of the preload technique, it just costs longer monitoring time if we
apply our method.

For future work, we will further research which kinds of apps are affected by our linking
method. We will also try to find additional attributes that correlate to other kinds of apps
and users’ operating behaviors besides the click.

5.3 Real scenario linking

Imagine a real-world scenario where many people are at presence in a classroom or a
meeting room. Our user-device linking method must be adjusted as needed to improve its
performance. In the video capturing period, the effect of shooting target’s entering touch
input on his smartphone is very important. Considering that people like operating the
smartphone on the seat, we can adjust the position and the shooting angle of the cameras
according to the seats in the room. More cameras can guarantee the accuracy of click-
behavior tracking, we can also cross validation the click timestamps from different cameras.
If we want to monitor a specific target, the camera-equipped mobile devices should be hid-
den in a bag or a box to avoid being discovered. In the network traffic capturing period,
there are some tips to attract the users to connect to our WiFi such as pasting some labels
with wireless network account and password on the table. In our experiments, in order to
ensure the comparability of the results, the testers are asked to play apps at nearly the same
time point. However, in the real-world scenario, people might not begin to play the apps
around the same time. The users can be separated into several groups where the members of
a single group start playing the apps around the same time. After the separating, each group
will have fewer users which can promote the linking accuracy. Although background traf-
fic still occurs when users do not play the app, it is much less than the currently used app’s
traffic during the monitoring time.

6 Related work

Our work touches upon multiple research disciplines, and thus there are many related efforts
in diverse topic areas: web tracking and object tracking in video are the basic techniques



Multimedia Tools and Applications

of our method, while it is the multisensor tracking methods that provides a reference for
analyzing and linking the heterogeneous data. In other words, the objects linking works
by first uniquely identifying the various objects, and then comparing collected information
about those objects for shared attributes to infer the linking relationship between them.

Web tracking Traditional Web-tracking methods [9, 13, 17, 24, 34] usually choose differ-
ent features from network traffic to track users. The attacker collects the traffic from one
Internet Service Provider (ISP) or other egress routers, so that there are no IP addresses
or MAC addresses left for classifying different users. The adversary extracts the attributes,
such as packet length, packet bursts, HTTP head, and so on. Then the machine learning
methods help classify the traffic with a high accuracy rate. With an increasing popularity of
mobile devices, many researchers have started paying attention to wireless traffic analysis.
Stber et al. [29] utilize background traffic to identify a smartphone without probing into the
user’s interaction. They constitute fingerprints from an 6-h flow of background traffic, and
identify a smartphone based on its behavioral fingerprint by monitoring the network traffic
for 15 min. They choose the traffic bursts as the main fingerprint. Meanwhile, some stud-
ies center on the relationship between the user’s actions and the corresponding generation
of the wireless traffic [2, 4, 33]. Dynamic Time Warping (DTW) [20] is applied in [2] to
explore the similarity of packets’ time series, which represent different user actions. Wang
et al. [33] discover that different user actions bring about different traffic bursts and they
adopt Random Forests [1] to classify the different packets bursts. To identify different apps
in network traffic, a new technique called NetworkProfiler is proposed in [4] to automat-
ically generate the Android apps’ fingerprints. Out of the major concern for the intervals
between the clicking activity and network traffic, our method abstracts the network traffic’s
packet time, along with the packet type as the main attributes.

Object tracking In the object tracking area, there are two main methods. One is part-based
tracking, which regards object detection as object tracking. Deformable part-based model
(DPM) [5] is a typical object detector that builds multiple star-structured models for the
object of interest from different viewpoints. To realize the blind recognition of touched
keys on mobile devices, Yue et al. [35] employ DPM to locate the touched points. Some
researchers work on improving the objection detection accuracy. One approach, R-CNN [8],
uses a convolution neural network. Then Fast R-CNN [7] and Faster R-CNN [27] improve
the detection speed of R-CNN. Huang et al. propose a two-stage framework including
Faster R-CNN-based hand detection and dual-target fingertip detection, then they imple-
ment an input system for the egocentric vision, which is named as Ego-Air-Writing [10,
11]; Another method of object tracking is keypoint matching, which entails matching the
keypoints between two images. This method is simple and effective for many use cases, and
one example of this approach, RANSAC [6], is a dynamic method that repeatedly fits a min-
imal solution using a random subset of the data to a motion model. It then identifies inliers
by judging whether they agree to this solution by means of an error measurement. Tracking-
Learning-Detection (TLD) [12] is a new method that combines detection with tracking. The
TLD tracking framework explicitly decomposes a long-term tracking task into tracking,
learning, and detection. The tracker can follow the object from one picture to another pic-
ture if the object is labeled in a video stream. In [28], TLD is utilized to track the victim’s
hand and phone across frames. In our work, we use CMT, which is an improved method for
TLD. CMT tracks a wide variety of object classes in a multitude of scenes with no need for
adapting the algorithm to any concrete scenario. Experiments have shown that CMT is able
to achieve excellent results on a dataset that is as large as 77 sequences.
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Multisensor tracking and linking Here, we focus on multisensor tracking and mainly dis-
cuss about mobile devices and cameras. Musa et al. [19] design a system to track unmodified
smartphones passively. The system can estimate smartphone trajectories via WiFi detec-
tions. Another work [3] considers the WiFi’s service set identifier (SSID) list as a fingerprint
of the device owner. They match similarity of the SSID lists to infer the relationship between
the owners. Matte et al. [16] propose a kind of attack to find identity information of the
target after obtaining the target’s MAC address. The attacker finds a way to spoof the vic-
tim’s geolocation by exploiting the limitations of the WiFi-based positioning systems. Some
research papers study on the pictures uploaded to the social networking apps; a system for
real-time recognition of places-of-interest in smartphone photos (which is a kind of link-
ing between photos and real places) is put forward in [25, 26]. The system covers two
phases: the first is geolocation and the second is similar graph matching. Wang et al. [32]
focus on the combination of visual sensors and social network information. They propose
a framework using tweeting cameras to recognize various concepts of real-world events.
In presenting IdentityLink [23], Nguyen et al. formalize the user-device linking problem
and demonstrate its usefulness. Their system uses the camera and RF signals to infer links
between users and devices. They propose two prediction models to match two kinds of
data by using a likelihood score. Our paper deals with the user-device linking problem and
provides a method to link the two. In comparison to IdentityLink, we can track more infor-
mation about the user, and we consider a additional scenario where users remain stationary
to play devices.

7 Conclusion

In this paper, we propose a new method to link the mobile device to its user, verifying
its capability of effectively monitoring a target suspect for law enforcement agencies. The
premise of our approach is that when users are playing apps, their clicks generate particular
network traffic packets within a short period of time. To analyze the relationship between
the network traffic and the user’s click behaviors, we capture the target’s network traffic
from the AP and monitor the target’s click behaviors from the monitoring cameras or other
wearable devices. There is no additional app installation or explicit participation by the tar-
gets. Then we use the CMT object-tracking method to track the target’s tapping hand and
get his click-time list. In traffic processing, we utilize the packet interval to identify these
particular packets which are generated by click behaviors, and derive the packet-time list.
By matching the click-time list with the packet-time list, we link the target’s network traffic
with his click behaviors from video observation. Then, we design two kinds of experiments
to evaluate our linking method’s usability. One set of controlled experiments show that
the user’s operating habits and the app’s categories are the primary factors that can influ-
ence linking results. The other set of simulation experiments show that our linking method
achieves a success rate greater than 84% when there are 10 users accessing one or two apps.
We also analyze the feasibility of this method theoretically, and the experimental results also
demonstrate that our linking method can help law enforcement agencies to get the E-ID of
the target suspect. Improvements for the future studies are also pointed out.
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