IEEE TRANSACTIONS ON PARALLEL AND DISTRIBUTED SYSTEMS,

VOL. 21,

NO. 10,

OCTOBER 2010

1501

Self-Disciplinary Worms and Countermeasures:
Modeling and Analysis
Wei Yu, Member, IEEE, Nan Zhang, Member, IEEE,
Xinwen Fu, Member, IEEE, and Wei Zhao, Fellow, IEEE
Abstract—In this paper, we address issues related to the modeling, analysis, and countermeasures of worm attacks on the Internet.
Most previous work assumed that a worm always propagates itself at the highest possible speed. Some newly developed worms (e.g.,
“Atak” worm) contradict this assumption by deliberately reducing the propagation speed in order to avoid detection. As such, we study
a new class of worms, referred to as self-disciplinary worms. These worms adapt their propagation patterns in order to reduce the
probability of detection, and eventually, to infect more computers. We demonstrate that existing worm detection schemes based on
traffic volume and variance cannot effectively defend against these self-disciplinary worms. To develop proper countermeasures, we
introduce a game-theoretic formulation to model the interaction between the worm propagator and the defender. We show that an
effective integration of multiple countermeasure schemes (e.g., worm detection and forensics analysis) is critical for defending against
self-disciplinary worms. We propose different integrated schemes for fighting different self-disciplinary worms, and evaluate their
performance via real-world traffic data.
Index Terms—Worm, game theory, anomaly detection.
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INTRODUCTION

W

ORM is a malicious software program that propagates
to other computers on the Internet by remotely
exploiting vulnerabilities in these computers. Worm attack
is considered a dangerous threat to the Internet. There have
been many cases of Internet worm attacks, such as the “CodeRed” worm in 2001 [1], the “Slammer” worm in 2003 [2], and
the “Witty/Sasser” worms in 2004 [3]. All these worms
caused significant damage. For example, the “Code-Red”
worm infected more than 350,000 computers in less than
14 hours by exploiting the buffer-overflow vulnerability of
Microsoft’s Internet Information Services (IISs) 4.0/5.0,
causing more than $1;200;000;000 in damage.
Generally speaking, a worm propagator has two objectives. One is to infect as many computers as possible within
a given period of time. The other is to avoid being detected
and punished by the defenders. After infecting a number of
computers without being detected, the worm propagator
can remotely control the infected computers and use them
as stepping stones to launch further attacks (e.g., distributed
denial-of-service (DDoS) [4], phishing [5], and spyware [6]).
Recent studies showed the existence of a black market for
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trading/renting compromised computers (as “bots”) for
malicious purposes [7], [8], [9], providing further economic
incentives for worm attacks. Existing study also showed the
possibility of a “super-botnet,” which coordinates independent botnets for attacks of unprecedented scale [10]. From
an attack perspective, “super-botnets” would be extremely
versatile and resistant to countermeasures. Consequently,
research on worm-attack modeling and defense is vital to
computer and network security.
Most existing work (explicitly or tacitly) assumes that
worms constantly propagate at the highest possible speed.
Interestingly, some recently developed worms contradict
this assumption by intentionally reducing their propagation
speed to avoid detection. For example, the “Atak” worm
[11] and the “self-stopping” worm [12] circumvent detection by hibernating (i.e., stop propagating) with a predetermined period. If such a worm successfully avoids (or
delays) detection, it will eventually infect more computers
and result in more damage.
In order to address the rising threats from these worms, in
this paper, we define a new class of worms called selfdisciplinary worms. A self-disciplinary worm adapts its
propagation patterns to defensive countermeasures, aiming
to avoid or delay detection, and ultimately, to infect more
computers.
Specifically, we partition self-disciplinary worms into
two categories, namely static and dynamic self-disciplinary
worms. Static self-disciplinary worms are those that intelligently select a propagation speed at the initial time of attack
but nevertheless maintain the same strategy during the
attack session. On the other hand, a dynamic self-disciplinary
worm may dynamically adjust its propagation speed during
the attack session.
Based on the models of static and dynamic self-disciplinary worms, we propose and evaluate countermeasures
against such worms. In particular, we demonstrate that the
integration of multiple defensive schemes is critical for the
Published by the IEEE Computer Society
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TABLE 1
Performance of Defensive Schemes

defense against self-disciplinary worms. We consider two
existing defensive schemes, threshold-based [13], [14] and
traceback [15], [16], and a novel one introduced in the paper,
the spectrum-based scheme. Using game-theoretic analysis,
we show that an integration of the first two schemes is
effective against static self-disciplinary worms, while defense against dynamic ones requires the integration of all the
three schemes. Table 1 summarizes the results.
To the best of our knowledge, this paper is the first to
study worms that adaptively reduce their propagation
speed to (eventually) infect more computers. This paper is
also the first to formally study the integration of various
worm-defense strategies and to analyze the interaction
between the defender and the worm propagator in a gametheoretic fashion.
The rest of the paper is organized as follows: We present
the classification of worms and countermeasures in Section 2.
We also introduce the classification of self-disciplinary
worms in this section. In Section 3, we consider two baseline
scenarios, where a static self-disciplinary worm propagates
either freely without defensive countermeasures, or under
an existing threshold-based scheme. Our analysis shows that
a self-disciplinary worm can lead to significant damage even
with the presence of existing threshold-based schemes. To
address the threats from self-disciplinary worms, we introduce a game-theoretic formulation of the system in Section 4,
and discuss the integrated defense against static and
dynamic self-disciplinary worms in Sections 5 and 6,
respectively. We present the simulation results of our
countermeasures in Section 7. We extend our theoretical
analysis with new utility function in Section 8. The related
work is reviewed in Section 9, followed by final remarks in
Section 10.

2

CLASSIFICATION OF WORMS AND
COUNTERMEASURES

In this section, we present an overview of worm propagation models and defensive strategies. In particular, we first
briefly review the model for traditional worms and then
define a novel model for self-disciplinary worms. After that,
we introduce a taxonomy of defensive strategies against
worm propagation.

2.1

Worm Propagation: Traditional and
Self-Disciplinary Worms

2.1.1 Traditional Worms
A traditional worm behaves similar to a biological virus, in
terms of its self-propagating nature [1], [2]. Worm propagation on the Internet is an iterative process that usually starts
with a computer known as the worm propagator. In order for
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a worm to propagate itself, it must be able to identify
computers with exploitable vulnerabilities. Since the attacker
does not have complete information about the locations of
vulnerable computers on the Internet, a commonly used
strategy for identifying the vulnerable computers is Pure
Random Scan (PRS) [2], [17] in which a worm scans random
IP addresses to identify vulnerable computers. Most previous studies [1], [2] (explicitly or tacitly) make a max-speed
assumption on worm propagation. That is, every worminfected computer constantly performs the maximum possible number of scans (on other computers) per unit of time.
We denote such maximum scan rate by S scans/unit of time.

2.1.2 Definition of Self-Disciplinary Worms
With defensive systems in place, worms have consequently
evolved and become more sophisticated than the traditional
worms mentioned above. In particular, some worms
deliberately reduce their propagation speed to avoid detection [11], [12]. In particular, the “Atak” worm attempts to
remain hidden by sleeping (suspending scans) when it
suspects it is under detection. The “self-stopping” worm
rapidly propagates until a fraction of the vulnerable
computers has been compromised, and then globally halts.
In this paper, we study these new, smarter worms.
Specifically, we remove the max-speed assumption, and
consider self-disciplinary worms, which manipulate their
propagation growth rate in order to avoid or delay detection.
In general, a self-disciplinary worm is a generalization of
traditional worms with a scan rate of less than S. Recall that
S is the maximum possible number of scans that the infected
computer can launch per unit of time. In particular, we
consider a worm which controls its propagation speed by a
parameter pðtÞ such that the average number of scans each
infected computer performs at time t is pðtÞ  S. We refer to
pðtÞ as the propagation growth rate at time t. Note that a
traditional worm with the max-speed assumption has pðtÞ ¼
1 for all t. The “Atak” worm [11] and the “self-stopping”
worm [12] are the special cases of self-disciplinary worms,
where pðtÞ is changed between 0 and 1.
In our analysis, we assume pðtÞ to be a global variable. In
practice, to maintain the same pðtÞ for all worm-infected
computers (to the gratitude of minute), the worm propagator
may leverage the automatic Internet-time-synchronization
feature of modern operating systems (e.g., Windows XP).
2.1.3 Propagation Scheme of Self-Disciplinary Worms
In an ideal situation, if pðtÞ is extremely small, a selfdisciplinary worm may propagate for a very long time
without being detected. In practice, however, such foreverpropagation might not be possible because the worm will
ultimately be detected by host/software-based detection
methods and the vulnerability exploited by the worm will
be fixed through software updates within a certain amount
of time [18], [19], [20], [21], [22]. To reflect this fact, we
introduce a time limit tE such that a worm will always be
detected after propagating for tE units of time. With this
parameter, the objective of worm propagation is to infect as
many computers as possible by time tE .
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TABLE 2
Classification of Wide-Spreading Worms

2.1.4 Classification of Self-Disciplinary Worms
Note that a self-disciplinary worm can either use a constant
pðtÞ for the duration of worm propagation or deliberately
change pðtÞ over time. We consider both cases in this paper. In
particular, we call the self-disciplinary worms with constant
pðtÞ as a static self-disciplinary worm. If a self-disciplinary
worm has pðtÞ changed over time t, we call it a dynamic selfdisciplinary worm. For static self-disciplinary worms, we use p
to denote the constant value of pðtÞ. Table 2 depicts our
classification of worms. As we can see, a self-disciplinary
worm is either static or dynamic.
Note that each type of worm has advantages and
disadvantages. Static self-disciplinary worms are easier to
implement, and as we will show later, are already very
effective against existing defensive mechanisms. The
dynamic ones, on the other hand, require most infected
computers to be roughly synchronized such that they could
compute the amount of time elapsed since the start of
propagation and determine pðtÞ correspondingly. Nonetheless, dynamic self-disciplinary worms may outperform
the static self-disciplinary worms in terms of infecting
computers and avoiding detection. The “Atak” worm [11]
and the “self-stopping” worm [12] mentioned in Section 1
are special cases of dynamic self-disciplinary worms, as
their propagation growth rates are changing between 0 and
1 over time.
2.2 Countermeasures: Detection and Traceback
In this section, we review two types of existing defensive
countermeasures: worm detection and traceback. Worm
detection focuses on the detection of propagating worms
on the Internet. Traceback schemes, on the other hand, aim
to identify the origin of worm propagation, in order to take
appropriate legal steps to punish the worm propagator.
Traceback is triggered after a propagating worm is detected.
Various schemes have been proposed for each countermeasure. We now briefly review these schemes and provide
simple abstractions, which will form the basis of our
investigation on the effectiveness of detection/traceback
schemes and their combination. We will study the concrete
algorithms in the experiments presented in Section 7.
2.2.1 Worm Detection
A major effort for detecting worm propagation has been the
Internet Threat Monitoring (ITM) system. An ITM system
consists of one centralized data center and a number of
monitors, which are distributed across the Internet at hosts,
routers, and firewalls, etc. Each monitor is responsible for
monitoring suspicious traffic (e.g., scans to unoccupied IP
addresses or ports) and reporting them to the data center.
The data center then analyzes the collected traffic logs and
detects worm attacks. Although the IP address space directly
monitored by an ITM system is much smaller than the entire
Internet [23], [24], [25], the collected logs can be considered as
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random samples of the Internet traffic, and therefore, can
provide critical insights for detecting worm attacks.
The majority part of this paper focuses on a simple
abstraction of threshold-based detection on traffic volume,
which is used by many ITM systems. That is, the data
center issues a worm alert if and only if the number of
suspicious scans per unit of time, which are generated by
infected computers, exceeds a predetermined threshold
[14]. We denote such threshold as TR scans/unit of time.
Note that the data center must carefully choose TR to make
a proper trade-off between detections and false alarms.

2.2.2 Traceback
Another defensive countermeasure is traceback, which
enables law enforcement agencies to identify the original
worm propagators and punish them [15], [26], [27]. A
traceback scheme typically involves a number of routers,
which monitor all through-traffic and store traffic logs in a
storage server. When a “traceback” order is given, the traffic
logs (e.g., flow-level recorded logged by the networks) are
postmortem analyzed in order to identify the origins of the
worm propagator.
For example, Xie et al. [15] proposed a random-walkbased approach which, provided there are enough traffic
logs, can determine both a number of suspect computers
responsible for originating a worm propagation and the
attack flows that make up the initial attack stages. The basic
idea is to exploit the “wide tree” shape of a worm
propagation (emanating from the source) by performing
random “moon-walks” backward in time along paths of
flows. Correlating the repeated walks reveals the initial
causal flows, thereby aiding in identifying the source of a
worm. Ahmad and Ruighaver [16] studied a technique that
integrates both end-host system logs and network monitoring logs to link worm propagation to its source.
The existing traceback schemes differ in terms of their
inputs (i.e., information collected for traceback), outputs (i.e.,
information of suspicious computers), and techniques for
postmortem analysis. Nonetheless, we observe the following
common properties of all existing traceback schemes:
The storage server only has the capacity to store traffic
logs for a limited time period because of the large
amount of traffic transmitted through the routers.
. Due to this limitation, the stored traffic logs usually
do not contain enough information to uniquely
identify the exact worm-origin computer. Instead,
the traceback techniques may only provide a list of
suspicious computers (and accompany each of them
with its probability of being the worm origin). For
example, a number of suspect computers could be
identified by the random-walk-based algorithm in
[15] as potential origins of the worm propagation.
. As such, the defender (e.g., law enforcement) may
have to engage some further investigation (e.g.,
check the end-host traffic traces of suspicious
computers) to correctly identify the worm origin.
Clearly, the number of suspicious computers must
be reasonably small in order to enable such
investigation in practice.
Based on the two observations, we consider an abstraction of traceback schemes as follows: Let tB be the
maximum length of time (i.e., “window size”) during
.
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Table of Notations
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N  epNt
N  epNt
 pNt
;
þN 1 e
þN

epNt

ð3Þ

where V and N be the total number of IP addresses and
vulnerable computers on the Internet, respectively, p is the
propagation growth rate,  ¼ S=V is commonly referred to
as the pairwise propagation rate in the epidemic research
literature [28].
Based on (3), we make the following observations:
.
.

fðtÞ is an increasing function of t. Also, fðtÞ increases
when , N, or p increases.
When t is sufficiently small such that epNt  N,
we have
fðtÞ  epNt :

which the traffic logs will be retained. That is, when the
traceback order is issued at time t, the earliest traffic log the
defender has access to is at time maxð0; t  tB Þ. If t < tB ,
then the traceback can successfully identify the original
worm propagator (note that there is always worm propagation activities to observe in the traffic log because the
traceback order is only issued when a worm detection is
made). If t  tB , then at time t  tB , the worm has already
compromised fðt  tB Þ (fðt  tB Þ  1) computers, between
which the defender cannot distinguish. As such, the
defender may have to generate a suspicious list of fðt 
tB Þ computers (because the defender has no way to
distinguish between them). Let m be the maximum possible
number of suspicious computers to allow further investigation. As we can see, the defender can successfully identify
(and punish) the worm propagator if and only if
t < tB or fðt  tB Þ  m:

3

.

.

.

.

ð1Þ

BASELINE SCENARIOS FOR PROPAGATION OF
SELF-DISCIPLINARY WORMS

In this section, we analyze two baseline scenarios, where a
static self-disciplinary worm 1) freely propagates without
any defensive countermeasure and 2) propagates with the
presence of existing threshold-based schemes. The results
show that the threshold-based scheme, by itself, is
ineffective against self-disciplinary worms. The analysis
also forms the basis for our analysis of more complicated
systems in the next two sections.

3.1 Table of Notations
Table 3 lists all the notations that are used throughout the
paper. Some of these concepts will be introduced in the
latter part of the paper.
3.2 Case 1: No Defense
Let fðtÞ be the number of infected computers in the baseline
system at time t, where t is the amount of time elapsed since
the start of worm propagation. Apparently,
fð0Þ ¼ 1:

ð2Þ

Equation (3) shows the relationship between fðtÞ and other
system parameters. The detailed derivation of (3) can be
found in the Appendix.

ð4Þ

That is, when a worm is in its initial propagation
phase, the number of infected computers increases
exponentially over time t.
On the other hand, when t is sufficiently large,
fðtÞ ¼ N. This indicates that when no defense
system exists, eventually all vulnerable computers
will be infected.
Except for a new parameter “p,” our result is
identical to the result in [28]. We nevertheless
present the derivation process in this paper to help
our readers understand the physical meaning of the
equation and its solution.
Consider the extension of our baseline system to
include the detection scheme. Let tD be the time
when detection is made. Then, our formula in the
Appendix will correctly represent the number of
infected computers as long as t  tD .
While we derive fðtÞ for static self-disciplinary
worms, the derivation can be useful for the dynamic
self-disciplinary worms as well. From the derivation
process in the Appendix, if we replace p by pðtÞ in
(15), the differential equation still holds. Unfortunately, the analytical solution in (3) requires that p be
constant, and thus, cannot be directly applied to
dynamic self-disciplinary worms.

3.3

Case 2: With Existing Threshold-Based
Detection
We now analyze the propagation of a static self-disciplinary
worm with the presence of a threshold-based detection
scheme. Let v be the ratio of computers on the Internet that
are monitored by the ITM system. Let fN ðtÞ be the number
of infected computers when there is no defensive mechanism in place (i.e., fðtÞ derived in (3)). Recall that tE is the
maximum propagation length and N is the total number of
vulnerable hosts. We have the following theorem:
Theorem 1. For a detection scheme with threshold TR , the
number of computers infected by a static self-disciplinary worm
TR
with propagation growth rate p is mT
S ðpÞ ¼ minðpv ; fN ðtE ÞÞ,
which satisfies
max mT
S ðpÞ 

p2½0;1

N  eTR tE =v
:
eTR tE =v þ N

ð5Þ

Proof. (Sketch) Recall that the static self-disciplinary
worm will use the constant propagation growth rate
p. If fðtE Þ  p  v  TR , the worm detection will be
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schemes to intimidate the worm propagators to abandon their
attacks. In this section, we first present a game-theoretic
formulation for the interactions between a worm propagator
and the defender.

4.1

Fig. 1. Number of infected computers versus propagation growth rate.

flagged by threshold-based detection. Thus, the number of computers infected by a static self-disciplinary
TR
worm is minðpv
; fN ðtE ÞÞ. The lower bound in (5) is
TR t
TR
þ TvR  e v .
u
t
taken when p  Nv
As we can see from the theorem, when the thresholdbased scheme is the only available defensive measure, the
worm propagator can significantly increase the number of
infected computers by reducing p to delay the detection
(e.g., until tE ).
We now show a simulation result which illustrates that
the threshold-based scheme, by itself, is ineffective against
static self-disciplinary worms. We consider two existing
detection schemes: the mean threshold detection scheme
(i.e., issues an alert when the average volume of illegal
traffic captured exceeds a threshold) [14] and the variance
threshold scheme (based on the variance of illegal traffic
captured) [13].
Fig. 1 shows the number of computers that a static selfdisciplinary worm can eventually infect when the mean
threshold and variance threshold detection mechanisms
[13], [14] are employed, respectively. The parameter settings
are as follows: the number of vulnerable computers on the
Internet is 350,000, which is close to the number of
computers vulnerable to the “Code-Red” worm [29]; the
maximum tolerable false positive rate is 1 percent; the
propagation growth rate varies between 0.03 and 1.
An interesting observation in Fig. 1 is that a worm can
actually infect more computers when p is smaller. For
example, when p ¼ 0:1, the number of infected computers
will be 90,000 and 50,000 when mean and variance threshold schemes are used, respectively. Clearly, when a static
self-disciplinary worm chooses a propagation growth rate
less than 1, the existing threshold-based detection schemes
become less effective. Since static self-disciplinary worms
are special cases of the dynamic self-disciplinary, the
existing threshold-based defense is also ineffective against
dynamic self-disciplinary worms.

4

A GAME-THEORETIC FORMULATION FOR
DEFENSE AGAINST SELF-DISCIPLINARY WORMS

As we demonstrated in the above section, under the existing
threshold-based detection, a self-disciplinary worm can
infect a large number of computers without being detected.
In order to effectively defend against self-disciplinary worms,
we will introduce an integration of detection and traceback

Game between Defender and Worm Propagator:
Basic Concepts
We model the interactions between the defender and a
worm propagator as a two-player noncooperative game.
The worm propagator and the defender are the two players
P1 and P2 , respectively. Let Si be the strategy space of Pi ,
which includes all possible strategies of it. Let the utility
function of Pi be ui : S1 S2 ! <, which reflects the
player’s objective.
The game is noncooperative in that the two players are
in opposition and are unlikely to make any binding
agreement when choosing their strategies [30]. We consider
the cases where both players are rational. That is, each
player chooses the strategy that maximizes the expected
value of its utility function.
4.2 Strategies
The strategy of the defender is to select the input
parameters for detection and traceback. However, recall
from Section 2.2 that the traceback parameters tB and m are
determined by the storage capacity and human resources of
the traceback algorithm for further investigating a number
of suspect computers, and cannot be arbitrarily changed by
the defender. Thus, the strategy of the defender is limited to
determine the threshold TR for worm detection. That is, its
strategy set consists of all possible values of TR  0.
The strategy of the worm propagator is to determine the
propagation growth rate p. Recall from Section 2.1 that the
worm propagator can choose to either use a constant p or to
vary p over time. Thus, the strategy set of a static selfdisciplinary worm is consisted of all possible values of
p 2 ½0; 1. The strategy set of a dynamic self-disciplinary
worm consists of all possible functions pðÞ, which map time
t 2 ½0; tE  to a real value in ½0; 1.
Note that the defensive strategy may be known by the
worm propagator. Thus, the worm propagator may determine its strategy p (or pðÞ) based on its knowledge of TR .
4.3 Utility Functions
The utility function measures the benefit (or loss if <0)
gained by a player and reflects the objectives of the player.
4.3.1 Worm Propagator
A worm propagator has two objectives:
to maximize the number of infected computers,
to avoid being traced back (and punished for its
malicious activities).
Correspondingly, we define the utility function of the
worm propagator as: uA ¼ fðtND Þ  A  g, where fðtD Þ is the
number of hosts the worm infects when it is detected, N is
the total number of vulnerable hosts on the Internet,

1; if the propagator is traced back and punished;
g¼
0; otherwise;
.
.
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and A measures the (relative) penalty the worm propagator receives from being traced back and punished.
Clearly, the value of A varies between different worm
propagators. Nonetheless, it is a common belief that most
worm propagators on the Internet consider the penalty of
being traced back to be substantially greater than the
benefits gained from worm propagation [15], [31]. In this
1.
case, we have A

4.3.2 Defender
The defender has also two objectives:
to minimize the number of infected computers,
to control the false positive rate, i.e., the number of
alarms falsely triggered (per time slot) when there is
no worm propagation.
Clearly, the worm detection system becomes useless if it
generates an excessive number of false positives. In this
paper, we impose a predetermined (upper bound) threshold on the false positive rate as the maximum tolerable false
positive rate  (false alarms/second). Naturally, to make the
detection system feasible in real practice, there should
be   1. The defender will receive the ultimate penalty if
this threshold is violated.
Formally, we define the utility function for the defender as:

1;
if false alarm rate > ;
uD ¼
fðtD Þ=N; otherwise:

5

INTEGRATION OF MULTIPLE DEFENSIVE SCHEME
TO COUNTERACT STATIC SELF-DISCIPLINARY
WORMS

Based on the game-theoretic formulation, we present our
integrated defense against static self-disciplinary worms
(i.e., constant p 2 ½0; 1Þ).

Basic Ideas of Integrating Threshold-Based
Detection and Traceback Schemes
The rationale behind integrating threshold-based and
traceback schemes for defense against static self-disciplinary worms can be stated as follows: When both thresholdbased and traceback schemes are in place, if the worm
propagator chooses to increase the propagation speed p, it
also increases the probability of being detected and reduces
the duration of propagation. If the worm propagator
chooses to reduce p, the worm will propagate slower and
perhaps infect only a small number of computers at time tE .
Such a small number of infected computers may enable the
traceback of the worm propagator.
Therefore, the propagator of a static self-disciplinary
worm faces a dilemma in that 1) reducing the propagation
speed will cause it to be traced back or 2) increasing the
propagation speed will cause it to be detected. In the
following, we will discuss how the defender can exploit such
a dilemma to force a worm propagator to cease its attack.

NO. 10,

OCTOBER 2010

5.2 Performance Analysis
The main result for integrating threshold-based detection
with traceback is the following theorem. Recall that TR0 is the
maximum value of the defense strategy TR , which satisfies
the maximum tolerable false positive rate . Let p ¼ pE be
NepNtE
 p  v ¼ TR0 :
the solution for epNt
E þN1
Theorem 2. When the worm propagator propagates a static selfdisciplinary worm in the system and the defender uses an
integration of threshold-based and traceback schemes, the Nash
equilibrium of the game is as follows:
.

.
.

As we can see, the defender will never choose a strategy
which violates the threshold , because, otherwise simply
choosing no defense would yield better utility. When the
threshold is satisfied, the loss of the defender is the
percentage of vulnerable hosts infected by the worm.

VOL. 21,

.

log m
mN
Þ  tE ð1  log
Þ, the
When tB  tE ð1  log1T 0 log Nm
TR0
R
worm propagator chooses not to propagate the worm
(i.e., p ¼ 0). The defender chooses TR ¼ TR0 .
Otherwise, the worm propagator chooses p ¼ pE . The
defender chooses TR ¼ TR0 .

Proof. We prove the theorem by showing that no player can
benefit by unilaterally changing its strategy. We first
consider the case where tB  tE ð1  log m= log TR0 Þ. Apparently, the defender has already reached the maximum possible uD ¼ 0 and cannot benefit by changing its
strategy. For the worm propagator, suppose that it
changes the propagation strategy to p ¼ p1 > 0. Consider
fðtD  tB Þ, the number of infected computers at time
tD  tB . Let fE ðtÞ be the function of the number of
infected computers when p ¼ pE . We have
t

1tB

fðtD  tB Þ < fE ðtE  tB Þ ¼

NðepE NtE Þ
ðe

tB
pE NtE 1tE

Þ

E

:

þN

Since tB =tE  ð1  log m= log TR0 Þ, with some mathematical manipulation, we have fðtD  tB Þ < fE ðtE  tB Þ  m.
As such, if the worm propagator changes its strategy to
p > 0, the defender can always use the forensic analysis
scheme to traceback to the worm propagator with
probability of at least 50 percent. That is, uA will become
1. Thus, if tB  tE ð1  log m= log TR0 Þ, the worm propagator will not change its strategy unilaterally.
When tB < tE ð1  log m= log TR0 Þ, the game is exactly
the same as the one discussed in Theorem 1, and thus,
follows the same Nash equilibrium.
u
t

5.1

As we can see from the theorem, there are two possible
outcomes of worm propagation:
Outcome 1. If the traceback interval tB is longer than
tE ð1  log m= log TR0 Þ, the integration of thresholdbased detection and traceback will force the worm
propagator not to propagate the worm.
. Outcome 2. If the traceback interval tB is shorter than
tE ð1  log m= log TR0 Þ, the worm will propagate in the
same way as we discussed in Section 3.3.
The key observation in the above theorem is as follows:
With both the threshold-based and traceback schemes in
place, if the worm propagator chooses a larger p, it will be
detected earlier, and the number of infected computers at
time tD  tB will be smaller. If the worm propagator chooses
a smaller p to delay the detection until tE , the worm will
propagate slower and the number of infected computers at
time tE  tB will still be very small. If the traceback interval
.
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tB exceeds a threshold such that fðtD  tB Þ  m in both
cases, then the worm propagator will be forced not to
propagate the worm because, otherwise, it will be traced
back and punished (i.e., uA ¼ 1). However, if tB does not
reach this threshold, the outcome is the same as that of the
threshold-based detection scheme alone.
We now analyze which outcome is likely to occur if the
traceback schemes can be widely deployed in practice. In
particular, we find that tB is most likely longer than tE ð1 
log m= log TR0 Þ in real systems: Consider the system setting
specified in Section 3.3. In addition, we set m ¼ 700. This
makes it feasible for the defender to manually check such a
small number of computers in order to correctly identify
and punish the worm propagator. Due to the theorem, no
worm infection will occur if the traceback interval tB is
longer than 1.81 days. Based on the real-world estimation of
traceback cost [31], deploying a traceback scheme with
interval of 1.81 days requires a one-time cost of approximately $216;000 per Internet service provider (ISP). Compared with the maintenance cost of ISP, the cost of traceback
is fairly moderate. Thus, an integration of the thresholdbased and traceback schemes can effectively defend again
static self-disciplinary as well as traditional worms.

6

INTEGRATION OF MULTIPLE
TO COUNTERACT DYNAMIC
WORMS

DEFENSIVE SCHEMES
SELF-DISCIPLINARY

In this section, we consider a system with a dynamic selfdisciplinary worm, which changes its propagation growth
rate over time to better adapt to the countermeasures. We
first show that the integration of threshold-based and
traceback schemes is no longer effective against dynamic
self-disciplinary worms. After that, we introduce a new
defensive scheme, called the spectrum-based scheme. We
demonstrate that an integration of all the three schemes can
effectively defend against dynamic self-disciplinary worms.

6.1

Ineffectiveness of Only Integrating
Threshold-Based and Traceback Schemes
The main reason why only integrating threshold-based and
traceback schemes is ineffective against dynamic selfdisciplinary worms can be stated as follows: To avoid
being traced back, a dynamic self-disciplinary worm can
propagate itself at full speed in the initial stage of worm
propagation until it infects m computers, say at time tA .
Since m is usually a small number, the worm is unlikely to
be detected by the threshold-scheme at this time. Then, the
worm can reduce its propagate speed to delay detection by
the threshold-based scheme until at least tA þ tB , which
makes the traceback scheme useless. Since the thresholdbased scheme is ineffective against self-disciplinary worms
by itself, the defender cannot eliminate worm propagation.
The formal result is presented in the following theorem:
Theorem 3. When the worm propagator propagates a dynamic
self-disciplinary worm in the system and the defender uses an
integration of threshold-based and traceback schemes, the Nash
equilibrium of the game is as follows:
.

m
When tB  tE  log
N  tE , the worm propagator
chooses not to propagate the worm (i.e., pðtÞ 0).
The defender chooses TR ¼ TR0 .

.
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Otherwise, the worm propagator chooses pðtÞ ¼
minð1; TR0 =fðtÞÞ for every t 2 ½0; tE . The defender
chooses TR ¼ TR0 .

Refer to the Appendix for the proof of the theorem. As we
can see from the theorem, the threats posed by the traceback
scheme are significantly weakened when the worm is
dynamically self-disciplinary. In particular, the possible
outcomes of worm propagation become:
Outcome 1. When the traceback interval exceeds a
very large threshold tE  log m=ðN  Þ  tE , the
worm propagator will be forced not to propagate
the worm.
. Outcome 2. When the traceback interval is lower
than the threshold, however, the worm will propagate to more computers than what a static selfdisciplinary worm can infect in a system with the
threshold-based scheme only.
We now analyze which outcome is likely to occur in
practice. In particular, we use examples to demonstrate that
the lower bound on traceback interval tB in Outcome 1 is very
difficult to achieve in real systems: Again, consider the
system setting in Sections 3.3 and 5. Due to Theorem 3, no
worm propagation will occur if and only if the traceback
interval is longer 4.8 days (i.e., tB  4:8 days). According to
the estimation of traceback cost [31], this will incur a one-time
cost of at least $2;430;000 per ISP, which is more than 10 times
the cost for defending against static self-disciplinary worms,
and is apparently unaffordable by many ISPs in practice.
Thus, the lower bound on tB derived in the theorem is
unachievable in practice. As such, an integration of the
threshold-based and traceback schemes cannot effectively
defend against dynamic self-disciplinary worms.
.

6.2 Spectrum-Based Scheme
A key observation from Theorem 3 is that a dynamic selfdisciplinary worm can use full-speed propagation in the
beginning to avoid being traced back. To counteract these
worms, we introduce a spectrum-based detection scheme to
restrict the propagation growth rate of a worm at the initial
stage of propagation.
The basic idea of the spectrum-based scheme can be
stated as follows: Note that if a worm adopts a high
propagation growth rate (e.g., pðtÞ ¼ 1) at the beginning of
propagation, the worm-scan traffic will exhibit a highly
visible pattern (i.e., trend of exponential increase) when
compared with the network background traffic. The
objective of spectrum-based detection is to extract such a
pattern (as signal) from the normal network traffic (as
noise). The idea of using spectrum-based approaches to
identify signal from noise has been widely used in the
literature of signal processing [32], and has been shown to
be capable of distinguishing a signal from noise, even when
the signal-to-noise ratio is low.
For the purpose of this paper, we consider the background traffic as white noise in the theoretical analysis.
Nevertheless, in our simulation study in Section 7, we use
the real-world port-scan traffic logs provided by the SANs
Internet storm center (ISC) as the background traffic. Note
that our scheme is also ready to work with other cases of
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Internet background traffic. For example, consider cases
where network congestion could possibly cause a high lowfrequency component in frequency domain of traffic [33],
we can leverage existing work on traffic congestion
detection and diagnosis to filter such false alarms of raising
worm attack events, maintaining the high worm detection
performance [33], [34], [35].
In particular, we analyze the frequencies contained in the
sampled time-series data of scan traffic volume, which is
collected by the detection control center. If there is no worm
propagation on the network, the background traffic volume,
as white noise, should have equal (expected) strengths on
all frequency components (i.e., from low to high frequency).
If a worm is propagating, however, there will be a relatively
abrupt change point and a strong low-frequency component in the frequency domain, because of the continuous
and exponential growth of worm-generated traffic volume
(which can be considered as having a very relatively long
period). Thus, the spectrum-based scheme detects worm
propagation by identifying low-frequency components with
high-power spectrum.
Formally, let rðtÞ be the traffic volume collected at time t.
At time t0 , the control center has collected a time-series data
set frð0Þ; rð1Þ; . . . ; rðt0 Þg. We transform the time-series data
to the frequency domain using the discrete Fourier transform [32] as 2ifollows: for all integer k 2 ½0; t0 , sðkÞ ¼
Pt0
t þ1kn
0
, where sðkÞ are the transformed fren¼0 rðnÞ  e
quency components corresponding to period 2k=ðt0 þ 1Þ,
and i is the imaginary unit. If rðtÞ is consisted of white noise
only, the expected complex modulus of sðkÞ (i.e., jsðkÞj)
should be the same for all k 2 ½0; t0 . Nonetheless, when a
worm is propagating, the expected jsðkÞj for lower frequencies (i.e., large k) will be larger than higher frequencies.
Thus, in order to detect worm propagation, we need to
measure the differences between jsðkÞj for difference
frequency ranges.
In particular, we can use a widely adopted measure in
pattern recognition called Spectral Flatness Measure (SFM)
[36], which is defined as the ratio between the geometric
mean and the arithmetic mean of sðkÞ.
 Qt0
SFM ¼

k¼0

1
t0 þ1

 1
sðkÞ t0 þ1

Pt0

k¼0 sðkÞ

;
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defender-specified threshold TM . The larger TM is, the
smaller pM and M will be.
Note that this spectrum-based scheme can be easily
integrated with the threshold-based and traceback
schemes in Section 2.2. In particular, the control center
will perform both the threshold-based scheme and the
spectrum-based scheme based on collected data, and issue
an alert if either scheme generates an alarm. After
detecting a propagating worm, the control center initiates
the traceback process automatically.

6.3

Integration of Threshold-Based, Traceback, and
Spectrum-Based Schemes
We now show that an integration of the threshold-based,
traceback, and spectrum-based schemes can effectively
defend against the propagation of dynamic self-disciplinary
worms. In particular, we prove that if the traceback interval
tB is longer than a (reasonable) threshold, the game will
reach Nash equilibrium in the case where the worm
propagator will be forced not to propagate any (static or
dynamic) self-disciplinary worm. Note that with the
introduction of the spectrum-based scheme, the strategy
set of the defender includes the determination of not only
the volume threshold TR , but also the SFM threshold TM .
The strategy set of the worm propagator remains the same.
As we mentioned in Section 6.2, the false positive rate 
now depends on both TR and TM .
0
be the maximum threshold for the false positive
Let TM
0
be the
rate to satisfy    when TR ¼ 1. Let p0M and M
0
. Suppose
corresponding values of pM and M when TM ¼ TM
0
ðtÞ is the number of infected computers at time t
that fM
when no defender exists in the system, and the worm
propagator uses

0
;
1; with probability M
ð7Þ
pðtÞ ¼
0
0
;
pM ; with probability 1  M
for all t 2 ½0; tE . We have the following theorem:
Theorem 4. When the worm propagator propagates a dynamic
self-disciplinary worm in the system and the defender uses an
integration of the threshold-based, traceback, and spectrumbased schemes, the Nash equilibrium of the game is as follows:
0
ðtE  tB Þ  m, the worm propagator chooses
When fM
not to propagate the worm (i.e., pðtÞ 0). The
0
.
defender chooses TR ¼ 1 and TM ¼ TM
. Otherwise, the worm propagator chooses

with prob: M ;
minð1; TR =fðtÞÞ;
ð8Þ
pðtÞ ¼
minðpM ; TR =fðtÞÞ; with prob: 1  M :

ð6Þ

Generally speaking, the smaller SFM is, the more difference
there is between sðkÞ at different frequency ranges [36], and
thus, the more likely it is that a worm is propagating on the
network. As such, our spectrum-based detection scheme
issues an alert when the value of SFM is smaller than or
equal to a predetermined threshold TM . Note that the
greater TM is, the more false alarms will be generated by the
spectrum-based approach. Thus, the defender must specify
the value of TM (along with TR for the threshold-based
scheme) based on the maximum tolerable false alarm rate .
Since the value of SFM decreases when the worm
propagator adopts a higher growth rate for a longer period
of time, we assume, for the sake of simplicity, that at time t0 ,
SFM  TM if and only if the worm uses pðtÞ > pM for a
(cumulated) period longer than M  t0 time slots
(pM ; M 2 ½0; 1). The values of pM and M depend on the
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The defender chooses the integration of TR and TM that
1) minimizes fðtD Þ when the worm uses the above
strategy and 2) satisfies   .
Refer to the Appendix for the proof of the theorem. Due
to the theorem, with the integration of all the three schemes,
there are two possible outcomes of worm propagation:
.

Outcome 1. When tB is greater than the derived
0
ðtE  tB Þ  m), the tracethreshold (i.e., satisfies fM
back and spectrum-based schemes will force the
worm propagator not to propagate the worm.
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Fig. 2. Maximum infection rate for static self-disciplinary worms.

Fig. 3. Maximum infection rate for dynamic self-disciplinary worms.

Outcome 2. When tB does not satisfy the condition,
the traceback scheme poses no threat to the worm
propagator. In this case, it is the threshold-based and
spectrum-based schemes that force the worm propagator to reduce pðtÞ to a reasonable level as
specified in the theorem.
We now analyze which outcome is likely to occur in
practice based on practical examples. In particular, we
demonstrate that the derived threshold on the traceback
interval tB in Outcome 1 is reasonable in many practical
systems: We use the same system setting as the one used in
Sections 3.3, 5, and 6.1. Based on the simulation results,
0
0
there is TM
¼ 72;000, pM ¼ 0:22, and M
¼ 0:5. Due to the
theorem, the worm propagator will not propagate the worm
as long as tB > 1:8 days. As we mentioned in Section 5, this
traceback interval is reasonable in practice. Thus, the
integration of all the three schemes can effectively defend
again dynamic self-disciplinary worms in the system, as
shown in Table 1.

chooses the optimal strategy of propagation growth rate as
specified in the Nash equilibrium. The maximum infection
rate is defined as the ratio of the number of infected
computers to the total number of vulnerable computers at
the moment when the worm is detected, or at time tE ,
whichever comes first.
We present the simulation results of our countermeasures
on static self-disciplinary and dynamic self-disciplinary
worms, respectively. For static self-disciplinary worms, we
measure the performance of an integration of the thresholdbased and traceback schemes. We also compare the results
with previous approaches that use threshold-based scheme
only [14]. The simulation results are shown in Fig. 2. As we
can see from this figure, when the traceback interval tB is
longer than 1.40 days when m ¼ 750 or 1.81 days when
m ¼ 1;500, the worm propagator will be forced to not
propagate the worm. As we discussed in Section 5, such a
traceback interval is reasonable in practice. Thus, an
integration of the threshold-based and traceback schemes
can defend against static self-disciplinary worms effectively.
On the other hand, if only the threshold-based scheme is
available, the number of infected computers is more than
119,300 (34.1 percent of all vulnerable computers). As we can
see, the threshold-based scheme cannot defend against static
self-disciplinary worms effectively by itself.
For dynamic self-disciplinary worms, we measure the
performance of an integration of threshold-based, traceback,
and spectrum-based schemes. We also compare the results
with previous approaches that use the threshold-based
scheme only [14] plus the spectrum-based scheme shown
in Section 6.2. The simulation results are shown in Fig. 3. As
we can see in this figure, when the traceback interval tB is
longer than 1.32 days when m ¼ 750 or 1.76 days when
m ¼ 1;500, the worm propagator will be forced to not
propagate the worm. As we discussed in Section 5, such a
traceback interval is reasonable in practice. Thus, an
integration of all the three schemes can effectively defend
against dynamic self-disciplinary worms.
In Fig. 4, we investigate the relationship between the
maximum infection rate and the maximum tolerable false
positive rate  when the traceback interval tB is not enough
to eliminate worm propagation. As we can see in the figure,
for the defense against both the static self-disciplinary
worm and dynamic self-disciplinary worm, the more false
alarms the system can tolerate, the less computers a
dynamic self-disciplinary worm can infect. In particular,
for the defense against the dynamic self-disciplinary worm,

.

7

SIMULATION RESULTS

In this section, we present the simulation results of systems
with static and dynamic self-disciplinary worms. In
particular, we conduct the simulation on a combination of
real-world background scan traffic and simulated wormgenerated traffic.
For the background scan traffic, we use the real-world
DShield logs data set provided by the SANs ISC [37]. The
data set contains more than 80 million scan records, with a
size of over 80 GB. All scan records are captured between
1 January 2005 and 15 January 2005. Each record includes
the source IP address, destination IP address, destination
port number, and time stamp of a monitored scan.
With the real-world scan traces serving as the background traffic, we add simulated worm-generated traffic as
follows: We use the same system setting as the one specified
in Section 3.3: The number of vulnerable computers on the
Internet is 350,000. The total number of IP addresses is
4:3 109 . The scan rate of worm propagation is 358 scans/
minute. The maximum false positive rate is 2 percent. The
maximum propagation time is tE ¼ 5 days. We conduct the
simulation based on various traceback parameters, with
m 2 ½750; 5;000 and the maximum traceback interval tB
ranging from 1,400 to 7,000 minutes.
We measure the performance of our countermeasures by
the maximum infection rate when the worm propagator
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Fig. 4. Relationship between maximum infection rate and maximum
false positive rate.

when the maximum tolerable false positive rate increases
from 1 to 8 percent, the maximum information rate
decreases from 36 to 12 percent correspondingly.
In Fig. 5, we also demonstrate the relationship between
the minimum required traceback interval tB to eliminate
worm propagation and the maximum number of computers
for manual check in traceback in the cases of defending
against the static self-disciplinary worm and defending
against the dynamic self-disciplinary worm, respectively.
As we can see in the figure, the larger the number of
computers the system allows to carry out a manual check
for traceback, the less traceback interval tB can be achieved
for the system to eliminate worm propagation. For example,
for the static self-disciplinary worm, when the number of
suspect computers for manual check increases from 1,000 to
2,000, the minimum required traceback interval tB decreases from 1.50 days to 1.32 days correspondingly. From
this figure, we know that minimum traceback interval for
the dynamic self-disciplinary worm is comparatively shorter than that for the static self-disciplinary worm. This is
because the spectrum-based detection scheme can effectively suppress the worm propagation growth rate in the
early stage of the worm propagation.

8

DISCUSSION

8.1 Generalized Utility Function
We now discuss how to generalize the utility function of the
worm propagator that we proposed in Section 4.3. Note that
in Section 4.3, we assumed that the worm propagator either
receives infinite penalty from traceback (i.e., uA ¼ 1 when
fðtD  tB Þ > m), or none at all (when fðtD  tB Þ > m). In
practice, however, different worm propagators may evaluate
the risk of being traced back. Some risk-averse worm
propagators may stop propagating the worm when the
probability of being traced back is 10 percent, while others
may choose to propagate regardless of whether or not they
will be traced back. Thus, we generalize the utility function of
a worm propagator to a continuous function, in order to
model the threats from worm propagators with different risk
aversion levels.
In particular, let hðxÞ be the loss of the worm propagator
if the defender can traceback to x infected computers at the
earliest traceback time maxð0; tD  tB Þ. Apparently, hðxÞ
should be monotonically decreasing with x, as a larger x
makes it more difficult to identify the worm propagator. Let
 > 0 be a preferential parameter predetermined by the
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Fig. 5. Maximum infection rate for dynamic self-disciplinary worms.

worm propagator. The generalized objective of a worm
propagator is to maximize
UA ¼ fðtD Þ    hðfðmaxð0; tD  tB ÞÞÞ:

ð9Þ

As we can see, our utility function defined in Section 4.3 is
a special case of this generalized version when h is defined
as follows:

1; if x  m;
hðxÞ ¼
ð10Þ
0; otherwise:
Given the generalized utility function, Theorem 2 and
Theorem 4 can be restated as follows:
Theorem 5. When the worm propagator propagates a static selfdisciplinary worm in the system and the defender uses an
integration of the threshold-based and traceback schemes, the
Nash equilibrium of the game is as follows:
.

.

pE NtE 1q

Þ
0
When   hððeNðe
pE NtE Þ1q þN Þ > pE TR , the worm propagator chooses not to propagate the worm (i.e., p ¼ 0).
The defender chooses TR ¼ TR0 .
Otherwise, the worm propagator chooses p ¼ pE . The
defender chooses TR ¼ TR0 .

Theorem 6. When the worm propagator propagates a dynamic
self-disciplinary worm in the system and the defender uses an
integration of the threshold-based, traceback, and spectrumbased schemes, the Nash equilibrium of the game is as follows:
If there exist TM and TR such that 1)   hðfðtE  tB ÞÞ >
pE TR and 2) the false positive rate  < , then the worm
propagator chooses not to propagate the worm (i.e.,
pðtÞ 0). The defender chooses the corresponding TR
and TM .
. Otherwise, the worm propagator chooses

with Prob: M ;
minð1; TR =fðtÞÞ;
ð11Þ
pðtÞ ¼
minðpM ; TR =fðtÞÞ; with Prob: 1  M :

.

The defender chooses the integration of TR and TM that
1) minimizes fðtD Þ when the worm uses the above
strategy and 2) satisfies   .
The basic idea for proving the above two theorems is
similar to the proof of Theorem 2 and Theorem 4. The optimal
strategy for the worm propagator is to select the maximum
propagation growth rate p or pðtÞ that delays the detection
time to tE . The condition for a static self-disciplinary worm to
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stop propagation is to make the utility function, defined in
(9) less than 0.

8.2 Self-Adaptation as a General Principle
In this paper, we focus on a new class of worms, referred to
as self-disciplinary worms. These worms adapt their propagation traffic patterns in order to reduce the probability of
detection, and eventually, to infect more computers. The
self-disciplinary worm is different from the polymorphic
worms that deliberately change their payload signatures
during the propagation [38], [39]. For example, MetaPHOR
[40] and Zmist [41]) worms intensively metamorphose their
payload signature to hide themselves from detection
schemes that rely on expensive packet payload analysis.
Bethencourt et al. studied worms which employed private
information retrieval techniques to find and retrieve specific
pieces of sensitive information from compromised computers while hiding their search criteria [42]. Sharif et al. [43]
presented an obfuscation technique that automatically
conceals specific condition-dependent malicious behavior
from worm detector that has no prior knowledge of program
inputs. Popov et al. [44] investigated a technique that allows
the worm programs to be obfuscated by changing many
control transfers into signals (traps) and inserting dummy
control transfers and “junk” instructions after the signals.
The resulted code can significantly reduce the chance to be
detected. Worm might also evade other scan [45] and traffic
morphing techniques to hide the detection [46].

9

RELATED WORK

In this section, we first introduce the modeling of worm
propagation. Then, we explore work related to worm
detection and network forensics, followed by the work
related to game-theoretic studies for network security.
Due to substantial damage caused by worms in past
years, there have been significant efforts on modeling and
detecting worms as well as other defenses. With the help of
worm modeling, effective detection and defense schemes
could be further developed to mitigate worms’ impact;
hence, tremendous research effort has focused on this area
[2], [47], [48], [49], [50]. All these studies focus on traditional
worms discussed in Section 2.1.1, while our study focuses
on modeling the propagation of self-disciplinary worms
that can dynamically manipulate the propagation traffic
pattern to reduce the probability of being detected. The
“self-stopping” worms investigated in [10], [12] are special
cases of self-disciplinary worms studied in this paper.
There are two types of systems for worm detection: hostbased detection and network-based detection. Many hostbased worm detection schemes are proposed in the
literature [18], [19], which mainly focus on detecting worms
via software anomalies. For example, Wang et al. [18]
proposed a packet vaccine mechanism that randomizes
address-like strings in packet payloads to carry out fast
exploit detection, vulnerability diagnosis, and signature
generation. Gao et al. [19] presented an approach for
detecting anomalous behavior of executing processes based
on the insights that processes running the same executable
should behave similarly in response to a common input. As
a complimentary approach to detect worm attacks, many
network-based worm detection schemes are proposed in
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the literature, many of which focus on detecting worms via
network traffic analysis. For example, Jung et al. [51]
developed a threshold-based detection algorithm to identify
anomalous scan traffic generated by a computer. Venkataraman et al. [14] and Wu et al. [13] proposed schemes to
examine statistics of scan traffic volume. Zou et al.
presented a trend-based detection scheme to examine the
exponentially increasing scan-traffic pattern [52]. Crovella
et al. [53] proposed a scheme to examine other features of
scan traffic, such as the distribution of destination addresses. Perdisci et al. [38] studied worms that attempt to
“take on” new payload patterns to avoid detection. Besides
the network-based detection, there is also extensive
research on postdetection defense, including containment,
throttling, and filtering [17], [55].
Forensic analysis is another critical countermeasure to
defend against worm attacks by tracing network logs to
identify attack origins. Many forensic analysis mechanisms
have been proposed [15], [26], [27]. For example, in order to
render Internet forensic analysis feasible, Xie et al. [31]
proposed an infrastructure in which distributed collection
points record log traffic and store them in repositories for
querying. Carrier et al. [56] presented a protocol that can
assist in the forensic analysis of a computer involved in
malicious network activity. Their system was designed to
help automate the process of tracing attackers who log on to
a series of hosts to hide their identity. Sekar et al. [15]
studied a random-walk algorithm to determine the computer responsible for worm propagation, using an insight that
the propagation traffic forms a causal tree with root at the
source of worm attacks.
The application of game theory has also been extensively
studied in distributed systems and network security research
[57], [58], [59]. For example, Moscibroda et al. [60] applied the
game theory to study how much the presence of selfish/
Byzantine players can deteriorate or improve the virus
propagation over a specific grid topology. In contrast, our
work investigates a general form of worms that can
dynamically manipulate the overall propagation patterns
and analyze the performance of integrated countermeasures
against such worms over the Internet.

10 FINAL REMARKS
In this paper, we modeled a new class of worms called selfdisciplinary worms, which adapt their propagation pattern
in order to avoid detection. Based on the degree of control of
the propagation growth rate, we classified self-disciplinary
worms into two categories: static self-disciplinary worms
and dynamic self-disciplinary worms. We demonstrated that
existing worm detection schemes based on traffic volume
and variance are insufficient to detect self-disciplinary
worms. Based on a game-theoretic formulation of the
interaction between the worm propagator and the defender,
we showed that an effective integration of multiple
defensive schemes is critical for defending against selfdisciplinary worms. In particular, we considered three
schemes: threshold-based scheme, traceback scheme, and
spectrum-based scheme. We showed that the combination of
the first two schemes can effectively defend against the static
self-disciplinary worms, while the combination of all the
three schemes can effectively defend against the dynamic
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APPENDIX
A.1 Derivation of fðtÞ
To derive the relationship between fðtÞ and other system
parameters, we take an approach similar to the epidemic
model used for analyzing traditional worms [28]. Note that
ð12Þ

where Xðt; tÞ is the number of computers infected during
time internal ðt; t þ t. Xðt; tÞ can be estimated as:
Xðt; tÞ ¼ ðNumber of worm scans in ðt; t þ tÞ
 ðSuccess rate of each scanÞ  t:

ð13Þ
ð14Þ

When t ! 0, the number of scans made during ðt; t þ
t tends to be S  p  fðtÞ  t. Let V and N be the total
number of IP addresses and vulnerable computers on the
Internet, respectively. At time t, the number of computers
that are vulnerable to infection is N  fðtÞ. Then, the
success rate of a scan is ðN  fðtÞÞ=V . Due to (13), we have
Xðt; tÞ ¼ S  p  fðtÞ 

N  fðtÞ
t:
V

ð15Þ

Let  ¼ S=V .  is commonly referred to as the pairwise
propagation rate in the epidemic research literature [28].
Substituting (15) into (12), we have
dfðtÞ
fðt þ tÞ  fðtÞ
¼ lim
¼   p  fðtÞ  ðN  fðtÞÞ:
t!0
dt
t
As we can see, this is a differential equation of fðtÞ in terms
of system parameters , p, and N. With the initial condition
in (2), (3) can be solved using Laplace transform [61].

A.2 Proof of Theorem 3
Proof. We first consider the case where tB  tE 
log m=ðN  Þ. In this case, the proof of Nash equilibrium
is similar to that of Theorem 2. Thus, we only
demonstrate why the lower bound on tB changes to
tE  log m=ðN  Þ  tE . Consider the case where the
worm propagator adopts a strategy as follows:
First, the worm propagator uses pðtÞ ¼
minð1; TR0 =fðtÞÞ to infect m computers as soon
as possible, say, at time tA (i.e., fðtA Þ ¼ m).
2. After that, the worm propagator chooses pðtÞ ¼ 0.
As we can see, since m  N, the worm will not be
detected before tA . Thus, the worm propagator cannot be
traced back as long as tA < tE  tB . As such, in order to
force the worm propagator not to propagate the worm,
there must be fðtE  tB Þ  m for the above strategy. That
NðtE tB Þ
is, eNe
NðtE tB Þ þN  m. With some mathematical manipulam
1
Nm
log Nm
 tE  log
tion, we have tB  tE  N
N  tE . Thus,
a necessary condition to force the worm propagator not
to propagate the worm is tB  tE  ðlog mÞ=ðN  Þ  tE .
We now consider the case where tB < tE 
log m=ðN  Þ. In particular, we prove the correctness of
1.
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the Nash equilibrium specified in the theorem by
showing that no player can benefit by unilaterally
changing its strategy. As we have shown in Theorem 2,
the defender cannot benefit by deviating from TR ¼ TR0 .
For the worm propagator, suppose that it uses a different
propagation growth rate function p1 ðtÞ. In order for the
worm propagator to benefit from the strategy change,
there must exist t1 2 ½0; tE  such that p1 ðt1 Þ > pðt1 Þ ¼
minð1; TR0 =fðtÞÞ. Nevertheless, the worm will then be
detected at time t1 due to the threshold-based scheme,
resulting in a reduced uA . Thus, no player can benefit by
changing its strategy unilaterally from the equilibrium
specified in the theorem.
u
t

self-disciplinary worms. This paper lays the foundation for
ongoing studies of “smart” worms that intelligently adapt
their propagation patterns to countermeasures.

fðt þ tÞ ¼ fðtÞ þ Xðt; tÞ;
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A.3 Proof of Theorem 4
0
Proof. We first consider the case where fM
ðtE  tB Þ  m.
Apparently, the defender already reaches the maximum
possible uD ¼ 0 and cannot benefit by changing its
strategy. For the worm propagator, suppose that it
changes the propagation growth rate function to p1 ðtÞ.
Let the changed function of the number of infected
computers be f1 ðtÞ. Due to the definition of spectrum0
0
based scheme and fM
ðtÞ, there must be f1 ðtÞ  fM
ðtÞ for
0
all t 2 ½0; tE . Thus, f1 ðtE  tB Þ  fM ðtE  tB Þ  m. That is,
the worm propagator will be traced back with probability of at least 50 percent, resulting in uA ¼ 1. As
such, the worm propagator cannot benefit by changing
its strategy unilaterally.
0
ðtE  tB Þ > m.
We now consider the case where fM
Note that in order to avoid being detected by the
threshold-based scheme, the worm propagator must
maintain pðtÞ  TR =fðtÞ. Based on our discussion above,
it is easy to verify that the worm propagator cannot
benefit by changing its strategy unilaterally. For the
defender, if it changes either TR or TM , there will be only
two possible outcomes: 1) an increased fðtD Þ and/or
2)  > . Either way, the defender will have a decreased
utility function uD . Thus, the defender cannot benefit by
changing its strategy unilaterally.
u
t
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