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ABSTRACT
The work presented in this paper describes the evolution impact 
of mobile devices operating system's features through its 
increasing use for internet navigation. And thus, the growing risks 
of getting contaminated by hostile programs, which exploit the 
vulnerabilities of these systems and spreading to a large scale via 
services such as Bluetooth and MMS. 

Following the description of the spreading and infection methods 
of these equipments via Bluetooth and MMS, two solutions from 
the industrial and academic world are exposed. Moreover, a 
solution based on the use of telecom provider's online services to 
scan and disinfect these mobile devices is proposed at the end. 
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1. INTRODUCTION 
Today, mobile phones have become rudimentary tools of the daily 
life; these devices have been improved to support internet access 
features through 2G, 3G and 4G generations [1]. However, the 
current issue is that, malware programs got profit from these 
features by spreading and using wireless interfaces such as 
Bluetooth and GSM to communicate (the spreading  is made in 
most of the cases through Bluetooth and MMS messages). 

The research approach adopted in this work is based on the 
definition of the state of the art mobile phone’s safety, then the 
study of some academic and industrial solutions against the 
spreading of malwares using the Bluetooth and MMS. At the end 
we offer a solution and verification of these malware scan, based 
on providing a complete scan / disinfection of the telecom 
operator to its subscribers. 

The approach of research adopted in this work is based on the 
definition of the state of art of the mobile phones security, then on 
the study of some academic and manufacturer’s solutions against 
the distribution of malware programs through Bluetooth and 
MMS, and finally, we propose a solution of checking and 

scanning mobile devices, looking for hostile programs. This will 
be based on a complete service of scan / disinfection offered by 
the telecom provider for its subscribers. 

2. STATE OF THE ART OF MOBILE 
PHONES:
The number of mobile phones has significantly increased in the 
last few years (Figure1) which will exceed the of PCs. it is due to 
the improvement of the memory, CPU, and also, due to the small 
size of mobile devices and to their sophisticated features (WIFI, 
Bluetooth, 3G…); these mobile devices became more practical to 
browse the Internet, exchange data and became practical for 
office work. 

Figure 1: Comparison between the number of mobile phones 
and computers [2]. 

Therefore, and due to the  development of mobile phones like 
adding new features (4G, WiFi…), the number 
of Internet users through mobile phones will exceed the 
number of classical Internet users by the end of the year 2013 
(Figure 2). 
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Figure 2: Comparison between the number of classical and 
mobile phone’s internet users [2]. 

This will contribute widely in the propagation and dissemination 
of malware in mobile phones. These malwares, such as 
Commwarrior [3], Flexispy [4], Cabir [5], Inqtana [6] use the 
vulnerabilities hidden in the operating systems and spread in 
unsecure wireless networks. 

3. PROPAGATION OF MALWARE 
Mobile phones have multiple communication interfaces [7] (USB, 
GPRS,…) for the synchronization with the computer, the storage 
of  data on memory cards, the multimedia exchange via bluetooth 
WiFi etc....  In a social network, a   malware program tries to use 
these interfaces to spread using services such as MMS and 
Bluetooth ( Figure3). 

The majority of existing malware uses centralized methods 
implemented in the provider network [8] in order to propagate. 

Figure 3: Infection via Bluetooth and MMS in a social 
network [9]. 

When a node is infected, it launches attempts to broadcast 
malware via MMS, it behaves like an e-mail’s virus on Internet: it 
generally begins with  sending MMS messages towards numbers 
found in the phonebook of the infected mobile phone or generate 
sequences combinations of phone numbers of an operator or a 
known area [10]. This fake message is very lucky to be opened 
and activated. The environment of the mobile networks allows the 
hostile programs to disseminate by direct contact through 
Bluetooth or Wi-Fi between nodes in the case of a limited 
geographical area and by indirect contact using MMS or SMS for 
wide geographical zones. 

These two methods of the hostile programs spreading in a large 
scale are the origins of the necessity of adopting adequate 
solutions to limit the dangers of these hostile programs on the 
privacy of the data on the user's device. 

4. SOLUTION AGAINST MALWARE 
SPREADING 
The traditional way of detecting a malware which is based on the 
digital signature, is a recent approach of the research which tries 
to prevent and limit the threat caused by the mobile malware. 

According to the investigation of the prevention 
of integrity measurement based malware [11,12] that applies a 
compulsory access control to prevent the behavior of the hostile 
programs, the major challenge is to define, in an automatic way, 
the healthy rules without involving a human intervention.  

One other solution is the examination [13,14] of the abnormal 
change in the electric power of the mobile device which detects 
the mobile malware by observing the additional energy 
consumption caused by hostile behavior. The major drawback of 
this technique is the lack of accuracy in the precision and 
modeling of power consumption for mobile multitasking 
platforms.

Other industrial efforts against these hostile programs result 
mainly from two sources:  

1. The operating system (Android, Symbian, and 
Microsoft Windows) based on privileges and access 
control.

2. The antivirus (Kaspersky, McAfee, Norton) which 
works at the base of attack signatures (detecting 
execution traces) [15]. 

4.1 Via MMS: 
The techniques of artificial intelligence such as the generation of 
a text image help us differentiate the human beings from 
programs. 

Network servers adopt this strategy for the automatic filtering of 
messages generated by spammers. For example, we take the 
security policy module to guarantee messaging based on Linux 
Qtopia Phone, Qtopia offer a number of integrated messaging 
applications (eg: SMS, MMS and e-mail client). The rules can be 
defined for other applications within this module or other 
modules.   

The following diagram shows how to define the rules of the 
SELinux policy and explains why the rules of this policy 
contribute to protect the application against the malware programs 
that adopt a strategy of attack. 
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Figure 4: Protection process [16]. 
The algorithm (Figure4) for checking the sent messages uses a 
limited number of trying, and turning a test before sending any 
message. Gimpy generates the text image (Figure 5) 

Most of the mobile phones have limited resources (typically with 
220MHz processor and 32Mo of RAM), we cannot involve 
complex visual tests. 

Figure 5: The test of image text in mobile phones [16].

Gimpy CAPTCHA is efficient and simple to implement 
(Figure5). It generates an arbitrary sequence of letters forming a 
text, and produces a distorted image using the generated 
sequence.

CAPTCHA is a program which generates visual tests that the 
human beings can resolve easily, but the automated programs, in 
particular, the malware cannot.

Thus, the mobile phone user has to pass an easy and simple test 
(e.g.: recognize an image of distorted text (Figure 5) before 
sending a message to the recently established interface: the 
decoding of the distorted text images exceeds the capacity of 
malware. therefore, the most likely malware of this authentication 
fails and all the unauthorized messages will be deleted from the 
mobile phone. Thus, we can prevent any spreading of the hostile 
programs via MMS. 

4.2 Via Bluetooth: 
The defense strategy against the spread via Bluetooth is 
summarized in the following architecture called Blue-Watchdog, 
this strategy allows us to detect the spreading of Bluetooth worms 
in public zones.  

Bleu-Watchdog consists of two basic elements: 

1. Bluetooth watches  
2. The detection center of Bluetooth worms. 
Bluetooth monitors (figure6) are used to collect the number of 
paging attempts, which is rudimentary for the distribution of the 
Bluetooth worm technology. However, the number of 
investigation packets is not a good signal for detecting the worm, 
because investigation packets that are used to discover the 
neighbors can be used for normal monitoring operations. 

Figure 6: Bluetooth monitors and Bluetooth worm detection 
center [17]. 

The Bluetooth worm is designed to spread quickly in an 
aggressive way of scanning for new victims in the coverage area.  

The technique of in time detection is to detect Bluetooth worms 
by the analysis of chronological series that have been collected: 
Watchdog uses a blue-point of the detection 
sequence exchange whose aim is to find the point of exchange, if 
it occurs in a time series by checking if it is an ongoing process. 

The worm cannot increase the global average paging in a 
significant way. In this plan (figure6), Bleu-Watchdog identifies 
the spatial clusters with an abnormally raised rate by average 
Bluetooth paging. For an ease of explanation, we introduce some 
notations here. 

Contribution: in order to reduce this spreading, I propose, a 
solution which consists of two actions. This solution is based on 
the Web site of the telecom provider. 

For the spreading via MMS: in order to ensure the privacy of the 
data of its subscribers, the telecom provider is invited to 
implement an automatic program of verification/disinfection in all 
the versions of the operating systems of all mobile phones, to 
distinguish the real MMS from the hostile program and limit  its 
spreading afterward.  

This program itself, should not plague the performances of the 
mobile device, or consume many resources (CPU, RAM, battery 
power).

For the spreading via Bluetooth: telecom providers can integrate 
new powerful identification solutions along with strong access 
filtering solutions using IP address or MAC address 
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(Bluetooth Access-List), into their marketed mobile devices , in 
order to authorize the access for known and trusted mobile phones 
only. With this solution, only authenticated and authorized 
users can share resources through the Bluetooth network. 

In addition, to elude the spread of malware through a wireless 
internet connection or 3G/4G network, we 
propose a solution based on the supply of basic telecom 
providers: having more resources that a simple mobile device 
can offer its subscribers a service of detection/removal of viruses, 
mail viruses and web viruses. 

Figure 7: Scan/disinfect mobile phones via telecom provider's 
online services. 

These solutions, if it is installed in the local network of the 
telecom provider (Figure 7), will stop the dissemination of 
any malicious program through the network, which is the focal 
point of the interconnection of all mobile devices 
(GSM or CDMA) and the interconnection gateway to 
other telecom providers: using a comprehensive security 
solution (gateway antivirus, firewall, intrusion 
detection, vulnerability testing and filter SMS 
/ MMS, antispam ..). 

5. CONCLUSION 
In this work we proposed architecture based on the telecom 
providers offers to give solutions to MMS and Bluetooth security 
issues. 

In order to warranty an optimal security for private, personal, and 
professional data to all mobile phone users (users don't have a 
good knowledge in mobile security): we plan to explore this 
farther in our future work, an utter and complete solution for the 
mobile device's vulnerabilities scanning and testing using an 
online service hosted by the telecom provider and enclosing an 
utter scan against all malicious programs: viruses, spams, and 
DOS attack. 

The vulnerability test offered by the telecom provider after the 
subscribed request will be the subject of a future work in which 
we are aiming to prepare a complete diagram with firewalls, 

intrusion detection, vulnerability test, antivirus/anti-spam, and 
antispyware, to test and measure the degree of infections and their 
impact on the resources consumption (CPU, RAM, battery power) 
upon the online scan process.  
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