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ABSTRACT
Mobile phones are rapidly becoming small-size general pur-
pose computers, so-called smartphones. However, applica-
tions and data stored on mobile phones are less protected
from unauthorized access than on most desktop and mobile
computers. This paper presents a survey on users’ secu-
rity needs, awareness and concerns in the context of mobile
phones. It also evaluates acceptance and perceived protec-
tion of existing and novel authentication methods. The re-
sponses from 465 participants reveal that users are interested
in increased security and data protection. The current pro-
tection by using PIN (Personal Identification Number) is per-
ceived as neither adequate nor convenient in all cases. The
sensitivity of data stored on the devices varies depending on
the data type and the context of use, asking for the need for
another level of protection. According to these findings, a
two-level security model for mobile phones is proposed. The
model provides differential data and service protection by
utilizing existing capabilities of a mobile phone for authen-
ticating users.
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INTRODUCTION
The mobile phone has become an inseparable companion
for many users, serving for much more than just commu-
nication. It is a multi-purpose device which fulfills impor-
tant functions in the user’s personal and professional life
[4]. In parallel, the storage capabilities of mobile phones
increase rapidly, and phones can today generate and store
large amounts of different content types (documents, mails,
visual and audio media, databases, etc.). All and all, mobile
phones resemble in their capabilities personal computers or
netbooks with embedded telephony capabilities. However,
one of the aspects in which mobile phones lag behind is
security and data protection [15]. Conventional protection
provides only a one-time verification system upon switch-
on: unless locked, the device is always open; and automatic
locking of the device is usually not the default setup on the
phones of the top 5 vendors [10]. Many users keep their de-
vices unsecured as they perceive the usage of a phone PIN
(not the SIM PIN) as inconvenient [24].

Lately, the security industry, device manufactures and re-
searchers identified the increased need for mobile phone se-
curity. The annual survey of the Computer Security Insti-
tute, which focuses on security in companies and organiza-
tions of different sizes, mentioned in 2008 for the first time
the security incidents “Theft/loss of proprietary information
from mobile devices” and “Theft/loss of customer data from
mobile devices”. The 2009 report reveals that 42% of the
respondents experienced “laptop and mobile hardware loss
or theft” and 12% of these cases lead to data breaches [17].
McAfee report [16] emphasizes the need for additional se-
curity features and the key role of device manufacturers and
service providers in the implementation of security features.
However, the report states that there is very limited past ex-
perience with security incidents, which makes the prevention
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of future attacks difficult. Some ongoing research deals with
the implementation of security mechanisms and various au-
thentication methods in mobile phones (e.g. [9]). The trans-
fer of security concepts and features from the desktop envi-
ronment to mobile phones turns out to be far from trivial, and
it encompasses numerous challenges resulting from usabil-
ity and security tradeoffs [2]. A successful implementation
of authentication methods in mobile phones relies on achiev-
ing acceptable false rejection and false acceptance rates, an
objective that has yet to be achieved [5].

In most cases, the only security mechanism in mobile phones
is a PIN, usually a 4 digit code. It is used to identify the user
in the network when the device is turned on, but it can be
also be used to lock the keypad (the code can be different).
Similarly to passwords, the use of PIN codes suffers from
numerous usability and security problems. The drawbacks
of passwords are mostly due to authorized users selecting
simple or guessable combinations (e.g. their birth date),
sharing the password, using the same password for multi-
ple purposes and accounts or even writing it down [3, 18].
Furthermore, users tend to activate their device and keep it
active for long periods of time (more than 10 hours a day)
[4]. Thus, in many cases, mobile phones are left unprotected
and unsecured for long periods of time. The small size and
the high cost of the devices make them susceptible to loss or
theft. The large amount of mostly unprotected data stored on
the device puts the user at risk [2]. This risk is amplified by
lack of awareness and the appropriate security mechanisms
to mitigate it.

In order to provide additional levels of security as well as
other authentication methods a mobile phone must have the
underlying operating system (OS) capabilities and the apro-
priate hardware. In this regard smartphones already pro-
vide an adaptable OS. We define a smartphone as a mobile
phone with a programmable operating system (meaning the
OS vendor provides a Software Development Kit) and the
possibility to add new software applications and data con-
tent in different formats.

Our study aims to provide insight on user preferences for
a future mobile phone with a graded (multi-level) security
mechanism and the use of alternative (biometric) authentica-
tion methods. Graded security is achieved through two com-
plementary concepts. The first is assigning different levels of
security to different applications and content, and the second
is matching each security level with a single authentication
method or a combination of several methods. For example,
to secure the SMS application a PIN might be enough but
access to the e-mail requires PIN and fingerprint authentica-
tion. The main questions are:

• Which authentication methods are preferred?

• Which alternative (biometric) methods are favored in com-
parision to the PIN?

• What data is considered as sensitive to get an “extra-level”
of security?

As the basis for the new approach to mobile phone secu-
rity proposed here, we used the survey to collect informa-
tion on questions, such as whether it makes sense to have
multiple levels of security and whether users differentiate in
the sensitivity of data types stored on their devices or func-
tions the devices provide. An additional question that will
be addressed is how mobile phone users perceive authenti-
cation methods from usability and security perspectives. The
answers to these questions are discussed in view of the re-
sults from previous surveys and with respect to the proposed
model. Finally, we conclude on users’ needs with respect
to a multi-level security model and possible adaptation of
authentication methods.

SECURITY, USABILITY, AND CONVENIENCE
“Balance is the key to all security efforts.[...] Unless you
stand over them with a loaded gun, users will disable, evade,
or avoid any security system that proves to be too burden-
some or bothersome.” [24] It may not seem to be too exag-
gerated as a recent study on password security has shown
[11]: Roughly 1% of the analyzed 32 million passwords
used for a web service were simply “123456”, and “almost
all of the 5000 most popular passwords, that are used by
a share of 20% of the users, were just that – names, slang
words, dictionary words or trivial passwords (consecutive
digits, adjacent keyboard keys, and so on).” [11].

As cited above, the key for appropriate security behavior is
to balance usability and security. Additional finding of the
study on passwords [24] is that a significant amount of users
either do not know the concept of secure passwords or do not
care. Convenient passwords are easily attacked with brute
force, but still offer some advantages over not using pass-
words at all. A device, its data, or its application might be
secured against a “casual” and unprofessional attack by chil-
dren, spouses, friends, co-workers etc.

We assume, that in the context of mobile phones users show
a similar behavior, whereby the security mechanisms of a
smartphone (and mobile phones in general) are to be con-
sidered even weaker than the security mechanisms of web
services (or computers in general). A 4-digit PIN is easier
attacked or even guessed, than, for example, an 8-character
password.

Authentication methods on mobile phones
Identification and authentication methods are usually divided
into three main areas: knowledge-based authentication (e.g.,
passwords, PINs etc), token-based authentication (e.g., smart
card, USB dongle, etc.), and biometric authentication (e.g.,
fingerprints, iris scans, etc.). While knowledge-based and
token-based authentication methods are used on a regular
basis by many people around the world, biometric authen-
tication methods are at least known to exist (fingerprint and
iris recognition in movies etc.) by a part of the users. Bio-
metric authentication methods are often seen as having ad-
vantages over other methods, because no password has to be
remembered, no token or written-down note can be lost or
stolen, and biometric methods are harder to “crack” [12].
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We do not consider token-based methods here, as the hard-
ware constraints of mobile phones do not favor them at the
moment. Tokens like USB dongles or smart cards require
connectors or readers, which are not implemented yet while
other methods can take advantage of functions that are al-
ready built into mobile phones. We also do not consider mo-
bile phones used as tokens.

Currently available smartphones most commonly use the fol-
lowing security feature: a 4-digit PIN to secure access to
the SIM card or to lock the device. A few devices intro-
duced character-based passwords or recognition-based ges-
tures (e.g. Android-based devices).

Knowledge-based methods
Personal Identification Number (PIN): This method is prob-
ably most commonly used for authentication on devices in
question here, i.e. mobile phones. The common variant con-
sists of a 4-digit pass-code to be entered via a keypad.

Passwords: Passwords are very well known for a lot of log-
on processes, being it a personal computer or a web service.
Passwords need a character-based input device, this prob-
ably prevented them to be widely used on mobile phones,
which most commonly offer a keypad only. There are ex-
ample devices (with full keyboards) as the RIM Blackberry
Bold, which allow for passwords with 4 to 14 characters (and
password rules).

Recognition-based passwords: These “passwords” are not
based on character or digit input and less common to be
found. They involve to (re- )draw a pattern, to select parts of
a picture in a certain sequence, or to substitute PIN-numbers
with pictures. As this method is (in part) implemented in the
Android operating system, it may see some rise in use in the
future.

Biometric methods
We can assume from former research, that users are inter-
ested in convenience [24]. Every interaction, which “de-
stroys” the work flow and/or takes up too much time, can be
assumed as to be “too burdensome or bothersome”. In this
regard it is obvious, that some (biometric) methods are not
very well suited for mobile devices, if we consider usability
(and hardware constraints) [12].

For example, palm-print, hand vascular, and hand or ear ge-
ometry recognition cannot be implemented due to size re-
quirements. Gait recognition is implausible, because this
would require to walk in a certain distance from one’s own
mobile phone to be captured by its camera (mobile phones
are usually carried in pant pockets, jacket pockets or hand-
bags, making gait recognition by motion sensor unsuitable).
The same goes for any 3D object recognition as it either de-
pends on considerable hardware or would be hard to use
alone. Signature verification needs a relatively large input
area, but this could be possible on today’s smartphones.

This still leaves a lot of methods to be considered as po-
tentially usable biometric authentication methods on mobile

phones: fingerprint recognition, face recognition, iris recog-
nition, speaker recognition, 2D and 3D gesture recognition,
and continuous biometrics or activity-based verification (e.g.
typing pattern).

Biometric authentication methods already implemented
on mobile phones
Speech recognition is already available on smartphones, but
it is mainly used as an interface, not as an authentication
method. There were and are, very few mobile phones avail-
able that offer other security methods than a 4-digit PIN. Ex-
amples of commercially available devices are several mod-
els by Fujitsu, e.g. FOMA F905i (released in 2008) with a
fingerprint swipe-sensor on the backside, and Sharp 904SH
(released in 2006), which uses its front-facing camera for
face recognition. Both example devices were released on
the Japanese market only.

At the time of writing, in the U.S. and European market,
only few mobile phones provide additional security levels
other than SIM PIN or phone lock. The LG eXpo GW820,
a Windows Mobile 6.5-based model incorporating a finger-
print swipe sensor, which can secure access to the phone and
individual applications and data and the Motorola Atrix 4G
(expected release on February 2011).

RELATED WORK
Several surveys dealt with the security needs of mobile phone
users and attitudes towards various authentication methods.
Regarding the security needs of business professionals, a
survey with 230 respondents revealed that 31% of them store
sensitive work-related data on the device. Furthermore, 81%
of them consider the information on their Personal Digital
Assistant (PDA) to be between ”somewhat” and ”extremely”
sensitive and 69% of them were willing to pay more for a se-
cured PDA [21].

Clarke and Furnell [4] found that among the factors which
are considered when selecting a handset, security features
reached the second place after battery life. In the same sur-
vey 85% of respondents were in favor of additional security
and protection for their mobile phone. These findings are
consistent with the findings of a survey conducted later by
Kowalski and Goldstein [14] which found that about 70% of
the 97 respondents were interested in increased security for
mobile phones.

These surveys also assessed the usage of PIN authentication
among mobile phone users. In some of them separate ques-
tions were asked regarding PIN usage. In general, it seems
that the percent of users who know about the ability of the
PIN to protect their handset is increasing, from 56% who use
PIN in 2002 [6] to 66% [4] and 82% [14] in 2005 and 2006,
respectively. One of the qualities that is frequently attributed
to PIN is inconvenience; 41% of the respondents in an early
survey felt that entering a PIN is inconvenient [6]. However,
from later surveys it seems that the attitude towards PIN is
changing with only 30% [4] and 15% [14] of the respon-
dents stating that PIN is inconvenient. Still, the last survey
was conducted among 97 information security students and
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this might have contributed to the low rate of negative re-
sponses regarding the convenience of PIN. Bearing in mind
the purpose of the PIN mechanism, the researchers in these
surveys asked about the perceived level of protection it pro-
vides. Again, the findings are inconclusive. Some findings
indicate that the PIN is not perceived as efficient in the pre-
vention of misuse (41% in [6]), while in other surveys a rel-
atively high percentage of respondents reported that the PIN
provides adequate protection (42% in [4]) or that they trust
the protection it provides (54% in [14]).

In the context of mobile phones, biometric authentication
methods are frequently proposed as an alternative to the PIN.
Some methods, such as fingerprint and face identification,
are already used in different contexts, others, such as ear
geometry identification, are unique to mobile phones. In
general, biometric authentication is perceived as a good idea
by the majority of mobile phone users [4]. However, not
all methods are likely to be accepted and adopted by users.
Fingerprints (74%), voice print (55%) and iris identification
(41%) were positively rated in a previous survey [6]. The
same three methods were also perceived to be the most likely
to be used in the future by 80%, 70% and 53% of the respon-
dents, respectively [4]. Other methods, such as face identi-
fication and keystroke analysis, received low scores for the
above two measurements. The familiarity with the authen-
tication method and the performance of the authentication
method in terms of false acceptance rate and false rejection
rate are important acceptance predictors, along with other
usability aspects of the authentication methods [5].

GRADED SECURITY
Graded security can be seen from two different perspectives:
First, as a role-based hierarchical system to provide access
to certain areas of the secured device, where access is de-
fined by user-based roles (e.g., from guest-user to super-
user). Second, graded security can be seen as a content-
based system, where access to specific content is secured by
access to this content alone. The user has to provide authen-
tication to get access to content, but there is no overlap to
other content. Each content has to be accessed individually.
This is in contrast to the super-user, who can access every-
thing on the system once authentication is passed. Of course,
both approaches to graded security can also be combined.

Systems using a graded method of security to access defined
areas are in common use, and we can expect that users are
accustomed to the concept. Especially in the area of comput-
ers, graded security has been in use for a long time (at least
since the MULTICS operating system), even on consumer-
oriented products (e.g., networked and mobile computers).
For example, on a networked computer the user gains access
by providing a password, for further access to network-based
functions he may be prompted to provide another password
(or the same again). On mobile computers the user may need
to provide a password or a fingerprint scan to start the device
beyond the BIOS routine, and then provide further authenti-
cation when to log into his or her user account. If the com-
puter connects to the Internet, users almost always require
providing authentication to access certain web sites, being it

an e-mail account, a web shop, or a banking account.

Thus, we can expect to a certain degree, that users are aware
of the concepts of graded security.

METHOD
With these considerations about (biometric) security meth-
ods and graded security in mind, we come back to the three
main questions. In order to gain first insights into user pref-
erences for biometric authentication methods and graded se-
curity on mobile phones, we had a two-fold approach: focus
group discussions [22] and a web survey to cross-validate
the results.

The aim of the current survey was to assess mobile phone
users’ general security needs, the possible acceptance of dif-
ferent authentication methods and the perceived sensitivity
of content stored on the device and functions it provides. The
survey collected data on the respondents’ usage of their mo-
bile phones in general and specific questions regarding the
usage of PIN. It was based on previous, similar, surveys on
security needs and authentications methods [5, 4, 14] and in-
cluded new and previously used slightly adapted questions.

An online version of the survey was distributed to a focus
group of 1000 customers (provided by Deutsche Telekom)
who agreed to participate in various surveys. Three prizes
were raffled off in order to encourage respondents to com-
plete the survey, including a netbook PC, a gaming console
and an MP3 player. Over a period of 10 days, 480 respon-
dents participated in the survey. The following analysis con-
sists of the 465 (97%) respondents who completed the sur-
vey.

RESULTS
The analysis of the collected data provides notable insights
into users’ security concerns and the diverse sensitivity of
data and functions. Before reviewing the results of the sur-
vey, it is important to take a look at the demographics for
some differences between respondents’ groups.

Demographics
Out of 465 respondents, 47% were female. 33% of the re-
spondents were in the age group from 25 to 44 years. This
age group is usually associated with early technology adop-
tion and tends to use relatively advanced features of mo-
bile phones, other than making calls [14]. The second large
group of respondents (8%) was between 18-24 years old and
the majority were older than 45 years old (59%).

As seen in Table 1, most respondents work full-time or are
enrolled as full-time students at a college or university. The
number of respondents working full-time is important, as the
survey included specific questions regarding the sensitivity
of work-related data stored on the device.

About 90% of the respondents in the survey were using a
self-purchased private handset (the rest got it either from
their employer or from other sources, e.g. as a present). 22%
were using another mobile phone for business purposes, and
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Working status Frequency Percent
Full time (30 hrs/week and more) 255 54.8
Part time (8–29 hrs/week) 20 4.3
College/university student 84 18.1
School 31 6.7
Retired 12 2.6
Unemployed 14 3.0
Housewife/Househusband 9 1.9
Military service 2 0.4
Civil service 38 8.2
Total 465 100.0

Table 1: Respondents’ working status

half of them bought it themselves (10%), while the rest got it
from their employer (12%). In many cases, a mobile phone
is considered as personal, and it is most of the time in the
possession of its owner. However, 28% of the respondents
reported that once in a while they share their mobile device
with one or more other people. It seems that the functional-
ity of the mobile phones (e.g., GPS) and multimedia capa-
bilities (e.g., playing MP3 or gaming) are the main reasons
for sharing the use of the phone. The devices are shared as
a mean for entertainment or due to various social circum-
stances [13].

Security Concerns
Security awareness has an important role in the tendency to
use security features [23].

When asked if a switched-on mobile phone is exposed to se-
curity threats, 44% of the respondents strongly agreed (scale
from (1) ‘Strongly disagree’, (6) ‘Strongly agree’; sum of
answers 5 and 6, SD = .071). A Mann-Whitney U Test found
that the difference between the responses of those who use
PIN protection and those who do not was only marginally
significant (p=.096). This might indicate that the awareness
to the susceptibility of a mobile phone to threats is similar in
these two groups. Security concerns were also found when
70% of the respondents stated that they avoid using certain
functions in their device due to security concerns (scale 5
and 6 from 6, std error = .084).

These results can be better understood after examining the
responses to a question which evaluated whether a mobile
phone is still at risk, even if the PIN protection is activated.
Overall, 42.4% of the respondents agreed that using PIN pro-
tection leaves their mobile phone at risk. The PIN protection
users were significantly (p<.001) more concerned with this
issue of privacy, compared with the users who do not use the
PIN protection.

Sensitivity of Data and Functionality
As mentioned before, modern mobile phones are multifunc-
tional and provide the ability to perform a wide range of ac-
tions beyond voice communication. Additionally, the stor-
age capacity of the mobile phones increased and it is usually
possible to extend it with a flash memory card. In the survey
respondents were asked to state how sensitive they consider
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Figure 1: Percentage of respondents who consider a data
type as sensitive or very sensitive

different data types to be on a scale ranging from ‘Not sen-
sitive at all’ (1) to ‘Very sensitive’ (6). The list included
various types of data that can be stored on or provided by a
mobile phone (e.g. text messages and current location) and
was rated in two contexts, personal and work.

In the context of personal data types, Figure 1 presents the
percentage of respondents who ranked a data type as ‘Sen-
sitive’ or ‘Very sensitive’. The sensitivity ranks were an-
alyzed by a Friedman nonparametric test and a significant
difference was found between the sensitivity ranks of the
data types (χ2=504.7411, df=9, p<.001). This indicates that
there are some data types which are perceived as more sen-
sitive than others. Passwords were ranked by 86% of the re-
spondents as sensitive and 31% of the respondents reported
that they store passwords on their mobile phone.

Out of the 465 respondents 77% (356) reported using their
or additional mobile phone for work related matters. A sig-
nificant and strong Spearman correlation was found between
all personal and work ranks for all data types (ρ=.5 or higher,
p<.001). Thus, it is likely that the respondents have similar
notions of sensitivity for a data type in personal and work re-
lated contexts. However, paired Wilcoxon tests revealed that
work-related contact lists (p<.001), text messages (p=.015)
and schedules (p<.001) are significantly more sensitive than
the corresponding personal data types. On the other hand,
personal passwords are perceived as significantly (p=.042)
more sensitive than work-related passwords.

In order to have an overview on the relation between per-
sonal and work related data, average sensitivity score was
computed for personal and work related data. A significant
high Pearson correlation was found between the two aver-
ages (r=.744, p<.001). This might indicate that the general
sensitivity of personal and work contexts is similar. Figure
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Figure 2: Average sensitivity of personal and work re-
lated data

2 presents the average sensitivity scores for both data types.
The horizontal and vertical line splits the figure into 4 quar-
ters, each representing a different attitude towards the sensi-
tivity of the data types. In the bottom right quarter it is pos-
sible to find respondents with low security concerns for both
personal and work related data. Counterbalancing them, in
the top right quarter it is possible to find respondents with
high security concerns for both personal and work related
data. Still, the other quarters are not empty, it is possible
to find respondents who are extremely concerned with their
personal data and are little concerned with their work related
data. Alternatively, it is possible to find examples for the op-
posite attitude. There are respondents who are concerned
with their work related data and consider their personal data
as not so sensitive.

Another aspect of sensitivity, besides data stored on the de-
vice, is the functionality provided by the device. Therefore,
the perceived sensitivity of common (e.g. making local calls)
and not so common (e.g. making payments using the mo-
bile phone) functions were assessed. Figure 2 shows the
percentage of respondents who ranked a function as ‘Sen-
sitive’ or ‘Very sensitive’. The ability to make payments
with the mobile phone was considered as the most sensi-
tive functionality, but only 5% of respondents actually used
it. Contrary to the “eWallet” functionality, the function that
received the lowest sensitive ratings function was taking pic-
tures, perceived by only 43% of the respondents as sensi-
tive. This function is usually accompanied with looking at
pictures. However, Wilcoxon Signed rank test found that
looking at pictures (median=5) had a significantly higher
sensitivity perception than taking pictures (median=4) (z=,
p<.001).

Handling emails (reading and sending) and making interna-
tional calls (used by 46% and 53% of the respondents, re-
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Figure 3: The percentage of respondents who consider a
function as sensitive or very sensitive

spectively) were also rated as eminently sensitive functions.
The relatively high sensitivity ratings of email related func-
tions can be attributed to the amount and diversity (i.e. at-
tachments) of content they encapsulate and to privacy issues.
Another explanation to the high sensitivity of these func-
tions might have an economical point-of-view where costly
or money-oriented functions are perceived as more sensitive.
This can account for the differences in the sensitivity ratings
of making local (46%) and international (65%) calls, as well
as between downloading free content (45%) and purchasing
content online (56%).

These findings demonstrate an alarming bias, where users
correlate between the cost of a service and its sensitivity.
Downloading third party content or applications, whether it
is free or not, has been identified as a major security threat
and is the second security concern (after online banking) of
mobile phones manufacturers [16]. However, less than half
of the respondents (45%) considered downloading free con-
tent as a sensitive function.

In order to understand if usage may be related to sensitiv-
ity perception, a Mann-Whitney U Test was conducted. The
sensitivity ratings for each function were divided by usage
(‘use’ and ‘do not use’). Results showed that respondents
who purchase content online and browse the web using their
mobile phone, perceive these activities more sensitive com-
pared with respondents who do not use them (p<.05 and
p<.05 respectively). However, this trend was not consistent
in other types of functions.

Authentication Methods
The survey evaluated the respondents’ attitudes towards var-
ious authentication methods including the PIN. When asked
if the PIN code is a reliable method for protecting a mo-
bile phone, only 26.7% of the respondents agreed or strongly
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Figure 4: The percentage of respondents who (strongly)
agree to a method as being secure, convenient, and its
possible future use

agreed. When asked about their attitudes towards biometric
methods, 36.6% of the respondents resented the use of bio-
metric authentication instead of PIN and only 18.3% stated
that biometric methods are intrusive.

The respondents were presented with a list of alternative au-
thentication methods. For each of the authentication meth-
ods the respondents rated:

• The perceived level of security it provides ranging from
‘Very low security’ (1) to ‘Very high security’ (6)

• The perceived convenience of a method ranging from ‘Very
inconvenient (1) to ‘Very convenient’ (6)

• The likelihood of using a method in the future ranging
from ‘Will not use in the future’ (1) to ‘Will use in the
future’ (6)

We asked for different (biometric) methods and its possible
future use by the respondents. For example, voice recogni-
tion was described as a weak security solution and it gained
very little acceptance across all age groups and also there is
slight difference between genders, it scores low in both. (See
Table 2, this is in line with a focus group study we did before
the survey [22].)

As in previous surveys, authentication using fingerprints is
leading in the perceived security it delivers and the likeli-
hood of it being used in the future. Voice identification was
the second highly rated for provided security and future use
in Clarke et al. [6] and Clarke and Furnell [4], but it received
in the current survey relatively low ratings in the same mea-
surements. This was also one of the results from our focus
groups. [22]

Method Female Male
Voice recognition 19.0 26.7
Face recognition 13.3 20.9
Iris recognition 17.1 28.7
Gesture recognition 4.4 4.6
Fingerprint recognition 39.9 45.0
Signing on screen 6.3 6.5
Typing PIN 67.7 70.4

Table 2: Future use of security methods – Percent of re-
spondents who (strongly) agree

Age Mean N SD
18-24 3.03 38 1.404
25-34 2.97 77 1.547
35-44 3.19 78 1.612
45-54 3.43 128 1.782
55-65 3.20 101 1.661
66 and older 3.05 43 1.603
Total 3.20 465 1.645

Table 3: Biometric methods should replace PIN

Signing on a touch screen was not evaluated in previous sur-
veys, but it has been considered as a possible method for au-
thentication [9]. Moreover, interaction with a mobile phone
using a touch screen became very prevalent, especially after
the introduction of the iPhone in 2007. Surprisingly, authen-
tication by signing on a touch screen was rated very low on
all three measurements.

The answers towards new security methods and secure au-
thentication show relatively low agreement across all age
groups and gender. Men lean a little bit more to new se-
curity methods than women (Table 2), but the overall agree-
ment is fragmented as can be seen in Table 3. The respon-
dents were asked to state how they agree or disagree with the
statement “Biometric identification methods should replace
the PIN code.” The answer scale ranged from ‘Strongly dis-
agree’ (1) to ‘Strongly agree’ (6). The mean is in a relatively
narrow band from 2.97 to 3.43 over all age groups, that is,
the respondents tend to disagree, but not strongly.

As with every question concerning not-yet-available tech-
nology, answers must be taken with a grain of salt. We can-
not completely rely on people’s imagination how they per-
ceive these methods, they probably have not used on a mo-
bile phone before (and possibly never have thought about
before being asked in the survey). Other than asking for in-
trusiveness, the questionaire did not ask for any other privacy
concerns regarding biometric methods, because their possi-
ble implications for the individuum and society would be out
of focus for this survey. We looked for people’s responses to
alternative methods, but this does not mean the authors prop-
agate the use of biometrics.

DISCUSSION
The results of this survey consistently support the main hy-
pothesis that a significant portion of mobile phone users are
interested in securing their mobile devices. Even if not fully
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aware of all possible threats, users tend to agree that when
turned on, a mobile phone is at risk. These findings are cor-
related with findings of previous surveys [6, 4]. In some
cases, security concerns prevent users from exploiting the
full capabilities of the device in their possession. Moreover,
users tie the sensitivity of a service to its cost. For example,
making international calls is considered more sensitive than
making local calls. Apparently respondents consider free
content as not sensitive, and they fail to take into account the
possible consequences from downloading or installing free
third-party content on the device. Awareness to the possible
risk and an efficient mechanism to communicate risk and se-
curity can be used to address this problem.

Another representation of users’ interest in security was their
attitude towards data stored on the device. Users consider
data as sensitive and fear unauthorized access, which will
violate their privacy. The data stored on the device range
from personal items (e.g. pictures from a romantic vacation)
to work related items (e.g. corporate e-mails). Users ac-
knowledge that not all data types are equally sensitive. For
example, they differentiate between the sensitivity of text
messages and call logs. Probably because some data types,
like text messages, can provide explicit information on the
user, while call logs only show that a call was made and
provide no information on what was said. This distinction
between data types is not definitive and depends on many at-
tributes of the user. As found in the survey, in most cases the
same device is used for personal and work related commu-
nication. In general, though not always, users tend to share
similar security concerns with their personal and work re-
lated data. However, the contacts list of a psychiatrist that
includes her patients’ names or the schedule of a journalist
can be much more sensitive and confidential than their text
messages. Still, a relatively sensitive contacts list can also
include non-sensitive names of family members, and among
the text messages or pictures stored on the device, some are
probably more sensitive than others and need better protec-
tion from unauthorized access.

The examples above represent the survey findings and em-
phasize the need to provide the user with control over the
protection assigned to items stored on a mobile phone and
the functions it provides. Thus, security levels should not
focus around a data type or a service. Rather they should
be flexible and dynamically adjustable around users’ needs
and usage scenarios. Restricting access to data items and
services requires some authentication mechanism. Unless
these mechanisms are fully transparent to the user and do
not affect the current workflow and the interaction with the
device, the user should have some control when to use the
authentication and when not to use it.

At the time of writing, the most prevalent authentication
mechanism used in mobile phones and smartphones is the
PIN. The results show that unlike previous surveys [4, 14],
users do not perceive PIN as highly secure nor are they con-
vinced that it delivers adequate security. Biometric alterna-
tives to the PIN are considered as non-intrusive and some
methods are considered for possible future use in the con-

text of mobile phones. However, users who currently use
the PIN to protect their mobile phone are more persuaded
that it would still be used in the future and perceive it as a
relatively convenient authentication method. With respect
to other authentication methods, fingerprint identification is
the users’ preferred choice from security and convenience
perspectives. Similar findings in previous surveys and the
relatively high percent of users who consider it for future
use might indicate that this is a possible solution. However,
the authors discourage a literal interpretation of this finding.
The actual acceptance of a mobile phone with an integrated
fingerprint reader is not trivial and straightforward. Thus, the
integration of such sensors must be carefully tested, taking
into account the various ways a device is operated.

Overcoming technological challenges and increased aware-
ness might encourage users to adopt other authentication
methods. Users may be given the opportunity to select au-
thentication methods from a set of available methods, so that
authentication is best integrated into the particular user’s us-
age patterns. Also, users may be given the possibility to de-
cide on the level of protection they would like various con-
tent items and functions to have. This differentiation can be
done through the association of items and functions with a
hierarchical structure of security levels. The higher the sen-
sitivity of an item is, the higher the associated security level
will be located. Of course, if multiple security levels have
been defined for a device, it becomes necessary to associate
authentication methods with security levels. This associa-
tion can be directed by the convenience of the method and
the protection it delivers.

CONCLUSIONS
As mobile phone functionality increases, phones require bet-
ter protection and security mechanisms. When confronting
these security challenges, users’ needs should guide the tech-
nical aspects of the solution. Considering the rapid develop-
ment of these technologies, users’ needs must be frequently
assessed, as they are also likely to change. Furthermore, mo-
bile phone users are not a uniform population and as such,
their needs are diverse. The existing PIN security solution
provides only two levels of protection, is not flexible and
does not satisfy the existing needs. The use of a variety of
authentication methods as part of a graded security model
can perhaps provide a usable security solution for mobile
phones.

Considering this, mobile phones are operated by using one
or two fingers and fingerprint authentication fits this con-
text of use. Speaker recognition would also fit, but is some-
times seen as awkward (especially in crowded places) as re-
marks in the focus groups revealed. An iris scan, for exam-
ple, would interrupt the finger-driven work-flow. From the
studies presented here, we can conclude, that authentication
methods breaking the operating mode are considered as in-
convenient. In this way, an “optimum” could be reached by
combining a touch screen with a fingerprint reader (such a
product is not commercially available yet). When the user
tabs on an application icon, the phone could automatically
authenticate the user – the experience would be seamless.
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In the same way, graded security is desired, but in a very
low-key way. An additional layer of security to secure sin-
gle applications or data would suffice for most participants
in the study. The findings in our previous focus group study
revealed [8] [22], that if an authentication method was per-
ceived as convenient and secure, the consensus was to use
it throughout for all security levels. The idea to combine
low security levels with relatively less secure authentication
methods was disregarded. This is in line with the results pre-
sented in this paper. Users have a sense for the data stored
on their mobile phones (both private and work-related) and
they are (at least in part) open to new or additional security
measures and methods.
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preferences for biometric authentication methods and
graded security on mobile phones. Symposium on
Usability, Privacy, and Security (SOUPS) 2010

23. Siponen, M.: A conceptual foundation for
organizational information security awareness.
Information Management and Computer Security,
8(1):31–41, 2000.

24. Tognazzini, B.: Design for Usability. Cranor, L.F.,
Garfinkel, S. (eds.): Security and Usability. Designing
Secure Systems That People Can Use. O’Reilly (2005)

25. Examined websites (as of early February 2011): Apple,
Inc.: www.apple.com, LG Electronics, Inc.:
www.lge.com, Motorola, Inc.:
www.motorola.com, Nokia Corp.:
www.nokia.com, Research in Motion Ltd.:
www.rim.com, Samsung Electronics Co. Ltd.:
www.samsumg.com, Sony Ericsson Mobile
Communications AB: www.sonyericsson.com

473




