91.580.203 
Computer & Network Forensics

Project 1.  HIDS - Tripwire
15 Points, Due Nov. 30
Instructions:
This is a group project and each group will produce one project report. The project requires using necessary screen copies and demonstrating that you understand the taught materials. You MUST give an explanation to each screen copy you may include. You determine what screen copies are needed. The criterion is to make people understand what you do and find clearly.
Requirements:
Each group produces one set of slides. However, every student within the same group must submit the same slides to the instructor. Students who don’t submit the slides will automatically get zero for this project. 

This is an open project. Students may do anything on the specified machines except crashing them. The project has three phases.
1. Present – Nov 16 (11:59PM): Prepare your HIDS - Tripwire:  

a. Install tripwire and configure tripwire (particularly policy file). Your configuration cannot produce error message in later actions. Each error message costs 1 point.
b. Document what you do and the output. 
c. Prepare for the second phase.

2. Nov 17 (0:00AM) – Nov 23  (11:59PM): Attack 
a. Leave your machine password as forensics. This emulates the attacker has gotten root privilege of your machine.

b. Add at least one file to the other groups’ machine. This resembles planting backdoors or conducting other malicious behavior. You are allowed to plant malicious software to other groups’ systems.  But if you crash their system, you lose 5 points if you ask the lab tech fellows or the instructor for assistance on repairing those damaged systems.
c. Students are advised to keep tripwire related files and baseline database since the other group may delete or change them. Students may want to use their own passwords for policy and configuration signature and encryption.
d. Document what you do.
3. Nov 24 (0:00AM)  – Nov. 30: Assess damage
a. You may change your machine password.

b. Run tripwire and find what other groups have done to your system. One miss costs 4 points.
c. Document what you do and summarize the integrity check results.

