91.580.203 Computer & Network Forensics
Midterm Exam, Fall 2008
Due 11:55PM, 10/10/2008
Please read the following instructions carefully:

1. This is a take home exam.

2. This is NOT a collaborative exam. Answering MUST be done individually and independently. Any kind of academic dishonest will automatically give the offending student a zero score to this exam. However, you can refer to any document you want.
3. The exam is worth 20 points. 

Multiple choice questions. One of the choices is correct. Please choose the best selection. Each question is worth 1 point.
(1) There are two types of digital forensic investigations: public investigation and private investigation. Public investigation targets _____ cases.
a. criminal

b. civil


c. book



d. feather
(2) Hacking into somebody’s computer without authorization is a ______?

a. stunt


b. joke


c. fun thing


d. crime
(3) Banners displaying corporate policies are used for _____?

a. fun


b. beauty
c. avoiding search warrant

d. nothing
(4) “The route the evidence takes from the time you find it until the case is closed or goes to court” is called ______?

	
	
	
	


a. chain of custody
b. search warrant

c. investigation
d. CSIRT
(5) A bit-stream copy of a floppy disk refers to copies (a copy) of ______ of the floppy disk?

	a. all visible files by Windows explorer
	b. the root folder
	c. File Allocation Table (FAT)
	d. all bits



(6) The length of an md5 hash of a message is ______ bytes.
	a. 16
	b. 20
	c. 128
	d. 160


(7) A message hash can be used as  ___________.
	a. message encryption
	b. message digest
	c. message decryption
	d. message transmission


(8) The tool,  ______, can be used to recover deleted files.
	
	
	
	

	a. FTK imager
	b. windows explorer
	c. gnupg
	d. WinPT


(9) BIOS is NOT _____. 

	a. in ROM on the mother board
	b. in RAM (read/write memory)
	c. basic input and output system
	d. the first code a computer runs

	
	
	
	


(10) Each platter of a hard disk has ____ surfaces.
	a. 0
	b. 1
	c. 2
	d. 3

	
	
	
	


(11) Assume a hard disk has 8 platters. This hard disk has ____ read/write heads.
	a. 8
	b. 16
	c. 32
	d. 64

	
	
	
	


(12) Assume a hard disk has 12,495 cylinders, 8 heads, and 63 sectors per track. The size of this hard disk is about ____________ GB.
	a. 6
	b. 3
	c. 0.006
	d. 0.003

	
	
	
	


(13) File slack is ___________.
	a. the size of the file
	b. the deleted file
	c. unused disk space allocated to a file
	d. the file to be deleted

	
	
	
	


(14) The smallest disk space allocation unit that an operating system uses is ______ .
	a. sector
	b. cylinder
	c. cluster
	d. track

	
	
	
	


(15) A file has 116 characters. The file occupies 4096 bytes on the hard disk. The size of a cluster on the hard disk is _________ bytes.
	a. 512
	b. 1024
	c. 2048
	d. 4096

	
	
	
	


(16) MBR of a hard disk refers to _______________ .
	a. Mountain Bike Rider
	b. Master Boot Record
	c. Migratory Bird Research
	d. Mother Board Record

	
	
	
	


(17) Master boot record can have at most ______ entries. 
	a. 1
	b. 2
	c. 3
	d. 4


(18) Master boot code is the first piece of code loaded into the RAM of a computer. The ___ loads the master boot code into the RAM.
	a. MBR
b. BIOS
c. operating system
d. hard disk


	

	


(19) We can use the tool of __________ to crack a password hash belonging to a suspect.
	a. FTK imager
b. Jack in the box
c. John the ripper
d. explorer



(20) Which of the following approaches cannot be used to break into a suspect’s computer?
	a. Remove the computer’s battery in order to remove the BIOS password and user passwords on hard disk
	b. Use Petter Nordahl-Hagen's Offline NT Password & Registry Editor if the operating system is Windows XP
	c. Use the single user mode if the operating system is Linux
	d. Use Windows XP installation CD if the operating system is Windows XP
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