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This talk reports results from a six month long ARDA NRRC funded

challenge workshop to create methods to counter sophisticated insider

threats faced by the United States Intelligence Community.  Based upon a

systematic analysis of actual past and projected future cases of malicious

insider activity, we report a generic model of malicious insider behaviors,

distinguishing motives, (cyber and physical) actions, and associated

observables.  We describe a collaborative initiative to design and evaluate

tools and techniques to provide early warning of insider activity, including

novel algorithms for honeytokens, structured analysis, and data fusion.  We

assess their performance in an operational network, measuring timeliness

and accuracy of detection.  The talk will conclude outlining future areas for

research.
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