Chapter 14

DETECTING WORMHOLE ATT ACKS
IN WIRELESS SENSOR NETW ORKS

Yurong Xu, Guanling Chen, JamesFord and Fillia Makedon

Abstract Wormhole attacks can destabilize or disable wireless sensor networks.
In a typical wormhole attack, the attacker receives packets at one point
in the network, forwards them through a wired or wireless link with
less latency than the network links, and relays them to another point
in the network. This paper describes a distributed wormhole detection
algorithm for wireless sensornetworks, which detects wormholes based
on the distortions they create in a network. Since wormhole attacks
are passive in nature, the algorithm usesa hop counting technique as a
probe procedure, reconstructs local maps in ead node, and then usesa
\diameter" feature to detect abnormalities causedby wormholes. The
main advantage of the algorithm is that it can provide the approximate
location of wormholes, which is usefulin implementing countermeasures.
Simulation results show that the algorithm has low false toleration and
false detection rates.
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1. In tro duction

Wirelesssensometworks (WSNs) [1, 15] are an emergingtechnology consist-
ing of small, low-power devicesthat integrate limited computation, sensingand
radio communication capabilities. The technology hasthe potential to provide
exible infrastructures for numerous applications, including healthcare, indus-
try automation, surveillance and defense.

Currently, most WSN applications are designedto operate in trusted en-
vironments. However, security issuesare a major concern when WSNs are
deployed in untrusted ervironments. An adversary may disable a WSN by in-
terfering with intra-network padket transmission via wormhole attacks, sybil
attacks [11], jamming or padket injection attacks [17].

This paper focuseson wormhole attacks [2, 6, 12]. In a typical wormhole
attack, the attacker receivespackets at onepoint in the network, forwardsthem



208 CRITICAL INFRASTR UCTURE PROTECTION

through a wired or wirelesslink with lesslatency than the network links, and
relays the padkets to another point in the network. Sudh an attack does not
require any cryptographic knowledge; consequetly, it puts the attacker in a
powerful position comparedwith other attacks (e.g., sybil attacks and padket
injection attacks), which exploit vulnerabilities in the network infrastructure.
Indeed, a wormhole attack is feasible even when the network infrastructure
provides con dentialit y and authenticity, and the attacker does not have the
cryptographic keys.

Seweral methods have been proposedfor detecting wormhole attacks in ad
hoc networks and WSNs. However, these methods usually require that some
nodesin the network be equipped with special hardware. Solutions such as
SECTOR [2] and Packet Leashes[6] needtime syndironization or highly ac-
curate clocks to detect wormholes. The method of Hu and Evans [4] requires
that a directional antenna to be deployed at eadh node. LAD [3], SerlLoc [8]
and the approad of Hu, Perrig and Johnson [5] involve anchor nodes (nodes
that know their exact locations), which require the manual setup of networks.

This paper presents the wormhole geographicdistributed detection (W GDD)
algorithm, which requires neither anchor nodes nor any additional hardware.
Sincea wormhole attack is passiwe, the algorithm employs a hop courting tech-
nigue as a probe procedure, reconstructs local maps using multidimensional
scaling at each node, and usesa novel \diameter" feature to detect distor-
tions producedby wormholes. The principal advantage of the algorithm is that
it provides the approximate location of a wormhole, which can assistin im-
plemerting defensemedanisms. Simulation results shows that the wormhole
detection algorithm has low false toleration and false detection rates.

2. Related W ork

Early approadcesproposedfor detecting wormhole attacks in wirelessad hoc
networks were Padket Leasheq6] and SECTOR [2], which employ the notions of
geographicaland temporal leashes.The assumptionis that ead network node
knows its exact location, and embeds the location and a timestamp in each
padket it sends. If the network is synchronized, then any node that receives
these padkets can detect a wormhole basedon di erences in the obsened lo-
cations and/or calculated times. Sud a solution requiresa syndironized clock
and ead node to know its location. The algorithm proposedin this paper does
not have theserequiremerts.

Kong, et al. [7] have studied denial-of-service(DoS) attacks (including worm-
hole attacks) on underwater sensornetworks. Becausethesenetworks typically
use acoustic methods to propagate messagesinder water, the detection tech-
nigues cannot be applied directly to wirelesssensornetworks.

Hu and Evans[4] have attempted to detect wormholesby equipping network
nodeswith directional antennas sothey can all have the sameorientation. La-
zosand Poovendran [8] have applied a similar idea in their securelocalization
schemecalled SeRLac. SeRLac employs about 400 anchor nodes (called \b ea-
con nodes") in a 5,000-nale network. Each anchor node has a directional
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antenna and knows its physical location. Other nodesin the network use the
andhor nodesto locate themselwes. Since a wormhole produces shortcuts in
a network, the directional antennas deployed in the anchor nodes help detect
the attack; nodes can then defend against the attack by discarding incorrect
localization messagesHowever, SeRLcc is unable to detect wormhole attacks
when anchor nodes are compromised, especially nodeslocated near the end of
a wormhole.

More recertly, Liu, et al. [3, 9] have proposedan anchor-based scheme for
detecting seweral attacks, including wormhole attacks. The schemeusesa hop
counting technique to estimate the distance betweena node and an anchor node
(called a \lo cation reference"). Sincea wormhole changesthe distance from a
nodeto an anchor node, a simple threshold method can be usedto determine if
the changein distanceis causedby a wormhole or by a localization error. Our
approadch also usesa hop courting technique, but it doesnot require anchor
nodesand, consequelly, it doesnot involve manual setup of the sensometwork.

A graph-theoretic framework has also been proposedfor detecting worm-
hole attacks [13]. However, the framework relies on \guard nodes," which are
functionally similar to anchor nodes.

MDS-VOW [16] providesvisualization facilities to detect the distortions pro-
duced by a wormhole in a computed network map. The principal limitation of
MDS-VOW s that it is a certralized approad); also, as noted in [13], MDS-
VOW cannot be applied to networks with irregular shapes. Our approach also
detects wormholes based on the distortions they produce in a network map,
but it employs a distributed algorithm and can detect wormholesin irregularly-
shaped networks.

3. W ormhole Attac ks

In a typical wormhole attack, the attacker receives padkets at one point in
the network, forwards them through a wirelessor wired link with much less
latency than the default links used by the network, and then relays them to
another location in the network. In this paper, we assumethat a wormhole is
bi-directional with two endpoints, although multi-end wormholes are possible
in theory.

A wormhole receives a messageat its \origin end" and transmits it at its
\destination end." Note that the designation of wormhole ends as origin and
destination are dependen on the context. We alsoassumea wormholeis passiwe
(i.e., it doesnot send a messagewithout receiving an inbound message)and
static (i.e., it doesnot move).

4. Wormhole Detection Algorithm

Our wormhole geographicdistributed detection (WGDD) algorithm usesa
hop counting technique as a probe procedure. After running the probe proce-
dure, each network node collects the set of hop counts of its neighbor nodes
that are within one/k hopsfrom it. (The hop court is the minimum number of
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node-to-node transmissionsto reach the node from a bootstrap node.) Next,
the node runs Dijkstra's (or an equivalent) algorithm to obtain the shortest
path for eadh pair of nodes, and reconstructs a local map using multidimen-
sional scaling (MDS). Finally, a\diameter" feature is usedto detect wormholes
by identifying distortions in local maps.

The main stepsinvolved in the wormhole detection algorithm are described
in the following sections.

4.1 Prob e Pro cedure

Sincea wormhole attack is passiwe, it canonly occur when a messages being
transmitted in the region near a wormhole. To detect a wormhole attack, we
usea probe procedurethat o odsthe network with messagedrom a bootstrap
node to enable all network nodesto count the hop distance from themsehes
to the bootstrap node. The probe procedureis basedon the hop coordinates
technique [18].

m Bootstrap Node: The bootstrap node x createsa probe messagewith
(i = idy) to o od the network. Next, the bootstrap node drops all probe
messagedhat originated from itself. The bootstrap node has the hop
coordinate hopy = 0 and o sety = 0.

m Other Nodes: The probe procedureis preseried in Procedure XX. In
the procedure, node a calculatesits hop distance. Node b is a neighbor
of node a; hop, is the minimum number of hopsto reach node a from the
bootstrap node (x) and its initial value is MAXINT. The combination of
hop, and o set, is the hop coordinate for node a. N, is the set of nodes
that can be reached from node a in one hop, and jN,j is the number of
nodesin Nj.

4.2 Local Map Computation Pro cedure

In this step, ead node computesa local map for its neighbors basedon the
hop coordinates computed in the previous step. After the hop coordinates are
generatedby the probe procedure,eat node requestsits neighbor nodesthat
are within one/k hopsto sendit their hop coordinates.

After a node receivesthe hop coordinates from its neighbors, it computes
the shortest paths betweenall pairs of nodesone/k hops away using Dijkstra's
algorithm (or a similar algorithm).

Next, multidimensional scaling (MDS) is applied to the (jNaj+ 1 jNaj+ 1)
shortest path matrix to retain the rst two (or three) largest eigervaluesand
eigervectors for constructing a 2-D (or 3-D) local map. Note that jN4j is the
number of nodesthat can be reached from node a in one/k hops.

This step has a computational cost of O(jNaj3 n) and a memory cost of
O(jNajz) per node. No communication costis assaiated with this step.
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Algorithm 4 Probe procedure (for node a).

1: INPUT: messagdghop,) from nodeb 2 N4
2: for messagghop,) from any B 2 N, and not TIMEOUT do

3. if hop, < hop, then

4 hop, = hop, + 1

5: forward (message(hop, ) ) to MAC
6: else

7 drop (message(hopy ) )

8 end if

9: end for

10: if jNaj== 0 then
11: oseta=0

12: else P (hop. (hop. L)L
. - b2 N b a

13: os.eta = N

14: end if

15: return  hop, and o set,

4.3 Detection Pro cedure

The detection procedure usesthe local map created in the previous step.
To help clarify the methodology, we examine the e ect of a wormhole on the
computed map.

Wormhole in a Reconstructed Map In order to obserne a wormhole,
we implemented the probe procedureand the local map computation procedure
asrouting agerts and the bootstrap node for the probe procedureasa protocol
agert in ns-2version 2.29[10]. The RF range was 15 m.

The rst experiment used2,500nodesin a uniform placemen. Speci cally,
2,500 nodes were placed on a grid with  0.5r randomized placemert error,
wherer = 2 m is the width of a grid square. A wormhole was implemented as
a wired connection.

Figure 1 showstwo views of the sensometwork. Each\X" represerts a node;
the circlesindicate wormhole ends. The wormhole in Figure 1(a) is located in
the certer of the network. The two endsof the wormhole in Figure 1(b) are at
the edgesof the network.

Feature for Detecting Wormhole Attac ks Sinceead node haslim-
ited resourcesand cannot store global information, a node can only uselocal
information to detect wormhole attacks.

Figure 2 shows the portions of the network in the vicinity of the two ends
of the wormhole in Figure 1(a). A dotted circle is usedto represert the neigh-
borhood corresponding to the node's transmission range R. After the circled
node has completed its computations for the nodesin its local range, it gen-
erates the local map shown in Figure 3. The gure shows that, becausethe



212 CRITICAL INFRASTR UCTURE PROTECTION

120 1404X
(a) Original locations of wormhole. (b) Wormhole at network edges.

Figure 1. A 2,500-nade network (r = 2 m) with one wormhole.
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Figure 2. Portions of the network near the wormhole ends(r = 4 m; R = 15 m).

wormhole shortcuts the two portions of the network, the circled node canreach
farther than before (the longest distance in the local map is 49 m), although
the computed local map is distorted by the wormhole.

Based on the above obsenation, we employ the diameter of the computed
local map as a feature to detect wormholes. We de ne the diameter d for a
node a as:

d = max(distance(b;c))=2 Q)

where b;c 2 N,. Note that N, is the set of peighbor nodes of node a, and
distance(a;b) in the 2-D caseis computedas  ((x x92+ (y y92), where
(x;y) and (x%y9 are the coordinates of nodesa and b, respectively, in the local
map computed in the previous step.

In theory, the diameter of the neighborhood of a node is no more than R
becausea node can only hear from its neighbors within the transmission range
R. Howevwer, the \shortcuts" createdby a wormhole distort the computed map
in the neighborhood of a node. Therefore, the diameter of the computed local
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Figure 3. Local map of the circled node in Figure 2.

map is larger than the physical map. This is seenin the local map in Figure 3
where2d = 49 m.

00

(a) Network without a wormhole (b) Network with a wormhole

Figure 4. Diameter measuremerts in a 2,500-nade network.

To verify the e ectiv enessof the diameter feature in detecting wormholes,we
computed the diameter for eac node in the original 2,500-nale network (Fig-
ure 2(a)) without and with a wormhole. The results are shawvn in Figures 4(a)
and 4(b), respectively.

The diameters of the local maps of nodes closeto a wormhole (i.e., near
the circlesin Figure 4(b)) are noticeably increasedbecauseof their proximity
to the wormhole in comparisonwith the diameters for the samenodesin the
network without a wormhole (Figure 4(a)). In Figure 4(b), the diameters of
the local mapsare roughly equalto R (14 to 18 m for R = 15m) unlessthere is
a wormhole attack, in which casethe diameters of the local map becomelarger
when the corresponding nodesare closerto the wormhole. On the other hand,
the diameters of the local maps of nodes farther away from the wormhole or
located in a distant part of the network (e.g., middle areain Figure 4(b)) are
almost the sameasthose for nodeslocated in the sameregionsin Figure 4(a),
which doesnot have a wormhole.
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(a) Network without a wormhole. (b) Network with a wormhole.

Figure 5. Diameter measuremeris in a 50-node network with a string topology.

The diameter of a local map hasthe highest value (25 m) for nodeslocated
about 7 m from the endsof the wormhole. The diameter values decreasefor
nodescloserto the network edges,but the valuesremain above 22 m.

The \diameter" feature is also e ectiv e at detecting wormholesin networks
with irregular shapes and in networks with multiple wormholes. This was
veri ed by conducting experiments on a network with a string topology and a
network with two wormholes.

The string topology experiment involved testing a 50-node network whose
nodesare uniformly distributed in a 100 m string in one dimension. First, the
diameter was computed for ead node in the network without any wormholes;
asshown in Figure 5(a), the diameter is no morethan 16.8m. Next, awormhole
was added to the network; the ends of the wormhole were located at the two
ends of the string. As shown in Figure 5(b), the diameters for nodes closeto
the wormhole endsare larger than 22 m.

To test the e ectivenessof the \diameter" feature in detecting multiple
wormholesin a network, we deployed two wormholesin the network of Fig-
ure 2(a). The diameter measuremets for all the nodesare shown in Figure 6
(the shadingbar indicates the diameter value). The locations of the endsof the
two wormholes are represerted as circles; the dashedlines are the wormhole
tunnels.

Figure 6 shaws that even when two wormholesare very closeto eadt other,
the peak diameter values still occur for nodes that are closeto a wormhole
end. The four peakvaluesare 24.8 m, 25.2m, 22.2m and 22.6 m. Therefore,
by computing the diameter d for a local map, the detection algorithm can
run independertly for eac node and in conjunction with the computation of
its local map. Since all the nodesin this area are within one/k hops of the
calculating node, the detection algorithm can compute the diameters for the
local maps after determining the location of ead neighbor node.
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Figure 6. Diameter measuremers in a 2,500-nade network with two wormholes.

Algorithm 5 Wormhole detection procedure (for node a).

=

[l
N B o

INPUT: local map G in node a for N, [ fag
diameterd= 0
for eah b2 N, [ fag do
for eadinodec2 N,[ fag fhbg do
if 2d < distance(b;c) in local map G then
2d = distance(a; b) in local map G
end if
end for
end for
if d>(1+ ) 214R then
return \F OUND WORMHOLE" to sink node.
end if

Wormhole Detection Pro cedure The wormhole detection procedureis
shown in ProcedureXX. The \diameter" feature is usedto determine whether
or not there is a wormhole attack. The experimental results in Figures 4(a)
and 4(b) show that the diametersfor the local maps are around R when there
is no wormhole. However, when there is a wormhole, the diametersfor the local
maps computed for nodescloseto a wormhole end are higher (more than 1.5R
in the example). Therefore, we can de ne a diameter threshold for detecting
wormholes. Basedon our experimental results, we de ne the threshold as 1:4R
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(= 21 m sinceR = 15m). In general,the lower the value of the threshold, the
higher the likelihood of false positives.

We introduce a parameter to adjust the sensitivity of the detection pro-
cedure. Supposethe diameter of a local map is d. Then, if d> (1+ )1:4R
(where is a constart betweenO and 1), there is a wormhole in the network.
If there is no wormhole, the erroneousresult is probably due to a localization
error.

The detection stepinvolvesa computational costof O(jN ,j° n) and a memory
cost of O(jN4j) per node. No communication costis assaiated with this step.

5. Simulation Results

This section describesthe simulation environment and presens the results
of our simulation experimernts.

51 Simulation Environmen t

The detection algorithm wasimplemented asa routing agert using ns-2ver-
sion 2.29[10] with 802.15.4MAC layer [19] and CMU wirelessextensions[14].
The following con guration was used for ns-2: RF range = 15 m, propaga-
tion = TwoRayGround and antenna = Omni Antenna. The wormhole was
implemented as a wired connection with much lesslatency than the wireless
connections.

Uniform placemern of nodeswasusedin the simulation experiments: n nodes
were placed on a grid with  0.5r randomized placemen error (r is the width
of a grid square). We constructed a total of 24 placemers for valuesof n =
400,900, 1,600and 2,500,and r = 2, 4, 6, 8, 10and 12m. The reasonfor using
uniform placemen with  0.54r error is that it usually producesnode holesand
islands in just one placemer. The location of the wormhole was completely
randomized within the network.

5.2 Detection Results

As the value of is decreasedthe accuracy of detecting wormhole attacks
is increased, but the likelihood of false alarms is increased. To evaluate the
accuracyof attack detection under di erent values,weintro ducethe following
measures:

m False Detection Rate (FDR): This is the frequency with which a
detection system falsely recognizesidentical characteristics as being dif-
ferent, thus failing to tolerate, for example, a normal localization error.
FDR is computed as the number of normal localization errors agged as
detected wormholesdivided by the total number of trials.

To compute an FDR value, we count the number of the nodesthat sert
\F OUND WORMHOLE" messagesut that are\far away" from the ends
of a wormhole multiplied by the number of normal localization errors
agged as detected wormholes. We assumethat if a nodeis R = 15m
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Figure 7. FDR and FTR for various node spacings.

away from the endsof a wormhole, then the node is essetially una ected
by the wormhole and is, therefore, consideredto be \far away" from the
wormhole. An FDR value of zero meansthat there are no false alarms
when detecting wormholes.

m False Toleration Rate (FTR): This is the frequency with which a
detection system falsely recognizesdi erent characteristics as identical,
thusfailing to detecta wormhole attack. FTR is computed asthe number
of wormhole attacks that are not detected divided by the total number
of trials.

If a wormhole is presert in an experiment, but there is no node to send
\F OUND WORMHOLE" messageswe court it asan undetected worm-
hole. Therefore,an FTR value of zeromeansthat the detection algorithm
is successfulat detecting wormholesin all experimerts.

We usedthe experimental setup described above with onewormhole in eat
placemen. The FTR and FDR values for the experiments are preseried in
Figure 7. The detection algorithm hasa low FTR value with FDR = 0 when

= 0 asshown in Figure 7(a). When = 0.1, asshown in Figure 7(b), the
detection algorithm achievesa low FDR value with FTR = 0.

6. Conclusions

The wormhole geographic distributed detection (WGDD) algorithm pre-
serted in this paper employs a hop courting technique as a probe procedure
for wormholes, reconstructs local maps using multidimensional scalingat each
node, and usesa novel \diameter" feature to detect distortions produced by
wormholes. It represens an advancemert over other wormhole detection al-
gorithms becauseit doesnot require anchor nodes, additional hardware (e.g.,
directional antennas and accurate clocks) or the manual setup of networks.
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Even so, it can rapidly provide the locations of wormholes, which is useful
for implementing countermeasures.Becausethe algorithm is distributed, eah
node can potentially detect the distortions produced by a wormhole, which
increasesthe likelihood of wormhole detection.

Simulation results demonstratethat the algorithm achievesan overall detec-
tion rate of nearly 100%(with an FTR nearzeroasshown in Figure 7(a)). Even
in caseof shorter wormholesthat are lessthan three hopslong, the algorithm
hasa detection rate of over 80% (with an FTR of lessthan 20%). Furthermore,
the algorithm can be adjusted to produce extremely low falsealarm rates (with
an FDR of zero as shawn in Figure 7(b)).
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