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ABSTRACT

While pervasive technology becomes more widely used irsgesbi
living environments, it becomes more important to presémeepri-
vacy of patients being monitored. Location data of patieats be
collected through sensors for behavior patterns analgsid,they
can also be shared among researchers for further reseamerfp
disease diagnosis. However, sharing location informadisno in-
troduces privacy concerns. A series of consecutive locatam-
ples can be considered as a trajectory of a single persorthand
may leak private information if obtained by malicious users
this paper, this problem is discussed and a location rarmiion
algorithm is proposed to protect users’ location privacye té-
fined privacy metrics according to location privacy and josgd a
method using dynamic mix zones to confound trajectoriesvof t
Or more persons.

Categories and Subject Descriptors

H.4 [Information Systems Applications]: Miscellaneous

Keywords
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1. INTRODUCTION

Wireless devices and pervasive technology becomes more an
more widely used in assisted living environments. Wireless-
sor networks can be used to monitor movements of patients and
collect their medical data simultaneously. Data colledigdsen-
sor networks can be transferred back to a storage servectorto
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office for further analysis. Realtime monitoring of pat&nmnov-
ing patterns and behavior can help doctors observe the ggegr
of patients’ disease and facilitate early disease diaghosoca-
tion information of the patients in an assisted living eariment
is very important for behavior monitoring. Location dataaopa-
tient can be used to facilitate diagnosing this patient, cadalso
be used for general medical research when shared by medical r
searchers. While the behavior monitoring applicationulfoper-
vasive technology is attractive, however, releasing looainfor-
mation to doctors and sharing location information withritisited
entities can also introduce privacy concerns. In this papemwill
discuss the privacy issues brought by location informatiolhec-
tion in assisted living environments. It is the goal of thisriwto
provide useful location services while preserving thequat’ lo-
cation privacy to the greatest extent possible.

Location information can be collected actively or passivélc-
tive collection often occurs in sensor network trackinglegggions,
in which users’ locations are recorded by sensors and sekttba
a base station, which is usually also the location servessi?a
collection is also common; for example, a patient might ¢rait
her location to a central server. In the active collectiosecaince
locations are collected without the control of users, pasieannot
prevent their location information from being collectedlbgation
servers and being shared with other applications. In theiyes
collection case, a patient can decide whether and when tbrsan
ocation information to the server—thus, the patient caforee
device policies on the location information being sent. ldeer,
after location data is received by the server, a patient @aex-
ert any further control over it. Thus, although enforcindiges
on the release of location data can help preserve patierivscy,
methods to preprocess location data in order to preserienpsit
privacy are still desirable before these location data laaeesl with
other doctors.

The straightforward way to preserve patients’ privacy seém
be to anonymize location data—in other words, to remove dery-i
tity information from the location data. However, carefonsid-
eration of this idea reveals that even reporting only ravation
data without identities is not enough to protect the privatpa-
tients: because of the continuity of motion data, locatioha sin-
gle patient can be tracked using various algorithms. If aepat
periodically reports location data to the server, then wihenfre-
quency of reporting is high enough and the density of pagiént
low enough, a tracking algorithm can accurately estimagetité-
jectory of a single patient. Furthermore, if a patient'yectory
goes through sensitive or identifiable places, a patienhtrége
this as private information and these places may also peavah-



nections to the patient’s identity. If there are multiplegos in an
assisted living environment, their privacy can be pro@dte¢heir

location data are perturbed and the adversaries cannotgiisth

between them through tracking algorithms.

There has been considerable research on location privaeyeT
are two main categories: (1) using policies to control thease of
location data and (2) processing the data in order to hide uarts
of users’ trajectories. In this paper, we focus on the seemed and

proposed the mix zone method to enhance user privacy indocat
based services. Grutesatral. [10] proposed to “cloak” (degrade)
location information; later, this was extended [9] to a nhéschre
architecture and algorithms to adjust the resolution oétion in-
formation along spatial or temporal dimensions. Gueteaal. [11]
presented an analog of an access control matrix to modelqyriv
concepts. Hoh and Gruteser [13] reformulated the privaoplpm
as a constrained optimization problem where selected sggroé

do not consider data release policies. One particular tqabrof
interest is the “mix zone method” [3], which creates fixedaare
where patients do not report their precise locations to #mees.
If multiple patients transit through a mix zone simultangguthe
server only records the fact that several people have ehtaee
zone and that several people have left the zone, without sy
those entering from those leaving. If a patient stays in tinezong

paths are perturbed.

3. PROBLEM DEFINITION

In this paper, we propose to extend the mix zone method to a new
dynamic mix zone. Several privacy metrics are proposed gnere
iments are conducted to evaluate the performance of ouraudeth

enough, then tracking algorithms will be unable to link aiquts In this work, we focus on perturbing location samples codé@nd
trajectory entering the zone with one of those leaving. Tiste stored in location servers. Our goal is to process raw lonatata
ing method uses only fixed areas for mix zones and requirés tha Pefore it is used by other applications and to preserve zbie-
they be pre-configured, and a further limitation is that itds very vacy by making it more difficult for an adversary to estiméiera-
effective when there are not many people going through the mi Jectories of patients. We assume _that the more possm_)m:trme_s
zones at the same time. Another approach to protecting asar |~ @n adversary might need to consider a patient associatéd tht
tion privacy is a method proposed by Hoh and Gruteser [13] tha More privacy is preserved. Assume all the patients repei fibca-
perturbs the paths of users. Whenever two users are closgfeno  tions periodically, gnd the location (.jata stored |n.Iocraﬁerver in-
(their distance is less than a threshold that can be totébateup- cludes all the locations of every patient at every time stalfithere
ported applications), the paths of the two users will beybed aren persons in the monitored area, let = {m1,mz, - ,mn}
and be forced to cross with each other: the idea is that wisenev denote a set of collected locations, whete denotes the location
two users’ paths intersect, it is more difficult for a trackialgo- of t_hez‘th person rep_orted antl/* denotes the set of collected lo-
rithm to follow the real trajectory of a particular user. Aty cations reported at time ,
metric is presented in [13] that defines privacy in terms af-co ~_ Assuming the whole time period i and the observed loca-
fidence and spatial distance. An algorithm constructed byath tions are ltheQreaI IocTatlorgs of persons, ttieperson’s trajectory is
thors using a constrained non-linear optimization probesnown 5 = {pi,pi, -+ pi }(pi € M',1 <t < T). If the data are
to maximize the proposed metric. The method perturbs upats ~ Published without any change, then an adversary can assattbl
in order to confuse the tracking algorithm used in the optation the location data, and using a tracking algorithm, can apérson
process; however, it operates on two users’ paths at a titnes, Tt throughout the monitored area. Lét = {a;,ai, - ,a; }(a; €
is difficult for this method to perturb the location samplés targe M*,1 < t < T) denote the adversary’s hypothesis ondheper-
number of users efficiently. son’s trajectory, whose true trajectory #. If the adversary can
In this paper, we propose a method called dynamic mix zones track the whole_trajectory_of a person without error, whickams
to perturb location information efficiently in order to minize the i = %, the privacy of this person can be considered completely
chance of it being abused to derive identity information e Hy- compromised, since the whole trajectory is exposed. Assgimi
namic mix zones method can be seen as a way of combining theWhen the data is shared among other researchers, theicaippis’
ideas of mix zones and path confusion by introducing the oiyaa  tolerance on difference between altered locations andnaigp-
creation of mix zones in order to remove the need for planning ~ €ations is less than a threshaldSome applications may not need
zones in advance while still utilizing the intuitive and gtiaal mix the accurate location samples, and only need statisticahiation.
zones to mix patients’ trajectories. Section 2 describes¢tated ~ LeLC = {ci, c2,-- -, cn } denote the set of changed locations cor-
work on privacy issues in location samples in more detaittise responding toM and ¢ denote the set of changed locations at
3 gives a formal definition of the problem. Section 4 desaithe time ¢. The Euclidean distance between a changed location and its
dynamic mix zones method. Section 5 propose two differemdsi  Original valued = |m; — ¢;| < 4. Our goal is to prevent mali-
of privacy metrics and describes a simulation environmémmga cious users from compromising patients’ identities whiéeing
with the results of experiments using it. Finally, SectiosuBhma- the data usable to other researchers.
rizes the paper.

4. DYNAMIC MIX ZONES

We introduce a concept called the dynamic mix zone. Dynamic
mix zones are small areas created dynamically accordingeo t
movements of objects. The dynamic mix zone is a virtual zone
where location samples are changed or deleted. These mészon
are not generated beforehand or pre-specified. As with nmrgo
[2], pre-specified mix zones would be hard to configure andesom
times may not work well, since some objects might stay in a mix
zone for only a very short time and since the selected mixzone
might not turn out to be in the best locations to mix objects.

In this section, we introduce methods for generating dyoami
mix zones in order to protect the location privacy of morétbob-
jects. First, a simple two person/two trajectory case idistll The

2. RELATED WORK

There has been considerable research in location priva@nbe
the specific contributions mentioned above. Ackerregial. [1]
discussed the requirements for the use of wireless locatiorma-
tion and developments in the law and regulations goverriiagise
of wireless location information in the United States. Swegles
[15] elaborated the concept of an observation of a locatgelcbb
and proposed the idea that the individual should be ablejtsad
the accuracy of their location data. Schéital. [14] considered
privacy risks, economic damages, and network privacy ssiie
fected by the capability of cellular carriers identifyirfetiocation
of emergency callers using mobile phones. Beresétral. [2, 3]



method is then extended to allow for multiple persons’ trajges.

4.1 Two Person/Two Trajectory Case

When two persons are walking close to each other, a mix zone
is dynamically created, and their separate trajectoriesraxed to
confuse a possible adversary. When the two persons divesge f
each other and changing the location samples can no longiemee
within the allowed distortion bounds, the mix zone is destotid
and the two trajectories are no longer altered. Figure 1 exam-
ple of this process. Two objects move closer to each othemeve
apart. When they are close enough at timeandd; < L, where
L is a predefined threshold, their location reports are clthbhge
creating new perturbed coordinates. When they are moviag ap
attimets andd, > L, their location reports are no longer changed.
Through changing the location reports, the trajectories/dent
andt, are mixed, and the zone betweigrandt, is a dynamically
created mix zone. These two persons’ locations are peduniibe
dynamic mix zone to mix their trajectories and protect tpeivacy.
When patients’ trajectories are far from each other and yharic
mix zones can not be created, patients’ locations can barpert
with a random noise less than the application specific bfitow-
ever, the random noise does not help preventing an adversany
tracking a patient if there are no other patients around.pérson
moves alone and visits some sensitive locations, the sensifor-
mation can not be protected unless she doesn'’t reveal hatidoc
data when she is at the sensitive location because the ramoism
added on the location data is limited due to the applicatioss
quirements and an adversary can always use tracking dgwrito
track her. In this case, this person can use self-configuoédes
to regulate whether to report her location data at a speciia-I
tion. Using policies to protect location privacy is not tipiaper’s
focus. We focus on privacy problems raised when locatioa et
published and the privacy is defined as the complete andatorre
trajectory of a person.

(a) before (b) after

Figure 1: Two persons mix zone

Assuming the original position of an object(is, y), the distance
between its new perturbed positiah, ¢/’ and the original position
should be less thafy, which is the toleration threshold of applica-
tions. Figure 2 shows an example of generating new positibine
two original positionsA andC' are(z1,y1) and(z2,y2). A" and
C' are corresponding new locations fdrandC. To fully mix A
andC, which means

P(A'|A) = P(C'|A) and P(C'|C) = P(A'|C), 1)

A’ andC’ should be randomly selected from the same area. We
can let the new random locations generated only on theAifie

It works for two persons’ case, however, it is hard to extemd t
multiple persons’ case. Thus, we use a circle with a pre-goréd
radiusr to coverA andC'. If we have multiple persons, itis easy to
generalize the method using a circle to cover multiple pesstVe

thand, we can use circles with radidg2 to cover multiple persons.

In other words, we can set the predefined threstolg § and if

the distance of two patients is less thiatheir location samples are

randomized.
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Figure 2: Randomize locations

In Figure 2, let the new positiond’ (x7, y;) andC’ (x5, y5) be
two random points in the area centered at midpdmtvith ra-
diusr = §/2. WhenL = ¢, we can see that the reporting of
randomized positions fulfills the required applicatioresific limit
d on perturbation. Sincel’ and C’ are two uniformly random
selected points from the same arda(A’|A) P(C'|A) and
P(C’|C) = P(A'|C). In this way, the two original points are
effectively mixed with each other.

In Figure 1(b), two trajectories are changed according & th
above method until their distane& > 6. Thus, when the dis-
tance between two different person’s locations is less sham in
other words when their locations can be covered by a circte wi
radiusd /2, their locations are mixed in a circle area with radius
0/2. From Figure 1, we can see that for the case of two persons’
trajectories, this is a very easy way to mix them. In the follgy
section, we will extend this method to mixing multiple tretieries.

4.2 MultiplePerson/ Multiple Trajectory Case

Multiple trajectories case is the generalization of twospes’
case. The straightforward way is to separate the multiptegps
trajectories problem into several problems that includey two
person trajectories, and then use the method for two persass
to solve them. In [13], the multiple paths problem is decosgub
into multiple two path problems because of the high comjarat
cost of their algorithm for altering location samples. Thgoathm
gets the perturbed location samples from the solution ofra co
strained non-linear optimization problem, which utilizes return
value of Reid’s Multiple Hypothesis Tracking(MHT) algdrih. If
the algorithm solve the multiple trajectories case diggdtineeds
to storen®~! hypothesis, predict and update the state variables
based on these hypothesis, wherés the number of persong,
is the number of the time stamps of the whole process. After de
composing multiple paths problem into multiple two pathhgeon,
the algorithm still needs to maintaitf~! hypothesis. Thus, the
computation cost increases very fast when the trajectbodesmes
longer and have more location samples. Moreover, in the ttase
three persons are very close to each other, and they are & aw
from other people, only selecting two of them to mix may not be
a good solution. So, we need an easy way to mix three or trajec-
tories without high computational cost. In this section,wepose
a method for multiple trajectories case, that have a lowerme
tation cost and have a better scalability for multiple trépeies

need to define how large the disc should be. Since the maximumcase. Our method for multiple trajectories case is exterficed

change of a location sample should be less thamd in a circle
with radiusé/2, the maximum distance of any two points is less

the method for two persons’ case and exploit geometric diskre
ing problem.



In our method for two trajectories, two locations are mixeéd i  mix zone is demolished. We first study the creation of a dynami
they can be covered by a circle with radiy2. For multiple trajec- mix zone at the first time objects are close enough to trigger o
tories, we can also use this idea such that if multiple locatican Based on the result of [7], a grid can be used as the centers of
be covered by a circle with radiug'2, their locations are mixed. geometric discs. The basic idea of the heuristic dynamiczone
Previously we mentioned that if more persons’ locations lsan generation method is to put a square lattice in the field: tssip
covered by a single disc, which corresponds to a dynamicadly ble mix zones are then the circles centered on the grid po®is
ated mix zone, when they move apart, it is more difficult tekra  every point on the grid, a disc with radidgig2 is placed and checks
one of these persons. For example, if there are two persoas in how may locations are in its vicinity. If a disc can cover mtran
mix zone, when they leave each other, the probability of sssc one object position, then these positions can be mixed sndisic,
fully tracking one of these two persons ig2. If there are five and this disc is a mix zone for these location samples. Thardie
persons in a mix zone, then the probability of successfualgking between two neighboring lattice vertices depends on theoapp
one of them is onlyl /5. Thus, we want a circle can cover as many imation factor needed. From the theorem of [7], we can get the
persons as possible. In other words, we want to find minimum ci  following result straightforwardly.
cles to cover all the persons in order to mix them better. Rer t
location reports at time, finding the minimum number of circles
to cover them is a geometric disk covering problem.

LEMMA 1. Using discs of fixed radiu$/2 centered at a lattice
vertex to cover locations, the numh#rof these discs that are nec-
essary and sufficient to cover any disc of radiy& placed on the

4.2.1 Geometric disc covering problem plane is given by:

Here we briefly describe the geometric disk covering problem 1. CASE 1. FoR > 45, N does not exist.
Given a set of, points in the plane, find the minimum number of
disks of prescribed radiusto cover them. This problem has been 2. CASE 2. For@é <R< 45, N =6.
proved to be NP-complete [6]. Polynomial approximationoalg
rithms that provide a suboptimal solution that is within astant 3. CASE 3. For%é <R< */51_05, N =5.
approximation factor of the optimal one have been proposéd, i
8, 12]. Franceschettt al. [7] considered using a grid as centers of 4. CASE 4. For%& <R<16,N =4
discs and gave an approximation method. The theorem proved b
[7]is as follows. 5. CASE 5. FoiR < ¥25, N = 3.

Consider a square lattice where the distance between tgb-nei
boring lattice vertices ig. Call a disc of fixed radius, centered
at a lattice vertex, a grid disc. The numb¥€rof grid discs that are

To minimize the number of discs in the approximate solution,
we useR = @6 as the distance between two neighboring lattice

- . . vertices.
necessary and sufficient to cover any disc of radiptaced on the Thus, the dynamic mix zone generation method for a single tim
plane is given by .
is as follows.
1. CASE 1. For/R < %2, N does not exist. 1. First, a lattice is put in the area of location samples, thed

distance between two neighboring vertices/&s.
2. CASE 2. ForZ < r/R < Y N =, gnboring 5

2. Second, for every lattice vertex, a disc with radiy® is

3. CASE 3. For@ <r/R<1,N=5. placed on that vertex if the disc can cover more than one
location. However, a location can only be covered at most

4. CASE4. Forl <7/R < %5, N =4, once, so a greedy method is used to find the final disc cov-
ering. The disc that covers the largest number of locatisns i

5. CASE 5. Forr/R > 5%5, N =3. repeatedly found and added to the solution until there is no

. . . disc that can cover more than one location left.
This theorem tells us that if we only use the discs centereal at

lattice vertices to cover the locations of persons, how ndisgs 3. Third, for every disc in the solution, the location sansple

we need to cover any disc on the plane, in other words, how many it are randomized using the method described in Section 4.1.
more discs we need using grid discs than the optimal soldtian For each position, a randomly selected location is chosen
can put a disc anywhere. Although we can not find the optimal uniformly from the disc to replace it.

solution to the geometric disk covering problem, only usihg
grid discs can still give us a good solution. The advantagénef
approximation method is having a short running time.

We will use a heuristic method based on this theorem to create
dynamic mix zones. For every timg, an approximate solution
to the geometric disk covering is found. The disks can be ased
dynamic mix zones, and the location reports are randomizgde 5. EXPERIMENTS
each disk. After this process, the data published to theptstis In this section, we first propose two different privacy metrand
difficult for an adversary to use to trace one single persorecty, then use experiments to evaluate the dynamic mix zones hetho
but the data is still usable for the applications. . .

5.1 Privacy Metrics

4.2.2  Heuristic dynamic mix zone generation To study the performance of the location perturbation mesho
The data reported are in the form pfz*, M2, -, M7T}. Ev- we need some privacy metrics. We can not use a single privacy

ery M is the set of locations of all the persons. Assuming persons metric to cover all the aspects of privacy preserved. Thushis

are in motion, a mix zone is created dynamically wheneveersev section, two different privacy metrics are introduced taleate

persons are close to each other; when they later move apirt, t different aspects of the privacy preserved.

To allow for location data over multiple time points, we cém-s
ply reapply the above method/*, M?,--. . MT can be viewed
independently, and the single time method can be appliedey e
M?" separately.



5.1.1 Indistinguishability property number of all the mixable pairs of location§,, :

The goal of location privacy is to prevent an adversary from N,
tracking the whole trajectories of a patient, which mearter amix- =N
. N . . . g . m
ing, a patient’s trajectory can not be identified from all gahs in ) ) o )
the location data. In other words, the more other personssmpe - Using this performance ratio, different algorithms cancben-

has been mixed with, the better privacy she can get. The loca- Pared to evaluate how well the algorithm mixes all the poddit

tions of persons covered by a disc are randomized in ordeat@em  Mixable objects.

them indistinguishable. We assume that if two objects haxh e . .

one mix zone together, their identity are now undistingaidé. In 5.1.2  Anti-tracking performance

other words, even after they leave the mix zone, an advecsary If different data altering algorithms are used, their effean ad-

not distinguish between them without further informaticFhus, versaries’ tracking algorithms may be different. Thus, weda

for a single person, if she has been with more persons in ary mi metric to compare the effect of various privacy protectioetim

zone, she is undistinguishable with more persons. We intied ~ 0ds on adversaries’ tracking methods. The distance ersobéen

a metric called indistinguishability to quantify the perfmnce of used in previous research for this purpose; the distanoe isrthe

our methods on this aspect. sum of the differences between correct assignments andréuto
The more objects are combined, the more privacy is preserved assignments. However, sometimes the distance error maguhot

Figure 3 is an example. Each grid point is a possible mix zone show how much privacy has been preserved. Consider an adyers

center. If the circle centered at A is assigned as a mix zowani tracking one person whose true trajectory consists of 1€dtians.
covermai, ma, ms, andmy. The mix zone centered at B can cover When algorithmA is used to change the locations, the adversary
ma, m3, ma, ms, mr, andms. The mix zone centered &t can can get most of them right, but a few of them have a large distan

coverms, me, m7, andms. So, we have two choices: using A  error. When another algorithid is used, the adversary assign most
and C to cover all the locations, or using B to cover all thealoc ~ of the locations wrong, but the distance error sum over &lllth

tions exceptm; andmy. If A and C are selectedy, ma, ms, cations is less tharl. In this case, it seems intuitively clear that
andm,4 are mixed andns, me, mz, andms are mixed. If B is using B can preserve more privacy thah despite the fact that it
selected, all the points except; andm; are mixed. Aand C can  achieves a worse score on this metric.

mix N, = (5) + (3) = 12 pairs of locations, and B can mix Alternatively, we can consider using the numbe_r of Ioceﬁiﬂr_mt
N. = (§) = 15 pairs of locations. Thus, different choices of ~anadversary assigns to the wrong person as a privacy mdave:
covering discs result in different mix zones and the numl@ad ever, this may also not truly reflect the true amount of pivaie-

locations being mixed is different. We use the number ofspafr served. Consider two tracks that are always close to eadr;oth
undistinguishable object¥,, as the metric to evaluate the perfor- When reported locations are changed, an attacker may besgshf
mance of the dynamic mix zones approach. We call thisitthe between this pair of tracks, but the distance between therriect
distinguishability. For multiple objects and multiple time points, ~ track and the true track is always small—thus, true privacgat

N, is the number of pairs of undistinguishable objects in thelwh ~ Well preserved. We introduce a new metric called anti-tragk
process. performance as follows to address the limitations of theguieng

measures.

DEFINITION 1. Assume a tracking algorithrf determines an

N object A's track isT'r4 = {a',a?,--- ,a” }, and the object’s orig-

inal track before location alteration using algorithth is B =
™ {b*,b?,--- ,b7}. Theanti-tracking performance of L againstS

:\ bm/i/ N for Ais Pa =Y., f(a',b")/T, where
Omy emg ) Rk :
g @5 Fla,y) = 1 if D(z,y) >0
oM B TV 0 i D(zy) <6
T ° 5’ piin. D(z,y) is the distance betweenandy, § is the threshold defined
' 7% N by the application.
. The anti-tracking performance df againstS for multiple ob-
jects throughout a period of time is
Figure 3: Heuristic dynamic mixing zonefor asingletimepoint 1 < 1 P
P = EZPJ = ﬁzzf(a’j7bj)7
j=1 j=11i=1

The indistinguishability ratia, is defined as the ratio of the

indistinguishability valueN,, over the number of all the pairs of wheren is the number of objects; denotes the objegts location

at times computed by the attacker, atbgi denotes objecj’s real

locationsN: A S
N location at time.
TN 5.2 Datasets
. The indistinguishability ratio measures how well the aion The location data for multiple objects over multiple timeris
mix all the objects. were randomly generated as follows. There are 10 objecténgov

If the distance between two objects was less than the thidesho in an area of 100< 100 meters. The application-specific threshold
0 in a time point, they are a mixable pair. The performancerati [ is set to 10 meters. The locations of objects are reported eve
rp IS defined as the ratio of indistinguishability valdg, over the 10 seconds, and an object moves 1 meter in a random diredtion a
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Figure 4: Moving path of an object
with an assigned moving trend

every step. In order to prevent the random path of an objett co
sisting of circles centered at the initial position, a mayvtrend is
assigned to each objects in the beginning. The trends caatbe ¢
gorized into four classes by dividing 360 degrees into faude-
grees: northeastern, northwestern, southwestern, arldesstiern.
Each object is assigned one of these categories in the leginn
and the object’s random moving direction at each step isrgésa:
based on that category. For example, if an object’s moviegdr
is northwestern, the moving direction of this object’s gvstep is
D = R + 90, whereD is the angle between this object’'s moving
direction and east, R is uniformly random generated betWwee
degrees. Figure 4 is an example of one object’'s moving pathavi
northeastern moving trend.

5.3 Indistinguishability ratio and performance
ratio

To evaluate performance in terms of the indistinguishghliop-
erty for the heuristic dynamic mix zones method, randonettaj-
ries of 10 objects lasting different lengths of time wereeyated
and the heuristic dynamic mix zones method was applied ttothe
cations. Figure 5 shows the indistinguishability ratiolu bbjects
using the heuristic dynamic mix zones method. It is cleat tife
indistinguishability ratio increases with an increasehia humber
of location samples of objects. In other words, objects apeem
indistinguishable when they travel for a longer time. Whéjeots
travel for a longer time, it is plausible that there are madogect
encounters, each resulting in additional chances to beredusy
a dynamic mix zone. Figure 6 shows that with different nuraber
of objects in the area, the indistinguishability ratio doeshange
much.

We also computed the performance ratio of the heuristicyna
mix zones method compared to the optimal solution (Figurd@ @@
result shows that the heuristic dynamic mix zones methocgean
a performance ratio OF arouidd all the time, which means that
almost all of mixable objects have been mixed if they havenbee
close enough. Figure 8 shows the performance ratio witleraifft
numbers of objects in the area; the performance is almosizime
when number of objects changes.

5.4 Anti-tracking performance

To evaluate the performance of our heuristic dynamic mixeson
method against an attacker’s tracking method, we can usérexi
tracking algorithms to track objects using the location glesithat

with different path lengths

o

8 10 2 14 16 18
Number of objects

o

Figure 6. Indistinguishability ratio
with different numbers of objects

described using the linear Gaussian state space model as

€t ~ N(07 Ht)7
ne ~ N(O7 Qt)7

wherey, is a vector of observations angd is an unobserved state
vector. The system matrix

Zya + €,
Trow + Reme,

Yt =

S t=1,---,n,

1 01 0
0 1 0 1
Ti=10 01 0
0 0 01
and the observation matrix
1 0 0 O
01 00
Ze=10 0 0 0
0 0 0 O
The Kalman filter is as follows,
vy = Yr — Liay, F, = Z,P.Z{+ Hy,
Kt = TtPtZ£Ft71, Lt = Tt - KtZty
a1 = Tia+ Ky, Pip1 = TP L+ RiQuR;.
LetY; = {1, - ,y:}, then the log-likelihood of a series of ob-
servations
log L(y) = 321, logp(ye|Yi-1)

= —Z2log2r — 13" (log|Fi| + v Fy 'vy).

The log-likelihood can easily be computed from the outputhef
Kalman filter [5]. The tracking algorithm for an object works
follows.

1. An objecti’s trajectory starts from the first location sample
1

m;.
2. LetP; = p;, - -, pt denote the current trajectory of object
After receiving the next set of location datd’ ", compute

the log-likelihood of{p;, - - ,pt,mi™ Y}, z € (1,--- ,n).

3. Letp!™ = mktl,, which gets the maximum log-likelihood
in step 2.

4. Go to step 2 until the there is no new location data.

Using this simple tracking method, we can track an object us-

have been processed by our dynamic mix zones method. In Bur cu ing location data that have been preprocessed by the dymaixic

rent experiments, we have used a simple tracking algorithsed

zones method. After we get the trajectory of an object, we-com

on a Kalman filter. Assume that the movement of objects can be pare it with the original location data according to the dracking
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Figure 7: Performanceratio with dif-
ferent path lengths

performance metric in Section 5.1.2. Figure 9 shows theltreu
our experiments. When the travel time of objects is longeti- a
tracking performance increases. This is because moretslgee
mixed, and an attacker is more easily led in wrong directidfie
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Figure 10: Anti-tracking performance comparison

compared our method with path confusion method in [13]. Ta-co
pare with their solutions, we use the same setups as thefdd-as
lows. The paths of objects are no longer limited in a specittaa
The application specific threshold is set to 150 meters. rEigo

shows the results for 5 objects. We can see that the perfaeran

DMZ is better than path confusion method. The reason maybe du

to that in their method, perturbation is only done on two patha
time in a segment. In our method, every time we mix all thedoca
tion samples that are close enough, which can randomizepteult
objects at the same time.

6. CONCLUSIONSAND FUTURE WORK

We discussed the problem of preserving privacy for patiéoits
cation data in assisted living environments. A whole tr@scof
a patient being monitored may leak private information. W& p

posed a method called dynamic mix zones to mix the locatibns o

monitored objects based on their relative locations imstEfaus-
ing fixed mix zones. Two privacy metrics are proposed to etalu
its performance. Experiments shows that the longer objeasl,
the better their privacy is preserved when using the dynamiic

zones method. Compared with previous methods, since dgnami

mix zones method randomizes multiple objects at the san tim
has better performance on mixing location samples to ptaven
licious tracking. For future work, how to mix the locatiomsples

on the sensors when they are being collected might be a p®ssib

direction.

Number of objects

Figure 8: Performance ratio with dif-
ferent number of objects
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Figure 9: Anti-tracking performance
with different path lengths
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