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Abstract than one million online Gnutella nodes in just a few

minutes f44]. Due to the high scalability and reliabil-

Millions of Internet users are using large-scale peer- ity properties of the decentralized and self-organizing
to-peer (P2P) networks to share content files today. P2P networks, other mission-critical applications have
Many other mission-critical applications, such as Inter- also started to use peer-to-peer protocols. For example,
net telephony and Domain Name System (DNS), haveSkype is a popular Voice over Internet application that
also found P2P networks appealing due to their scal- use Gnutella-like protocols. There are also proposals to
ability and reliability properties. These P2P networks, build Domain Name System (DNS) with P2P technolo-
however, could be leveraged by automatic-propagating gies [7].
Internet worms to quickly infect a large vulnerable pop- The widely-deployed P2P systems used by end users,
ulation and inflict tremendous damages to information however, have strong security implications. First, the
infrastructure and end systems. users may have downloaded files embedded with mali-

While much work has been done to study random- cious code. Second, the P2P client software may con-
scanning worms, such as CodeRed and Slammer, weain vulnerabilities that could be exploited by attackers.
have less understanding of non-scanning worms that|n particular, P2P systems often has homogeneous client
are potentially stealthy. In this paper, we identify three implementation. For example, a recent study found that
strategies a non-scanning worm could use to propagate more than 75% Gnutella clients run the same software
through P2P systems. To understand their behaviors, (LimeWire) [44]. A single implementation weakness
we provide a workload-driven simulation framework of a commonly used P2P client thus results in a large
to characterize these worms and identify the parame- yulnerable population. This situation is attractive for
ters influencing their propagations. The non-scanning adversaries to exploit the P2P networks using Internet
nature allows P2P worms to evade many of today's worms, which can automatically propagate through the
detection methods aimed at random-scanning worms.network using a single vulnerability without human in-
We propose and evaluate an online detection algorithm tervention. The compromised P2P nodes may be used
against these P2P worms using statistical detection of to capture end users’ sensitive information or be used

change-points in streaming sensor data. for further attacks, such as Distributed Denial of Service
(DDoS) |26].
Internet worms have already demonstrated their ca-
1 Introduction pability to inflict large-scale disruption of and damage

to information infrastructure. In 2001, CodeRed in-

Millions of Internet users are using large-scale peer- fected more than 35,900 hosts within 14 hours and cost
to-peer (P2P) networks to share content files today.about $2.6 billion 26]. In 2003, Slammer infected
Listed on the website of Kazaa, a popular P2P soft- more than 90 percent of vulnerable hosts in less than
ware, there have been almost 39 millions downloads in 10 minutes, precluding any human-based incident re-
total and more than 0.8 millions downloads in a sin- sponse 25]. These notorious worms employrandom
gle week (November 14, 2005). During the one-month scanningstrategy to find the potential victims. Namely,
period of November 2001, Staniford et al. observed 9 they randomly select targets from the IP space. The se-
million distinct remote IP addresses engaged in successiected addresses, however, may not be in use or may be
ful Kazaa connections with hosts in a single university used by honeypot2B, 31]. Thus it is possible to de-
(about 5,800 Kazaa hosts)]]. Using a fast and accu- tect random-scanning worms by capturing their scans
rate crawler, Stutzbach et al. recently discovered moredirectly [41, 32]. Random-scanning worms may also



cause abnormal network activities, which could be pas- worms with different infection strategies and evaluate

sively observed for detectiod®, 12, 54, 19]. possible detection methods. Our contributions are three-
On the other hand, we have less understanding offold:

non-scanningvorms, which do not actively probe ran-

domly selected addresses. Instead, these worms prop- ® we provide a P2P worm simulation framework,

agate using legitimate network activities or network driven by a realistic P2P workload model;

topology information 41]. The first known computer

worm, the Morris worm, was non-scanning and infected e we study and compare propagation behaviors of

5 to 10 percent of the whole Internet in 19880] three non-scanning P2P worms and identify the im-
40]. Recently we saw the re-appearance of such non- pact of various parameters;

scanning worms, now leveraging peer-to-peer (P2P) net-

works such as Kaza&§], which provide an attractive e and we describe an online change-point based al-
platform for worm attacks because of their large user gorithm to detect these worms and evaluate it using
populations and homogeneous software cliedt$]. [ our framework.

The Symantec virus and worm repository returns about

458 instances when queried with the keyword “Kazaa”  In our simulation framework we need to model the

(as of November 14, 2005). immunization process during worm outbreak. Unfortu-

We identify three types of non-scanning worms that nately there is no empirical data for us to derive such
could leverage P2P networkpassiveworms that hide  a model. Some researchers simply use a constant-rate
themselves in malicious files and trick users into down- immunization approaclbp]. Instead we use a modified
loading and opening thenmeactive worms that only ~ sigmoid function given the intuition that immunization
propagate with legitimate network activities; gmac- will likely increase and decrease as worm infection does.
tive worms that automatically connect to and infect We need to point out, however, that this model may not
known peers using topological information. Note that be completely realistic though it is more intuitive than
the reactive and proactive worms are analogousoto a flat-rate model. It is known that P2P systems are dy-
tagion and topologicalworms B1]. Some researchers namic, though again there is no empirical model on how
define the passive worms, which attach to files and prop-nodes join and leave the network. To simplify our frame-
agate with user activations, asuses[47]. We do not work, we assume a network with a constant size in this
make such a distinction for the purpose of this paper.  paper. However we do explicitly model the file down-

Existing work on P2P worms has focused on proac- load failures and connection failures that may be caused
tive worms that propagate using network topologigs [ by network dynamics.

52, 53], given the empirical evidence that the P2P The rest of our paper is organized as follows. We
topologies approximate power-law distribution33][ discuss the design of our simulation framework in Sec-
37]. Studying worm propagation using the aggregated tion 2. We present the three non-scanning P2P worms
properties of P2P networks typically assumes a staticand the simulation results in SectioBgo 5. In Sec-
topology, in which a node stores the addresses of alltion 6 we evaluate the change-point detection algorithm
neighbors with which it had communicated. The lack of for these worms. Finally we discuss related work and
detailed peer interactions makes topology-driven modelsconclude in Sectiong and8.

unsuitable to simulate worm propagation, for instance, if
a node can only cache the lag§tcommunicating peers.
It is also difficult, if not impossible, to use these models
to study passive and reactive P2P worms.

P2P networks are complex systems and it may not be In this paper, we focus on studyingstructured file-
feasible to use an analytical approach to model worm sharing P2P networks, such as Kazaa and BitTorrent.
propagations without making overly simplified assump- Most existing P2P worms target these kinds of P2P sys-
tions. Instead we present a unified simulation frame- tems. Some P2P systems are not designed for file shar-
work, driven by a P2P file-sharing workload model, to ing, such as RON (to support reliable routin@] fnd
study the non-scanning P2P worms. Unlike previous Skype (to support voice over IP applicationd). [Some
work, our approach models detailed peer-to-peer file- P2P networks are structured, such as Pag# énd
sharing interactions. Our model captures file requestsChord B3], which could also be used to support file
and downloads, which lead to network activities and sharing but have not been widely deployed. These P2P
topologies; thus it can be used to study the propaga-systems may have quite different structural properties
tions of all passive, reactive, and proactive worms. The and workload traffic than unstructured file-sharing ones,
purpose of our study is to understand non-scanning P2Pand we plan to study them as future work.

2 Simulation Design



2.1 P2P workload times there is a limit on the maximum number of seeds
from which a file can be simultaneously downloaded.

The main purpose of existing P2P systems is to shareVVe call this theseeding limitand denote iD.
files among users, who oftentimes use the system to ex- \We assume that the popularity of the nodes also fol-
change (legal or not) popular music, movie, and soft- lows a Zipf distribution. For instance, a better-connected
ware files. The frequency of a file being downloaded node tends to be used more often than others. To choose
reflect its popularity among users. Recently Gummadi the seeds from all available peers that can serve the file
et al. studied a 200-day trace of Kazaa P2P traffic col- being requested, we choose (at mdstjeeds according
lected at the University of Washington, and found that to their popularity distribution. Existing studies show
the file popularity follows the Zipt) distribution [L4]. that nodes in P2P systems evolve into power-law topolo-
Namely, the frequency of these files being downloaded gies B3, 37. Namely, the connectivity degree of P2P
is proportional toz—*, wherez is the rank of these nodes approximates a power-law distribution, which has
files according to their download frequency. They also @ direct connection to Zipfl]. Validation tests show that
found that the workload in Kazaa, unlike Web traffic, our workload model indeed generates power-law like
was mostly driven by request-at-most-once downloads. topologies, using the simulation framework presented in
Once a file has been downloaded, users tend not toSection2.3
download it again.

We construct a P2P workload model using some of 2.2 Worm propagation
their findings. We denot#&’ as the number of nodes in a
P2P network and' as the number of unique files shared  We consider three types of non-scanning worms that
by all P2P users. The popularity of these files follow the may propagate on P2P networks. Passive worms dis-
Zipf(a) distribution. Once a node has requested afile, it guise themselves in files with enticing names to trick
will never download it again. Instead, it will request a users into downloading and opening these malicious
file from among those it has not downloaded, according files. Reactive worms ride along with legitimate network
to a re-normalized Zipf distribution (so the probabilities activities, instead of attaching to files. Passive and reac-
of requesting those files still sum to be one). tive worms tend to spread relatively slowly, but they gen-

New files are constantly introduced into P2P systems. erate fewer network anomalies than random scanning
We useA to denote the rate of new files being made worms. Proactive worms, however, achieve much faster
available, in addition to the initiab files. The rank  propagation speed by directly connecting to other peers,
of a new file is again determined by the Zipf distribu- whose addresses were cached after previous file requests
tion. The original file at that rank will be pushed one and downloads. All of these worms can be released by
slot down, and the Zipf distribution is re-normalized. the attacker on multiple nodes, calledhialist [41], to

P2P systems are highly dynamic as nodes join/departbootstrap infections. We udé to denote the size of the
from the network 35]. Here the node join/depart could hit list.
simply be the user opening/closing their P2P client soft-  Since passive and reactive worms propagate rather
ware. A download from a remote peer may fail due to slowly due to relatively infrequent file requests, as we
various reasons. For instance, the requested file has beeshow in Sectior8 and 4, it is likely for these worms to
removed, the network has failed, or the remote node hasbe discovered before reaching their full potential. For
left during the downloading process. To increase relia- instance, the unexpected behavior after opening down-
bility and speed up the download, like BitTorrent does, loaded files may cause suspicion, and the worm spread
a file may be downloaded simultaneously from multiple onto a honeypot node could be easily analya4il [The
peers who have that file, which are calk=kdsWe cap- Benjamin worm, for example, was discovered and its
ture the dynamic factors by modeling the probability of signatures and vaccine were developed only one day af-
a successful download. The probabilfyincreases, but  ter its initial release3g]. We thus need to model the user
never exceeds one, with the number of seeds being usedteaction in terms of applying immunization procedures
We take a modified sigmoid function to model success to remove the worm or prevent infection.
probability, which has two parameters that we can con-  Security patches, however, are generally applied

trol how fast it approaches the limit (one): slowly, either due to users’ ignorance of worm threats,
or concerns of the patches’ compatibility with their ex-
= S — 1) isting systems. We decided not to use a constant immu-
’ 1+ e2-0=

nization rate, since it does not capture various user reac-
Herex is the number of seeds being used, and we ad-tions during different worm outbreak stages, as pointed

justy and g in simulations to study their impact (how outin [50]. Unfortunately we do not have empirical evi-

fast approaching one). To limit resource usage, some-dence of the immunization probability density function.



Our intuition is that the probability approaches but never param | default | note

exceeds one, as more nodes are infected that may bring N 1,000 | number of P2P nodes

more awareness to the general public. Again we take S 40,000 | number of initial files

the sigmoid function (Equatioh) to determine the im- A 10 new file arrival rate

munization probability. Here: is the ratio of the in- D 1 seeding limit

fected nodes to all nodes, also called the wamava- @ 1.0 param of Zipf distribution

lence We adjusty andg in simulations to study the im- 61,71 | 0.5,1.0| params of download success prob.
pact of immunization on worm propagation. To model H 1 size of hit list

the initial delay and user ignorance, the node does not 3,,+, | 5,0.1 | params of immunization prob.

apply the immunization when the prevalence is smaller
than 1%. A node can no longer be infected, whether al-  Table 1. Common simulation parameters.
ready infected or not, once it has been immunized. This
corresponds to a Susceptible-Infectious-Removal (SIR)
model, commonly used when analyzing infectious dis-

xperiment.
easel7]. experiment

2.3 Simulation framework 3 Passive Worms

We implemented the previous P2P workload and var-  In this section we study the passive P2P worms,
ious worm propagations in a simulation framework. The which attach themselves to shared files and propagate as
simulator first initializes various components, such as these files are downloaded and opened on other nodes.
nodes and files. All the nodes are initialized to be vulner- Such passive P2P worms have already emerged in re-
able. During each simulation time unit, immunization is ality. Targeting Kazaa networks, the Benjamin worm
applied if necessary and new files are added into the creates a local directory and changes the Kazaa settings
system. Each node will request a file, which it has not t0 share this directory with remote nod&s8]. Then it
downloaded before, according to the Zipf popularity dis- makes copies of itself in that directory under many dif-
tribution. Assuming the files downloaded by a node are ferent names, such as popular music, movie, and soft-
not deleted, a requested file may be downloaded fromWare titles. Once these files are downloaded by other
one or more of the peers that have downloaded it pe-nodes and are opened, the previous process repeats and
fore. At mostD seeds are selected according to node the worm propagates.
popularity, following a separate Zipf distribution. The ~ We assume that the worm always creates and shares
probabilities of a successful download and a node beingthe samd{ malicious files on the local host. To increase
immunized are determined by Equatiapwith differ-  the chance of being downloaded, thus speeding up the
ent parameter values. We trace the worm propagationPropagation, these malicious files tend to have popular
by plotting the worm prevalence against the timeline in "@ames, such as the titles of hit songs and movies. We
all the experiments. assume that the worm author is able to G&eames out

We do not explicitly model the distribution of file ©f the top M most popular files. During a simulation
sizes and we assume that a file download completestime unit, each node requests a single file according to
(successfully or not) in one time unit. This is not an un- the file popularity distribution (Zipf). If the node has
reasonable assumption since we can define the time unif!ot been infected and immunized, the requested file is
as several hours or longer (Gummadi et al. suggest halfmalicious (out of thek’), the download is successful,
an day in their studyl[4]). Namely, for passive worms, then the status of that node becomes infected. In our
a malicious file is downloaded and opened in one time Simulations, the default values &f and M are 100 and
unit, and the requesting node becomes infected if the 1000, respectively.
download succeeds.

In the next sections, we study how the three non- 3.1 Simulation results
scanning worms propagate under different situations.

For each of the experiments, we ran the simulation ten  Intuitively, the more malicious files a worm can gen-
times and took the average for the plots. We summa- erate (largeK’) and the more popular their file names
rize common simulation parameters in Tathjeand we are (smallp), the more likely other users will down-
set the default values of some parameters as suggestelibad these files and become infected. Figlimnfirms

by [14]. We present worm-specific parameters in their that the worm spreads faster with larg€rand reaches
respective sections. All simulations use the default val- higher peak prevalence. The same observation holds as
ues except for the parameter being varied by individual these files use names in a smaller top popularity range,
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Figure 1. [Passive] Number of malicious Figure 3. [Passive] New file arrival.

files.

erate a dynamic list of names always having high popu-
larity ranks, such as by passively monitoring download
activity and learn the popularity, requires significant ef-
fort to put such intelligence into the worm.

We note that the worm prevalence increases to a cer-
tain peak and then starts to decline, due to the interplay
of the file downloading and immunization processes.
Recall that at any given time, a node is either vulnera-
ble, infected, orimmunized. The immunization process
picks up as the worm spreads, and it reduces both the al-
0 0 50 40 60 80 100 190 140 160 180 200 ready infected nodes and the vulnerable populations. At

Time some point the infection rate, determined by the prob-
abilities of requesting a malicious file and successfully
downloading it, starts to fall behind the immunization
speed.

As expected, the immunization probability has a
strong impact on worm spread. Figudeshows that
the more likely a node to be immunized, the slower the
as shown in Figur@. As a reality check, the Sanker worm spreads and the smaller the peak prevalence. Note
worm that creates about 20 malicious files in Kazaa’s that we adjusted the parameter(Equationl), and that
shared directory had less than 50 infection reports by the immunization probability increases asincreases.
Symantec. On the other hand, the Benjamin worm that When there is no immunization process, the prevalence
creates and shares about 2000 malicious files reportedlykeeps growing until all nodes are infected. The infection
infected more than 1000 nodes. rate decreases as both the vulnerable population and the

To improve the worm effectiveness, the attacker popularity of malicious files decreases, leading to a slow
could write a worm that creates a large number of files worm propagation.
on a victim’s machine. This, however, will consume sig- Another way for an attacker to facilitate worm spread
nificant system resources and may alarm the users. Thes to use a large hit list. Figurd shows that this ap-
attacker also could try to guess the most popular files to proach, however, only increases initial prevalence (com-
facilitate worm spread. It is difficult, however, if notim-  pare with Figurel, note the maximum prevalence is
possible, for the attacker to do this given different inter- about the same). Note that the initial prevalence for
ests of a large user population. Even worse, the continu-H = 200 was slightly less than 20%, due to some over-
ous arrival of new files further reduces the worm spread, lap of randomly generated values. We see that a large
as shown in Figur&. With 100 new files arriving each  hit list does not help passive worms much since it does
time unit, assuming half a day per unit, the worm can not influence how a node requests files. On the other
infect at most 3% nodes after about 2 weeks. The reasorhand, the prevalence declines quicker with a large hit
for such a large impact of the new files is the decreasedlist as the immunization correlates with the prevalence
popularity of the worm-generated malicious files. This (Section2.2). A large hit list does boost the number of
suggests that it is a bad strategy for the worm to use acopies of malicious files and increases the probability of
static list of file names. To write a worm that can gen- successfully downloading these files. In general, how-
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Figure 2. [Passive] Popularity of malicious
files.
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o P2P client software tends to be small. Yet the reactive
03l Gamma-0.06 ] worms still may have considerable propagation speed.
For instance, Staniford et al. estimate, by analyzing an
empirical trace collected at a single network location,
that roughly 9 million Kazaa clients could be infected
within one month 41]. Their estimate is conservative
since they could not observe peer interactions not cross-
ing their sensor. Our simulation framework, on the other
ol hand, provides a holistic view of the worm propagation.
0 20 40 60 80 100 120 140 160 180 200 The simulation runs without worms f@r time units
fime to allow the files to distribute among the P2P network.

) ) _ o Then the worm is randomly released éh nodes si-
Figure 4. [Passive] Node immunization multaneously. The file request and download operations
(2)- continue as the worm spreads. We compare three worm
infection directions:source infectiorif the worm can
infect only the peers initiating the connectiosfk in-
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file distribution in the system and thus indirectly influ-
ences the worm spread. Note that there is a subtle differ-
ence between source-infection reactive worms and pas-
ol sive worms. For passive worms, the host requesting a
0O 20 40 60 80 100 120 140 160 180 200 L. . .. -
Time non-malicious file from another host containing mali-
cious files will not be infected.

Figure 5. [Passive] Hit list.
4.1 Simulation results

ever, using a large hit list is not an effective strategy for
passive worms.

Some other parameters of P2P systems also influ-
ence the spread of passive worms. For instarge,

We found that the new file arrival rate has minimal
influence on reactive worms, so we default it to zero in
all experiments. We also found th&tplays little role af-

P ter it reaches a certain threshold, as the file distributions
andj; (Tablel) change the probability of a successful . ' . .
G ( ) 9 P y become relatively stable. So we use 100 time units as

file download. The larger the probability is, the faster . .
the worm spreads and the higher the peak prevalencethe defa.\ult value dT after which the worm s relgaseq.
We first examine the impact of worm infection di-

reaches. We omit the plots for these results, but all the ; Co :
ection, as shown in Figuré. Source and sink worm

curves have similar shapes and the prevalence reache’ . X .
peaks between time 20 and 40 propagations have a comparable spreading speed, while

the source infection has a higher peak prevalence. This
) is a direct result of skewed distribution on the seeds
4 Reactive Worms from which to download files. The sink worm infec-
tion more likely will hit popular peers, while the source
Reactive worms, also called contagion worms, do not infection allows more nodes to be infected before immu-
need to attach to files, but propagate with legitimate net- nization catches up. The mixed infection strategy, how-
work activities to defeat common anomaly-based detec- ever, significantly boosts worm spread speed and preva-
tion methods. A reactive worm on a victim host could lence. Within 10 time units, the worm infected almost
learn the addresses of potential targets by simply waiting 80% vulnerable population. Considering the large num-
for other peers to request files from the victim or for the ber of Kazaa users, this is much worse than the estima-
victim to request files from other peers. Triggered by the tion made by Staniford et al. using observations at a
new connections, a reactive worm could then probe andsingle sensor41]. The reason behind fast propagation
infect other peers if they are vulnerable. Reactive worms of mixed worm infection is that the popular nodes are
typically require only one exploit of the dominant im- quickly infected by sink infections, and then all other
plementation of the P2P protocol, since the diversity of nodes are infected by source infections when requesting
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files from those popular peers. In all other experiments
of this section, we use mixed infection as the worm’s
default propagation strategy.

Figure 7 shows the impact of the hit list. A worm
can spread faster with a larger hit list. The size of the
hit list, however, does not significantly boost the peak
prevalence. Recall that a large hit list for passive worms
triggers quicker immunization and deters its prevalence
(Figureb). This is not the case for reactive worms; the
prevalence continues to grow to a significant ratio be-
cause the immunization process could not catch up with
the worm'’s fast propagation speed. If there is no immu-
nization applied, a reactive worm will quickly saturate _
the P2P network on time unit 12, as shown in Figgre 5 Proactive Worms
As expected, a smaller probability for node immuniza-
tion (larger.) leads to faster worm spread and higher  The addresses of the peers with which a node has
peak prevalence. communicated may be cached deliberately or uninten-

Unlike passive worms, the seeding limit has a non- tionally on that node. A proactive worm on an infected
trivial impact on the worm spread as shown in Figlre  node then could simply choose these peers in the cache
The more peers from which an infected node can down- as targets and infect them. In our simulation, we model a
load files, the faster the worm spreads with the sink in- FIFO cache withC' entries on every node that keeps the
fection strategy. In summary, reactive worms can pene-addresses of the lateStpeers with which the node had
trate a much higher percentage of nodes in a shorter timecommunicated. If we setf' to be V, the cache is effec-
than passive worms. It generally can infect more than tively unbounded. Given that a proactive worm volun-
70% nodes within 10 time units, while passive worms tarily initiates connections to other peers, it may cause
reach peak prevalence around 20% between time 20 toobvious network anomalies. To evade detection methods

Note that the prevalence of both the passive and reac-
tive worms drops quickly after it reaches certain peak
value. This is due the correlated immunization with
prevalence. If we use a constant immunization rate, the
prevalence peak will reach higher and drop slower. Fig-
ure 10 shows the comparison of using these two differ-
ent immunization process for both passive and reactive
worms. We use default values for all parameters and the
constant immunization rate is 1% in this case.
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of constant immunization rate.

5.1 Simulation results

such as virus throttles4p], we assume that the worm

only probes one peer selected from the cache every time .
unit. For instance, the time unit could be 1 second to !N Figure 11, we show that how the worm selects

evade 1 new connections per second detection thresholached peers has a greatimpact on its propagation (with
used by a virus throttle. The scale of time unit here typ- ¢ defaulting to 100). Probing the new entries in the

ically is much smaller than the one used by passive andcache first allows the worm to spread much faster at
reactive worms. early stage than probing the old entries first, since the

peers with small age are more likely to be available and

) thus have greater probability to be infected. On the other
not be available when probed by the worBB[ We hand, probing old entries in the cache first allows the

keep aragefor each peer in the cache, which is defined |0y 15 hecome more effective at later stage when it
as the time it has stayed in the cache. Note that the age ig. ) 1 s to the head of the cache. If the worm has to re-
re_freshed i th_e corre_s_ponding p_eer_communicated with sort to random selection, such as when the aging infor-
this node again. Intuitively, the likelihood for a peer to mation is not available, it spreads with a rough linear

be available reduces as it ages in the cache. So we deﬁngpeed between the other two methods. In the rest of the

tk:cethprobab!hty for1 ‘3 Sl}ECGSSﬂ;I mfci]ctlog ﬁs trzje ]:nvletrse experiments, we assume the proactive worm employs a
of the peer's age1.0/(X * age®), whered has defau random selection strategy.

value of 2 andK is a normalization constant. Though
we do not have empirical evidence the infection proba-  Intuitively the worm would spread faster with a larger
bility density function does follow this model, we could cache siz&”. It turns out thatC has minimal impact on
adjusté to study its impact. We study three strategies Worms who select cached peers with increasing ages. A
for the worm to select peers from the cache: selection Small number of new peers in the cache guaranteed a
with increasing ages, selection with decreasing ages, orfast spread. Figur&2, however, shows that the worm
random selection (when the age information is not avail- actually spreads slower with a largérfor random peer
able). We assume the worm knows whether the infection selection. Two factors cause this counter-intuitive be-
succeeds or not, so it will avoid probing the nodes al- havior: the worm tries to evade virus throttle by prob-
ready infected by the probing worm instance. ing one peer a time, and the average probability for a
successful infection becomes smaller with a large aging

We first let the simulation run with normal file op- he. A small he (10) enabl roactive worm t
erations for 100 time units to allow the caches to be _cac e. A small cache (10) enables a proactive wo 0

filled. Then we release the worm difi nodes. Since infect almost 90% population at time 50.

the proactive worms propagate much faster than passive Even with a relatively large cache, a proactive worm
and reactive worms, on the order of seconds, we do notcould achieve higher prevalence if the infection success
run file operations and immunization processes once theprobability drops slower with the age. Figut8 shows
worm is released. The worm propagates using the exist-the impact of infection probability when a worm probes
ing state of all caches to select and probe one peer froma cached peer. Given the same age, lafgkrads to
the cache every time unit, which is conceivably much smaller probability of successful infection. With a small
shorter (i.e. one second) than the time unit used by pas- (1.5) and a large cache (100), a proactive worm can
sive and reactive worms (i.e. half a day). infect more than 50% population at time 100.

Many P2P nodes are highly dynamic and they may
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Figure 12. [Proactive] Cache size. Figure 14. Detectability of reactive worms.

0.6

oS T strategies will connect to and infect any peer that con-

04t e ] tacts the victim node requesting files. Thus an infected
popular node being contacted for files by many peers
will generate increased outbound connections. Proac-

03 r

Prevalence

02y 1 tive worms try to evade virus throttles by probing one
o1l beftacls — | peer per time unit. One could look for increased out-
L = bound connections (probes) by aggregating several time
0O 10 20 30 40 50 60 70 80 90 100 units. This approach, however, might not be effective
Time since the cache on each node could be small or the worm
only probes a few latest entries (still effective as we
Figure 13. [Proactive] Infection probability. show in Sectiorb). We note that the peers in the caches,

however, tend to be popular nodes and thus will receive
a disproportional number of inbound probes.

For all these scenarios, we could monitor the rate of
either inbound or outbound connections for P2P nodes.
A sudden rate increase indicates potential worm activi-

It is somewhat controversial whether we should de- ties. Due to limited space, we only focus on the detec-
tect worm propagations and further develop protection tion of reactive worms and show its representative re-
methods for P2P systems, which are used mostly to ex-sults in this section. We plan to present detailed detec-
change illegal files nowadays. Putting philosophical de- tion results on other worms and how these results can be
bates aside, in this section we only focus on the tech-used for worm defense methods in a future publication.
nical feasibility of detecting non-scanning P2P worms  Figure 14 shows the rate changes of outbound con-
discussed in previous sections. nections for two nodes with different popularity ranks,

Existing worm detection methods target random- with D set to be 10 and a reactive worm with mixed in-
scanning worms, by capturing the scans spread into un-fection released at time 100 (assuming no immunization
used IP space2B], by detecting exponential scan in- applied). Note that both curves show abrupt changes af-
creases and probe failurd®[ 54], or by hypothesistest-  ter the worm release, and the less popular node has less
ing on fast port scand.p]. These methods are not effec- dramatic changes (it has less chance to be contacted for
tive given P2P worms’ non-scanning behaviors. Host- files). We also note that there are some delays before the
based detection methods, such as Tripw€],[ have worm hit these nodes and caused the rate changes. If the
potential to detect P2P worms, but it is difficult to deploy sensor can monitor the outbound connections of multi-
them onto wide-area P2P nodes. Thus we seek networkple nodes, such as an organizational egress sensor, the
based detection methods that leverage application-levelaggregated rate may exhibit more obvious changes with
knowledge to identify anomalies. worms. We say that the sensmversthesen nodes and

Passive worms will create and share popular files on we show the impact of later in this section.
the victim hosts, thus distorting the popularity of those  To detect abrupt changes in streaming sensor data,
nodes. Namely, the victim node may see an increasedwe use the algorithm proposed by Guralnik and Srivas-
number of file requests by other peers. Similarly the tava [L5]. We define a likelihood estimation criteria
reactive worms that employ source or mixed infection to be the sum of residual squares, after a linear model

6 Worm Detection



n\d 1.0 2.0 3.0 4.0 monitoring either a few popular nodes or a large num-
1 |58,252|6.6,20.3| 9.2,16.7| 10.9,13.6 ber of randomly selected nodes (Tal2le To cover a

10 | 15.3,2.2| 13.3,1.0] 9.1,0.7 | 9.3,0.5 large number of nodes, the sensor could be deployed at
50 | 59,0.1| 55,00 6.6,0.0| 7.4,0.0 the network borders, or be integrated with P2P clients
100 | 4.6,0.0 | 5.2,0.0| 6.0,0.0| 5.8,0.0 that coordinate to compute aggregated connections by
exchanging self-certifying alert$§]. Montresor et al.
Table 2. Worm detection results. propose an aggregation algorithm on P2P networks that

could be used for this purpos2].
While this detection algorithm works well in our sim-
is fitted to the time series data. Now given an array of ulation framework, we note it is not straightforward to
accumulated data points collected from titnéo ¢;, we apply it in real-world traffic. A modern P2P system typi-
need to determine whether there is a change-pgiirt cally also carry non-file sharing traffic, such as node dis-
the range. We use the criteria that a change-point hascovery, route maintenance, and online advertisements.

been detected if and only if Other types of background traffic may also cause false
positives to the worm detectors. As future work, we plan

(L(4,J) — Linin(4,5))/ L (4, j) > 6, to correlate connection rate with other network features

to improve the detection accuracy and reduce detection

whered is a user defined threshold, and delay.
Lpnin(i,7) = mingpp_1<k<j—p+1{L(t, k) +L(k+1,5)}.

_ o , 7 Related Work
Herep is the minimum number of data points needed to

fit a linear model, and we choose 4 as its default value.

Note that if a change poirt, is detected at time;, Recent efforts to understand widely-deployed P2P
ty, is always earlier than; and we call the difference the ~ Systems by analyzing empirically collected data have
detection delay On the other hand, we call the differ- Provided foundation for our work and othefis{ 44]. In
ence oft; and the actual worm release time thegection ~ Particular, Gummadi et al. found that the popularity of
error. Besides these two metrics, we also Compute the P2P files follows a lef distribution and users fetch files
number of false positives and false negatives to evaluateat most oncel4]. Other studies also confirmed that the
the worm detector. Tabl® shows the detection results topology of P2P systems approximates a power-law dis-
with different thresholdd and coverage:.. The pair of  tribution [33, 37], and that the P2P systems are highly
values for each table entry are detection delay and num-dynamic B5]. We have taken all these findings directly
ber of false positives, averaged over 100 random runs.into our workload model to drive worm simulation.

We found the detector generates only 1.5% false neg- Zhou etal. study worm propagation with a simulation
atives, and the detection error is always within 2 time framework that implements several P2P protocols such
unit. as Gnutella, Gia, and Pastyd. They have focused on

When only one node is monitored, we see the thresh-how to contain proactive worms. They assume the ex-
old & controls the tradeoff between detection delay and istence of guardian nodes that are immune and capable
accuracy. As the threshold increases, detection has @f detecting worms and issuing non-reputable alés [
longer delay but fewer false positives. If the sensor cov- It will be interesting to study how fast the worm can
ers 10 nodes, the aggregated output makes the jump irbe contained using our detection method with their alert
time series data less significant (some unpopular nodessubsystem. Yu et al. give analytical results on how dif-
are selected). This leads to longer detection delay, butferent parameters influence worm propagation on both
much fewer false positives because the variance in ag-unstructured and structured P2P syste6#. [ Several
gregated data is more stable. If the sensor could coverother works P9, 8, 5], like these two, focus on proac-
even more nodes, the abrupt jump will be boosted by thetive worms and assume that the worm blasts neighbors
popular peers and lead to easier detection (both smallewithin a static P2P topology, without considering the
delay and more accurate). We could have further re- evasion of existing worm defense methods such as virus
duced the detection delay by using a smallesuchas 2 throttles B9
instead of 4, with a tradeoff of increased false positives. = The non-scanning worms may also propagate

To put the detection results in context, Figérehows through interactions of other Internet applications, such
that the reactive worms have a slow start phase untilas Email p5], Instant Messaging23], and SSH 86)].
time 5 or 6. If we can detect the worm in its slow start, Like previous P2P worm studies, however, they only fo-
there is a good chance to contain it before the significantcused on proactive worms since their topology-driven
outbreak. Such a detection delay can be achieved bymodels lack detailed peer interactions.



Note that accurately simulating worm propagation on worms we know have caused major outbreaks since the
a large-scale network is not a trivial task. Most of previ- first passive worm was discovered more than three years
ous worm studies leverage a customized simulation atago. Reactive worms, on the other hand, are stealthy
abstract level 41, 54, 27, 9]. Liljenstam et al. used and can penetrate a much higher percentage of nodes in
a mixed model where part of network is simulated at a shorter time period than passive worms. The infection
macroscopic level while the rest is simulated at packet strategy, whether source-based, sink-based, or mixed,
level to achieve scalability2P]. Perumalla and Sun- has great impact on the worm propagation. The proac-
daragopalan performed a full packet-level worm simu- tive worms are the worst among the three P2P worms
lation using massive parallelization to study the detailed since they aggressively spread using historically accu-
worm dynamics 30]. Weaver et al. emulated worm mulated peer addresses. How the worm selects a peer
propagation on a testbed with scaled-down version of from the cache is a critical parameter for its propaga-
Internet @6]. Unlike these detailed studies, our work tion speed. The proactive worms, however, are likely to
still relies on aggregated abstract models though we con-generate more network anomalies such as an increased
struct a realistic workload to drive these models. It will number of failed connections (the peers are not available
be interesting to apply our framework in a packet-level when probed).

P2P simulator, such as GnutellaSifh6]. We have evaluated a detection algorithm for these
There has been a considerable amount of work on de-worms by real-time identification of change-points in
tecting random-scanning worms. Telescope-like moni- the continuously sampled connection rates, using a sta-
tors or honeypots can directly capture random scéhs [ tistical time-series analysis method. The intuition is
3, 32, 13, 18, 51]. Others identify random-scanning based on the observation that the worms distort node
worms by looking for specific network anomalies, such popularity, reflected as changes in connection rates.
as tree-like propagationd?, 11], exponential scans and We show that the approach is effective against reac-
ICMP failures [L2, 54], fast port scans19, 45|, com- tive worms if the sensor monitors a few popular nodes
mon payloadsZ1, 39|, and DNS anomaliesAfB]. Un- or a large number of randomly selected nodes. As fu-
fortunately these methods are not effective against P2Pture work, we plan to further enhance this algorithm and
worms due to their non-scanning nature. Host-based de-evaluate it with realistic background traffic. We are also
tectors, such as Tripwire€2(], have potential to detect interested in studying the effectiveness of worm contain-

non-scanning worms, but they are hard to deploy onto ment based on our detection method.
wide-area P2P nodes.
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