91.305ComputerArchitecture
Assignment7: Defusinga Binary Bomb

FredMartin (fredm@cs.uml.edu )istheleadpersorandbombsquadchieffor thislab. Thelab
wascreatedy ProfessorfandalE. BryantandDavid O’Hallaronof Carngyie Mellon University.

1 Intr oduction

ThenefariousDr. Evil hasplanteda slew of “binary bombs”on our machinesA binarybombis a
programthatconsistsof a sequencef phasesEachphasesxpectsyou to type a particularstring
onstdin If youtypethecorrectstring,thenthephasds defusedaindthebombproceedso the next
phase.Otherwise the bombexplodesby printing "BOOM!!!"  andthenterminating. The bomb
is defusedvhenevery phasenasbeendefused.

Therearetoo mary bombsfor usto dealwith, sol amgiving eachstudentabombto defuse.Your
mission,whichyou have no choicebut to acceptjs to defuseyourbombbeforetheduedate.Good
luck, andwelcometo thebombsquad!

Stepl: Get Your Bomb

Studentswill attemptto defusetheir own personalizedomh Eachbombis a Linux binary exe-
cutablefile thathasbeencompiledfrom a C program.To obtainyour personalizedomb,visit the
91.305coursehomepagefor directions.

http://www.cs.uml.edu/"fredm/c ours es/91 .305 /

To play with the bomb, you will have to get the bomb onto an IA-32 Linux machineof your
choosing(e.g.,mercury.cs.uml.edu , pollux.cs.uml.edu ).

Step2: DefuseYour Bomb

Onceyou have recevedyour bombfrom thebombdaemonsareit in asecurairectory Yourjob
is to defusethebomh



You canusemary toolsto helpyou with this; pleaseook at the hints sectionfor sometips and
ideas.Thebestway is to useyour favorite dehuggerto stepthroughthe disassembletinary.

In the CMU versionof thislab, eachtime your bombexploded thestaf werenotifiedandyoulost
points:

Ead timeyour bombexplodest notifiesthe staf, andyoulosel/4 point (upto a max
of 10 points)in thefinal scoke for thelab. Sothere are consequences explodingthe
bomb You mustbe careful!

But | have givenyou specialbombsthatjust displaya messagevhenthey explode. Sogo ahead,
blow themup atwill, thereis no penaltyfor doingso.

You earnpointsfor defusingthe bomb,however. Eachphaseis worth 6 points, for a total of 36
pointsfor defusingthewholebomh

Thephasegetprogressiely harderto defuse put the expertiseyou gainasyou move from phase
to phaseshouldoffsetthis difficulty. However, thelastphasewill challengeaventhebeststudents,
sopleasadon’t wait until thelastminuteto start.

In fact, no one should try to do this in one sitting. You'll have a lot more fun with the
assignmentif you give yourself several sessiongo work on it.

The bombignoresblankinput lines. If you run your bombwith a commandine argument,for
example,

linux> ./ bonb psol .t xt

thenit will readtheinputlinesfrom psol.txt until it reache&£OF (endof file), andthenswitch
overto stdin . In amomentof weaknessDr. Evil addedthis featuresoyou don't have to keep
retypingthe solutionsto phaseyou have alreadydefused.

To avoid accidentlydetonatingthe bomb, you will needto learnhow to single-steghroughthe
assemblycodeandhow to setbreakpoints.You will alsoneedto learnhow to inspectboth the
registersandthe memorystates.Oneof the nice side-efectsof doingthelabis thatyou will get
very goodat usinga delugger Thisis a crucial skill thatwill pay big dividendsthe restof your
career

Logistics

You may work in a group of up to 2 people. If so, you mustindicatein your write-up which
individual’'sbombyou have defused.

Any clarificationsandrevisionsto the assignmenwill be postedon the classhomepageand/or
theikonboard.There will be hints on the ikonboard system,solook there.



Youshoulddotheassignmenbntheclassmachinesin fact,thereis arumorthatDr. Evil reallyis

evil, andthebombwill alwaysblow upif run elsavhere.Thereareseveral othertamperproofing
devicesbuilt into thebombaswell, or sothey say Well, if you have anintel-based.inux machine
athome,you cango aheacanddefusethe bombonthataswell.

Hand-In

In theoriginal CMU lab design,eachpersonalizedbombnotifiedtheinstructorautomaticallyafter
you have successfullydefusedt, sono furtherwrite-upwasrequired.

For us, natificationis disabled,sol amrequiringa written writeup, alongwith the input file you
usedto defuseyourbomh

For eachphasehatyou workedon, your writeup mustinclude:

e Theinputthatyou usedto defuseit.

e A detaileddiscussiorof the processyou usedto cometo your solution. This shouldbe at
leastthreeparagraph#ong, per phase

Even if you did not successfullysolve a phase,turn in a description of what you tried and
how you went about it.

Hints (Please read this!)

Thereare mary ways of defusingyour bomh You canexamineit in greatdetail without ever
running the program,andfigure out exactly whatit does. This is a usefultechnique but it not
alwayseasyto do. You canalsorun it undera dehugger watchwhatit doesstepby step,anduse
thisinformationto defuseit. Thisis probablythefastesiway of defusingit.

We do make onerequestpleasedo not usebrute force! You could write a programthatwill try
every possiblekey to find theright one.But thisis no goodfor severalreasons:

Thefirst two reasonsdon't apply to us, but the third reasonalone males brute force effectively
impossible

e Youlosel/4 point(upto amaxof 10 points)everytime you guessncorrectlyandthebomb
explodes.

e Everytime you guesswrong, a messages sentto the staf. You could very quickly satu-
ratethe network with thesemessagesand causethe systemadministratordo revoke your
computeraccess.



e We haven't told you how long the stringsare, nor have we told you whatcharactersarein
them. Evenif you madethe (wrong) assumptionshatthey all arelessthan80 characters
long andonly containletters,thenyouwill have 26%° guessesor eachphase Thiswill take
averylongtimeto run,andyou will notgettheanswetbeforetheassignmenis due.

Thereare mary tools which are designedo help you figure out both how programswork, and
whatis wrong whenthey don't work. Hereis a list of someof the tools you may find usefulin
analyzingyour bomb,andhintson how to usethem.

e gdb

The GNU dehugger thisis acommandine dehuggertool availableon virtually every plat-
form. You cantracethrougha programline by line, examinememoryandregisters,look at
boththe sourcecodeandassemblycode(we arenot giving you the sourcecodefor mostof
yourbomb),setbreakpointssetmemorywatchpoints,andwrite scripts.Herearesometips
for usinggdb.

— To keepthe bombfrom blowing up every time you typein awronginput, you'll want
to learnhow to setbreakpoints.

— TheCS:APPStudenSSiteathttp://csapp.cs.cmu.edu/publ ic/st udents.h tml
hasa very handysingle-pagegdb summary | haveappendedhis documento this
handout.

— For otherdocumentationtype “help ” at the gdb commandprompt, or type “man
gdb”, or“info gdb” ata Unix prompt. Somepeoplealsolike to run gdb under
gdb-mode in emacs.

e objdump -t
This will print out the bomb’s symboltable. The symboltable includesthe namesof all
functionsandglobal variablesin the bomb, the namesof all the functionsthe bomb calls,
andtheir addressesYou maylearnsomethingoy looking atthefunctionnames!

e objdump -d

Usethis to disassemblall of the codein the bomh You canalsojust look at individual
functions.Readinghe assemblecodecantell you how the bombworks.

Althoughobjdump -d givesyou alot of information,it doesnt tell you thewhole story.
Calls to system-lgel functions are displayedin a cryptic form. For example, a call to
sscanf mightappeaias:

8048c36: e8 99 fc ff ff call 80488d4 < init+0x1a0>

To determinghatthe call wasto sscanf , youwould needto disassembl&ithin gdb.

e strings
This utility will displaythe printablestringsin yourbomh
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Looking for aparticulartool? How aboutdocumentation®on’t forget,thecommandspropos
andman areyour friends. In particular man ascii  might comein useful. Also, the web may
alsobeatreasurerove of information. If yougetstumpedfeelfreeto askfor helpontheikonboard
system.



