91.305ComputerArchitecture
Assignmentll: Defusinga Binary Bomb

FredMartin (fredm@cs.uml.ed u) is the lead personand bombsquadchief for this lab The lab was
createdby Professor®RkandalkE. BryantandDavid O’Hallaronof Carngie Mellon University

1 Intr oduction

ThenefariousDr. Evil hasplanteda slew of “binary bombs”on our machinesA binarybombis a program
that consistsof a sequenc®f phases.Eachphaseexpectsyou to type a particularstring on stdin If you
typethe correctstring, thenthe phases defusedandthe bombproceedgo the next phase.Otherwise the
bombexplodesby printing "BOOM!!!"  andthenterminating.Thebombis defusedvhenevery phasehas
beendefused.

Therearetoo mary bombsfor usto dealwith, sol amgiving eachstudenta bombto defuse.Your mission,
which you have no choicebut to accept,is to defuseyour bomb beforethe due date. Good luck, and
welcometo thebombsquad!

Stepl: Get Your Bomb

Studentswill attemptto defusetheir own personalizedomb Eachbombis a Linux binary executabldfile
thathasbeencompiledfrom a C program.To obtainyour personalizedbomb,visit the91.305coursenome

page:
http://www.cs.u ml.ed u/ °f re dm'co ur ses/ 91.30 5/

Look for thelink to abombspageatthetop of thecoursehomepage.Thenfind thebombfor you, identified
by theusernameyou gave me at the beginning of the semester

To play with thebomb,you will have to getthebombontoanlA-32 Linux machineof your choosingle.g.,
mercury.cs.uml. edu, pollux.cs.uml.e du).

Hereis oneway to do this. Fromawebbrowser copy thelink to your bomb Then,from the Unix prompt
of theLinux machine say:

lynx pasted-link-to- your -b onb

Thelynx webbrowserwill thenlet you downloadandsave yourbomhb



Alternately you cancopy your bombdirectly out of the directoryfrom which it is stored. The bombsare
locatedin:

lusr/cs/fac4l/fr edm/305/b onbs/

You canfind your bombin thatdirectoryandcopy it to your own.

Step2: DefuseYour Bomb

Onceyou have receved your bombfrom the bombdaemonsave it in a securedirectory Your job is to
defusethebomb

You canusemary toolsto helpyou with this; pleasdook at the hints sectionfor sometips andideas.The
bestway is to useyour favorite detuggerto stepthroughthe disassembletiinary

In the CMU versionof this lab, eachtime your bombexploded,the staf werenotifiedandyou lost points:

Ead time your bombexplodesit notifiesthe staf, and youlose 1/4 point (up to a maxof 10
points)in the final scoe for thelab. Sothere are consequence® explodingthe bomb You
mustbe careful!

But I have givenyou speciabombsthatjust displaya messag&henthey explode.Sogo aheadplow them
up atwill, thereis no penaltyfor doingso.

You earnpointsfor defusingthe bomb,howvever. Eachphases worth 6 points,for a total of 36 pointsfor
defusingthewholebomb

The phasegyetprogressiely harderto defuse put the expertiseyou gainasyou move from phaseto phase
shouldoffsetthis difficulty. However, the lastphasewill challengeeventhe beststudentsso pleasedon't
wait until thelastminuteto start.

In fact, no oneshouldtry to do this in onesitting. You'll have a lot more fun with the assignmentif
you give yourself several sessiongo work onit.

Thebombignoresblankinputlines. If yourunyourbombwith acommandine aigumentfor example,
linux> ./ bonb psol . txt

thenit will readthe input lines from psol.txt until it reache€£OF (end of file), andthenswitch over
to stdin . In a momentof weaknessDr. Evil addedthis featureso you don't have to keepretypingthe
solutionsto phaseyou have alreadydefused.

To avoid accidentlydetonatingthe bomb,you will needto learnhow to single-steghroughthe assembly
codeand how to setbreakpoints. You will alsoneedto learnhow to inspectboth the registersand the
memory states. One of the nice side-efects of doing the lab is that you will get very good at usinga
delugger Thisis a crucialskill thatwill paybig dividendstherestof your career



Logistics

You maywork in agroupof up to 2 people.If so,you mustindicatein your write-up which individual’s
bombyou have defused.

Any clarificationsandrevisionsto the assignmenwill be postedon the classhomepageand/orthe ikon-
board.Therewill be hints on the ikonboard system,solook there.

You shoulddo the assignmenbn the classmachines.In fact, thereis a rumorthatDr. Evil really is evil,
andthebombwill alwaysblow upif run elsevhere. Thereareseveral othertamperproofingdevicesbuilt
into thebombaswell, or sothey say Well, if you have anIntel-based.inux machineat home,you cango
aheadcanddefusethe bombon thataswell.

Hand-In

In theoriginal CMU lab designeachpersonalizedbombnotifiedtheinstructorautomaticallyafteryou have
successfullydefusedt, sono furtherwrite-upwasrequired.

For us, notificationis disabled,so | am requiringa written writeup, alongwith the input file you usedto
defuseyourbomhb

For eachphasehatyou worked on, your writeup mustinclude:

e Theinputthatyou usedto defuseit.

¢ A detaileddiscussiorof the processyou usedto cometo your solution. This shouldbe at leastthree
paragraph$ong.

Evenif you did not successfullysolve a phase,turn in a description of what you tried and how you
went about it.

Hints (Pleaseread this!)

Therearemary waysof defusingyour bomb You canexamineit in greatdetail without ever runningthe
program,andfigure out exactly whatit does.This is a usefultechniqueput it not alwayseasyto do. You
canalsorunit underadelugger watchwhatit doesstepby step,andusethisinformationto defuseit. This
is probablythefastesiway of defusingit.

We do malke onerequest,pleasedo not usebrute force! You could write a programthat will try every
possiblekey to find theright one.But thisis no goodfor severalreasons:

Thefirsttwo reasonglon't applyto us,but thethird reasoralonemalesbruteforce effectivelyimpossible

e Youlosel/4point(upto amaxof 10 points)everytime youguessncorrectlyandthebombexplodes.

e Every time you guesswrong, a messageas sentto the staf. You could very quickly saturatethe
network with thesemessagesndcausehe systemadministratorgo revoke your computeraccess.



¢ Wehavent told youhow long thestringsare,nor have we told you whatcharacterarein them.Even
if you madethe (wrong) assumptionshatthey all arelessthan80 characteréong andonly contain
letters,thenyou will have 268° guessegor eachphase.This will take a very long time to run, and
youwill notgettheanswerbeforetheassignmenis due.

Therearemary toolswhicharedesignedo helpyoufigure outbothhow programswvork, andwhatis wrong
whenthey don't work. Hereis alist of someof thetoolsyou mayfind usefulin analyzingyour bomb,and
hintson how to usethem.

e gdb

The GNU dehugger this is acommandine dehuggertool availableon virtually every platform. You
cantracethrougha programline by line, examinememoryandregisters Jook atboththe sourcecode
andassemblycode(we arenot giving you the sourcecodefor mostof your bomb),setbreakpoints,
setmemorywatchpoints,andwrite scripts.Herearesometips for usinggdb .

— To keepthe bombfrom blowing up every time you type in awronginput, you'll wantto learn
how to setbreakpoints.

— The CS:APPStudentSite at http://csapp.c s. cmu.e du/p ublic /s tu dent s.h tml
hasavery handysingle-pageydb summary| haveappendedhis documento this handout.

— For otherdocumentationtype “help ” atthegdb commandorompt,or type“man gdb”, or
“info  gdb” ataUnix prompt.Somepeoplealsoliketo rungdb undergdb-mode in emacs.
e objdump -t
Thiswill printoutthebomb’s symboltable. Thesymboltableincludesthenamesof all functionsand
globalvariablesin the bomb,the namesof all the functionsthe bombcalls,andtheir addressesyou
may learnsomethingoy looking at the functionnames!
e objdump -d

Usethis to disassemblall of the codein the bomb You canalsojust look at individual functions.
Readinghe assemblecodecantell you how the bombworks.

Althoughobjdump -d givesyoualot of information,it doesnt tell you the whole story Callsto
system-lgel functionsaredisplayedin a cryptic form. For example,acall to sscanf mightappear
as:

8048c36: e8 99 fc ff ff call 80488d4 <_init+0Ox1a0>

To determinethatthe call wasto sscanf , youwould needto disassembl&vithin gdb .

e strings
This utility will displaythe printablestringsin yourbomh

Looking for a particulartool? How aboutdocumentation®on’t forget,thecommandspropos andman
areyour friends. In particular man ascii  might comein useful. Also, the web may alsobe atreasure
trove of information. If you getstumpedfeelfreeto askfor helpontheikonboardsystem.



