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Extra Lab 1 - Optional

This optional lab is worth 5 points; e.g. half a regular lab.

Overview

This lab asks you to run a spyware detection and eradication program on your own PC and report on the results.

Please consider carefully before you undertake this lab. You have to be willing to install and learn the basic operation of a non-trivial piece of software to complete this lab. Any activities of this type must be undertaken thoughtfully and carefully. It’s not rocket science, but you do need to pay attention to what you’re doing. If you think you have a problem with spyware on your PC, you will find this exercise to be well worth the effort it takes to complete.

Note:  If you do not have your own computer you cannot do this lab. You must not attempt to do this assignment in the OS-314 lab or on the systems in any other University labs.

Submitting Your Work

I strongly suggest you send a copy of your lab to yourself when you email me. This gives you an exact record of what you submitted and when it was submitted. If your email somehow fails to reach me, you will then be able to forward or print the copy of the lab you have in your own mailbox.

Your lab is considered done when you have emailed me your lab report and your pages are completed and accessible on the cs.uml.edu web server.

This lab is due Monday, December 1, at 5PM. No extensions, no late submissions!

Getting Started

This lab involves downloading, installing and running a spyware detection program. You should print out this lab before starting, because the Ad-aware installation will ask you to close all other programs.

You should read through the entire lab and make sure you understand what is involved in running Ad-aware. I ran this program on my own computers, with no adverse affects. However it is possible that Ad-aware will suggest you remove something that other software on your computer relies on. For this reason you should proceed with particular caution through the spyware deletion part of this lab. I chose not to remove everything that Ad-aware identified on my systems, and you may also make that choice.

Download Ad-aware

Ad-aware is a very good spyware detection and eradication program. There are 3 levels of the product available from Lavasoft, and the lowest is free.

To download:

· Go to web site: http://www.lavasoftusa.com/

· Select “Ad-aware” from the Software list on the left side of the screen. This takes you to the Ad-aware page.

· Note under the Getting Started section at the bottom of the Ad-aware page, they recommend that you read the help file before using the software the first time. After you complete the download and installation, do this and make sure you understand what you are getting into.

· On the right side of the Ad-aware page, click under the Download title to go to the Download page.

· Select one of the Full Install links. There are about 10 of them, and some of the sites are more responsive than other. (I had good success with the Tucows link.

· This will take you to a page which will instruct you in how to download Ad-aware for the operating system on your PC.

· You should save the download to your PC. Note which directory the download file is saved in.

· (The file you download is 1720 KB, and it took me 10 seconds to download on a cable modem connections.)

Installing Ad-aware

The download process creates a file named aaw6 (with a .exe extension) on your computer.

· From the Windows File Explorer, locate aaw6 and double-click it to execute.

· The installer will ask you to exit all other applications on your computer before proceeding.

· The only option you have during the installation is to change the directory into which Ad-aware is installed. You should just use the directory suggested by the installer.

· The installer should have created an Ad-aware 6.0 icon on your desktop, which you can use to start the application.

Running Ad-aware

· Start Ad-aware by clicking the icon on your desktop.

· On the left side of the Ad-aware screen, there are 5 buttons, the bottom one labeled “Help”. Click to read the Help file,  as recommended by Lavasoft. In particular, click on each title in the “Getting Started” section of the Contents, on the left on the Help screen. You want to have a general idea of what is going to happen before you run Ad-aware.

· When you’re ready, click the Start button in the lower right of the Ad-aware screen.

· You are asked to choose a scanning mode. Use the default selection of “Perform smart system-scan”.

· Start the scan. This may take a while. On one of my systems, it scanned over 34000 objects and took about 10 minutes. Your mileage may vary.

· When the scan completes, it will tell you how many “New Objects” it found.

· Click the “Show logfile” button at the bottom of this screen.

· Save the logfile and submit it with your lab report.

· The logfile is a detailed record of  the scan of your system. You may find it to be cryptic. Close the logfile after you’ve seen enough.
· Click “Next” to move onto removal.
Removing Spyware

The “Scanning Results” screen appears, and all items Ad-aware found objectionable will be checked for removal. I never go along with this. You don’t want Ad-aware to remove anything from your system unless you are certain you don’t need it.

Here is where you need to be careful. The programs you will want to remove from you system are well-known on the Internet as spyware. You can look them up by name with a search engine. I can’t give you generalized advice because I can’t anticipate what you will find on your systems.

If you right click in one of the check boxes in the Scanning Results screen, it will give you the option to unselect all. You will want to unselect all unless you are absolutely certain that you want to remove all of the listed items.

If Ad-aware finds a lot of potential spyware on your system, you probably want to delete it a few items at a time. You can always rerun the scan after you remove items.

Some Types of Objects Ad-aware Can Remove

Processes

A program that is running on your system. 

RegKey, RegValue,RegData

The Windows registry contains control settings used by application programs. Ad-aware often identifies data in the registry used by spyware programs, even ones that may not currently be on your system.

File (Tracking Cookies)

I normally do not delete any of these. Cookies are often used by servers to make your life better, for example, when you surf to amazon.com, it knows what kinds of books to try to sell you. If you want to remove these, I suggest individually identifying the ones you want to delete.

Removal Procedure

· Check items you want to remove. Ad-aware allows you to quarantine items before they are removed. Do this! It will give a way to recover if you inadvertently remove something you need. 

· After you quarantine the objects, click “Next”. You will be asked for confirmation to delete the selected items from your system.

· You will get a summary report screen. If you click Next here, you will go back to the initial system scan screen.

In Your Lab Report:

· Tell me what you removed, and why you decided to remove it.

· Tell me what you did not remove, and why you did not remove it.

· As noted above, include the logfile from the initial scan of your system with your lab report.

Some of you may have a lot of spyware on your computers, and figuring out what to do with it may take some time. For your own benefit, you may want to remove all spyware. For the purposes of this lab, I don’t expect you to spend more than 2 hours on this project.
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