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ABSTRACT

Our vision is to achieve faster and near real time detection
and prediction of the emergence and spread of an influenza
epidemic, through sophisticated data collection and analysis
of Online Social Networks (OSNs) such as Facebook, MyS-
pace, and Twitter. In particular, we present the design of a
system called SNEFT (Social Network Enabled Flu Trends),
which will be developed in a 12-month SBIR (Small Busi-
ness Innovation Research) project funded by the National
Institutes of Health (NIH). We describe the innovative tech-
nologies that will be developed in this project for collecting
and aggregating OSN data, extracting information from it,
and integrating it with mathematical models of influenza.
One of the monitoring tools used by the Centers for Disease
Control and Prevention (CDC) is reports of Influenza-Like
Tllness (ILI) cases; these reports are authoritative but typ-
ically have a delay of one to two weeks due to the largely
manual process. We describe the SNEFT prototype in the
context of predicting ILI cases well in advance of the CDC
reports. We observe that OSN data is individually noisy but
collectively revealing, and speculate on other applications
that can potentially be enabled by OSN data collection and
analysis.
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1. INTRODUCTION

Seasonal influenza epidemics result in about three to five
million cases of severe illness, and about 250,000 to 500,000
deaths worldwide each year [16]. Other pandemics such as
the HIN1 influenza, though relatively benign in the 2009-
2010 season, may in the coming years change into a devastat-
ing one similar in scale to the deadly 1918 “Spanish Flu” epi-
demic. Reducing the impact of these threats is of paramount
importance for public health authorities, and studies have
shown that effective measures can be taken to contain the
epidemics, if early detection can be made [11, 19].

How will we know when an epidemic is emerging? How
can the transition from a “normal” baseline situation to an
epidemic be detected in real time? The Centers for Dis-
ease Control and Prevention (CDC) monitors Influenza-Like
Tllness (ILI) cases by collecting data from sentinel medical
practices, collating reports and publishing them [4]. Al-
though highly authoritative because diagnoses are made and
reported by doctors, the system is almost entirely manual,
resulting in a 1-2 weeks delay between the time a patient is
diagnosed and the moment that data point becomes avail-
able in aggregate ILI reports. Public health authorities need
the earliest possible warning to ensure effective intervention,
and therefore more efficient and timely methods of estimat-
ing influenza incidence are urgently needed.

It would be beneficial for public health monitoring if every
individual who becomes ill with influenza creates a public
announcement of her condition such as “I am down with flu”
and “I'm coughing and sneezing and feeling sick.” Although
many of these data would be “noisy” individually, in the
sense that not everyone who sneezes and coughs is infected
with an influenza virus, in aggregate, they provide a source
of data that can be transformed into a large scale picture of
the underlying epidemic pattern in time and space. If these
narratives were available in real-time, an automated sys-
tem based on aggregation and processing would be far more
timely than the current manual CDC system, permitting far
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than half a billion users worldwide. Currently the two largest
sites are the Facebook with about 400 million users and
MySpace with approximately 200 million users. Twitter has
about 80 million users and is growing fast. For a large num-
ber of users, logging on to their OSN accounts and inter-
acting with friends have become an important part of their
daily activities. They use OSNs to talk about their daily
events, health status, entertainment, etc. At any time, tens
of millions of users are logged on, with each user on average
spending tens of minutes daily on the sites. Each week bil-
lions of pieces of content (blog posts, web links, photos, etc)
are posted and shared between friends.

Data collected from OSNs represent a previously untapped
data source for detecting the onset of an epidemic and pre-
dicting its spread. Google Flu Trends uses web search terms
such as “influenza complication” and “cold remedy” collec-
tively to predict the onset of the annual influenza season
1-2 weeks ahead of the CDC ILI data (and 3 or more weeks
ahead of the reports). It can therefore be expected that
the “I am down with flu” and “get well soon” messages ex-
changed between OSN users and their friends provide even
earlier and more robust predictions. There have been efforts
in utilizing twitter data for predicting “national mood” [9]
and diseases in cities [21]. The latter application includes
flu; however, the application appears to be inactive, and in
our opinion, it lacks adequate statistical analysis, the danger
of which has been discussed in [20].

Success for influenza prediction using novel data sources
have been reported in literature, e.g., transportation data
is used in [1] and currency tracing data is used in [3]. Our
SNEFT work represents another approach, and it may have
advantages in timeliness of early detection. Since the major
OSN sites offer users with real-time search capability, SNEFT
will provide a snapshot of the current epidemic condition
and a preview of what is coming next, on a daily or even
hourly basis. This will greatly enhance the responsiveness
to influenza epidemic by public health authorities. Such a
system may become a valuable tool for public health author-
ities, for example by becoming part of the CDC’s BioSense
program [12].

Also, the user demographic and geographic location infor-
mation obtained from OSN sites present significant oppor-
tunities for us to carry out fine-grained analysis based on
people’s age, gender, location, etc. Many OSN users provide
their demographic and location information on their profiles.
Moreover, a growing number of mobile Twitter clients are
tagging their tweets with latitude and longitude of the de-
vice at the time the tweet was generated. Such geotagged
content will help the proposed work by improving the avail-
ability and accuracy of the geographic information tied to
influenza related OSN posts.

This paper is organized as follows. Section 2 describes
the overall system design and the four functional units. Sec-
tion 3 describes in detail the data collection process. The
mathematical problems of detection and prediction are for-
mulated and described in Section 4. Conclusions are drawn
in Section 5 with a discussion of future work.

2. SYSTEM DESIGN

The system architecture of SNEFT is schematically shown
in Figure 1 and the main components of the system are listed
as follows.

Data collection: CDC ILI reports and other influenza re-
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Figure 1: The system architecture of SNEFT.

lated data will be downloaded from the corresponding web-
sites. We will choose a list of keywords that are likely to
be of significance, and use OSN public search interfaces to
collect relative keyword frequencies. Relevant information
will be retrieved and stored in a spatio-temporal database
for further data analysis. The data collected include user
profile status update, blog entries, and tweets (for Twit-
ter) that contain the search keyword, and the corresponding
time stamps and user demographic (age, gender, etc) and
geographic location information. We will only collect the
data that are publicly available on the online social network
sites. The collected data will be inserted into a database for
aggregate queries. Only aggregated anonymous information
(e.g., keyword frequencies for a given geographical location)
will be obtained. No user identities or identity connections
will be used in the study.

Novelty detection: Detecting the transition from a “nor-
mal” baseline situation to a pandemic in real time is a chal-
lenging task. This transition is likely to be represented in
the volume and content of OSN data at a very early stage.
We will develop novelty detection techniques [5] to monitor
OSN data and detect the time when “something is different,”
so as to provide a timely warning to public health authorities
for further investigation and response.

ILI prediction: We will build an Auto-regressive Moving
Average (ARMA) model to predict ILI incidence as a linear
function of current and past OSN data and past ILI data.
Such a model will be systematically built and verified using
historical data, and the prediction will provide a valuable
“preview” of ILI cases well ahead of CDC reports.
Integration with mathematical models: Mathematical
models of influenza have been developed over the past 50
years and played an important role in furthering our under-
standing of the dynamics of influenza spread and the effect of
intervention [8, 2]. Such models typically have many param-
eters that are hard to obtain precisely, and are often deter-
mined by fitting historical data. We will first build an “OSN
sensor model” which describes “what would be observed on
OSN if the population is infected as such and such.” We
will then integrate real time OSN data with the prediction
of mathematical models, to obtain a posterior estimate of
the “infected state” of the population. Possible parameter
values that are not consistent with OSN observations are
weighted less, while those that are consistent are weighted
more. Thus OSN data helps to “sharpen” the prediction of
mathematical models.



3. OSN DATA COLLECTION

In this section we give a detailed description of the data
collection process. Facebook, MySpace, and Twitter each
provides a search interface (API) that allows a user to enter
any keywords such as “flu” to search for blogs/tweets that
contain the keywords. The APIs typically return a list of
blog entries across the whole site that contains the keywords
in reverse-time order. Each entry contains the following in-
formation: publisher profile ID, time stamp of the blog, and
the corresponding blog content. The individual fields can
be obtained using a HTML content scraper. Given a profile
ID, we can retrieve the publisher profile information from the
OSN sites, which usually includes the name, age, gender, ge-
ographic location, friends/followers, and other information.

Based on the search APIs provided by the OSN sites, we
will develop an OSN crawler for each of three OSN sites. In
the following, we will describe the design of Facebook crawler
in details. While MySpace and Twitter have different search
APIs, return result formats, privacy settings, and underlying
Web technologies, the architecture and main components of
the crawlers for these two sites are expected to be similar to
that of Facebook.

The structure of the Facebook crawler is depicted in Fig-
ure 2. The function of each component is described as fol-
lows.
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Figure 2: Design of the Facebook data collection
engine.

e Facebook Search Engine: After signing in Facebook
with a valid account, we can enter keywords and search
for updates and posts that contain the keywords. The
“Post by everyone” option allows us to search for given
keywords in updates and posts of users on Facebook.

e Results Set containing keyword: When users post up-
dates on Facebook they are given a few options in-
cluding friends, group, and everyone. The “everyone”
option (default setting) makes corresponding updates
available to public and the Facebook search engine.
All results that show up are available to the public for
a limited time period.

e HTML Content Scrapper: HTML Content scrapper is
a screen scrapper for web pages. We are interested
in getting useful information out of posts that are re-
turned from the keyword search. The HTML content
is sent as input onto regular expression matcher and
techniques of pattern matching are applied to extract
relevant content. We are particularly interested in the
following three fields: profile ID, time stamp of the
post, and the post content.

e Facebook Profile Scan Engine: Given a profile ID, we
will retrieve the detailed information of the profile,
which typically includes, among other things, name,
gender, age, affiliations (school, work, region), birth-
day, location, education history, and friends. Note that
a profile may belong to an individual user, an organi-
zation, or a community.

The information collected in this process will be aggre-
gated and fed to a database for storage, indexing, and query-
ing for later analysis. The most important fields of each
record include the profile information (name, gender, age,
etc), location, time stamp, and blog content.

The OSN data collection is affected by the following fac-
tors. Search rate limit: OSN sites often impose rate limits for
their search APIs. The number of search requests originat-
ing from a given IP address or account are counted against
the search rate limiter. Return results limit: The search
APIs provided by the OSN sites only returns a limited num-
ber of blog entries or results within a limited time frame. For
example, the search API of Twitter returns only the most
recent 10 day’s tweets that contain the given keywords. User
activity pattern: The number of posts varies at different time
of a day. Our results show that there exist significant dis-
parities in user activities between different hours of the day,
days of a week, and special holidays such as Valentine’s Day,
Mother’s Day, Thanksgiving, and Christmas. Therefore, it
is necessary to carefully schedule the search time to guaran-
tee that we obtain the complete set of blog posts containing
the keywords, and there is no gap in the collected data.

Because of these constraints, if we wait for too long be-
tween adjacent searches, the number of blogs posted during
the time interval may grow beyond what is allowed by the
return limit and some of the results will be lost, leaving a
gap in our collected data. To ensure that we retrieve the
complete set of blogs containing the search keywords, we
propose the following data collection scheme:

e To mitigate the search rate limit constraint, we will
launch multiple concurrent search sessions from differ-
ent IP addresses. These current search sessions will
coordinate among themselves and collect data at dif-
ferent time intervals so that each session is within the
search rate limit.

e The number of active search sessions will be dynami-
cally adjusted according to the volume of the returned
search results. To achieve this, we first estimate the
volume of search results using an exponentially weighted
moving average (EWMA) scheme. Denote the esti-
mated average and current search result volume at
search round k by v(k) and u(k), respectively, the mov-
ing average of the search result volume is computed as
follows:

v(k) =av(k —1) 4+ (1 — a)u(k)

where « is the smoothing factor that reflects the weight
of the previous estimate.

e Based on the estimated search result volume, sessions
that are still active compute the required search rate to
collect the data. If the required rate exceeds the rate
limit, new search sessions will be triggered to share the
load. When the search result volume becomes lighter,
the number of active search sessions will be reduced.



In Twitter, mobile clients can tag their tweets with the lo-
cation (latitude and longitude) of the device at the time the
tweet was generated. Such geotagged content will improve
the availability and accuracy of the geographic information
tied to influenza related OSN posts. With the fast growing
OSN access from mobile phones, it is likely that other OSN
sites may provide similar geotagging functionality. Together
with user demographic information obtained from user pro-
files, our system will allow us to carry out fine-grained anal-
ysis based on people’s age, gender, location, etc.

4. DETECTION AND PREDICTION

In this section we provide mathematical problem formu-
lation for detection and prediction.

Novelty Detection

A novelty detector that monitors OSN data and issues a
warning when “something is different” will be a valuable tool
in monitoring influenza epidemic. We briefly describe the
mathematical problem as follows. For ease of exposition let
us “stack up” all relative frequencies of the chosen list of
keywords at a given time t for a given region, and denote
the vector by y(t), t = 1,2,..., N. Let us also assume that
we have obtained some CDC ILI reports that captured the
transition from a normal baseline situation to an epidemic
situation, and we have identified the transition time around
t = k™. Then we can pose the following problems:

1. Find certain characterization of y(t), say c(t), that can
be automatically computed, such that from c(1), ¢(2),
oo (k") toc(k* +1), ..., ¢(N), there is a distinctive
“jump.” Note that y(t) is of high dimension because
the list of keywords can be long, but ideally ¢(¢) should
be a scalar that can be easily “thresholded.”

2. Identify a small subset of y(t) for the above novelty
detection task. As a hypothetical example, the rel-
ative frequency of “get well” messages alone may be
sufficient. More realistically, the combination of sev-
eral important keyword frequencies may be needed to
detect the change occurring around time ¢ = k™.

3. Verify the above novelty detector on “test data,” e.g.,
data for a different season that is not used in construct-
ing the novelty detector.

Many techniques of novelty detection parallel those for
anomaly detection [5]. We will investigate histogram based
method and clustering based method as a starting point,
and move to more sophisticated methods as need arises.

ILI Prediction

In view of the lag inherent in CDC’s ILI reports, and the
success of Google Flu Trends [13], it can be expected that a
timely prediction of ILI percentage will be made by utilizing
OSN data. More specifically, let z(t) denote ILI percentage
as reported by CDC, t = 1,2,..., N. The OSN data and
the ILI data are collected at different time scales; this multi-
scale aspect will be fully investigated in the proposed effort,
but in this section, for simplicity, we use the same scale to
describe the approach. Our objective is to fit a model of the
form

2(t+1) = aoz(t)+++apz(t—p)+ B y(t)+ -+ B, y(t—q),

so that prediction of the future ILI percentage can be made
now.

Since y(t) is of high dimension, we will identify a low di-
mensional subset of y(¢) to use in the above ARMA model,
instead of y(t) itself. One brute-force way of achieving this
is by exhaustive search: Pick a subset and perform the fit-
ting, and we can obtain a metric of the “fitting error,” e.g.,
sum of squared errors. Then the best subset can be chosen.

Note that for each fitting, the problem of deciding p and g,
the number of delayed values, as well as the coefficient vector
«a and (3, have to be solved. There are standard approaches
to these problems, see for example [18].

Nonlinear Filtering with Mathematical Models

For concreteness of the discussions that follow, consider a
simple Susceptible-Infectious-Removed (SIR) model [2],
where the dynamics of the population in each compartment
is described by
i’

%:—ﬁSL%:ﬂS[—yLR:N—S—I, (1)
with N being the total population, 8 the transmission rate
and v the recovery rate.

We will denote by z(t) the “state” of the population, which
in this case is given by = = [S, I|7. We will also denote by @
the parameter vector used in the model, which in this case
is given by @ = [3,~]7. In a more sophisticated patch model
[8, 2] that accounts for geographical spread of infection,
would consist of the susceptible and the infected popula-
tions in each patch, and 6 would include additional param-
eters such as travel rate, birth rate and death rate. In a
stochastic model, z(t) would be a random vector instead of
a deterministic one.

For the purpose of the proposed research, a stochastic
mathematical model gives the following transition probabil-
ity regarding the disease spread Prob(z(¢t+1)|x(t), ), where
for simplicity we have used a discrete time formulation. Usu-
ally the parameter 6 is not known precisely and can be es-
timated from historical data [17, 15, 22, 14]. Let po() de-
note the prior distribution of the parameter 6. Starting with
Prob(z(0)) and proceeding according to (1), the distribution
of future state z(¢ 4+ 1) can be predicted at time ¢.

By observing OSN data y(1),y(2),...,y(t), we can im-
prove upon the prediction. First we need to establish a
“sensor model” for the observed OSN data y(t), i.e., the
probability Prob(y(t)|z(t)). We can then solve the filter-
ing problem of obtaining the posterior distribution of z(t)
based upon the observations until time t.

This posterior prediction is “sharper” in the sense that
some values of the initial state z(0) and the parameter 6
that are not consistent with the observed values y(t) are
“discounted” in the distribution of the future state.

An accurate sensor model Prob(y(¢)|x(t)) is hard to build
because record of z(t) is usually not available. However, we
believe that even a coarse sensor model will provide valu-
able information. For example, based on an estimate of the
percentage of households who have both teenagers and com-
puters, and analysis of OSN user behaviors, we may come
up with an estimate of a typical y value, given, for example,
that © contains 200 infected people in a chosen geographical
region. We further postulate that it’s the relative, not ab-
solute, amplitude of y that matters the most in the filtering
solutions.



The nonlinear filtering and prediction problem can be
solved using Sequential Monte Carlo methods (particle fil-
ters) [10]. The problem with unknown parameter 6 can be
dealt with by augmenting the state space through introduc-
ing a random walk, or by Expectation Maximization [7].

The result of filtering/prediction is an improved estimate
of the underlying state . This will enhance the inference
conducted and actions taken that are traditionally associ-
ated with the use of mathematical models of influenza. Our
approach provides a new framework of incorporating new
types of data into established mathematical models, and new
applications may emerge from it.

5. CONCLUSIONS AND FUTURE WORK

In this paper we described our vision to achieve faster and
near real time detection and prediction of the emergence and
spread of an influenza epidemic, through sophisticated data
collection and analysis of OSNs such as Twitter, Facebook
and MySpace. In particular, we presented the design of a
system called SNEFT, which will be developed in a 12-month
SBIR project funded by NIH. We described the innovative
technologies that will be developed in this project for col-
lecting and aggregating OSN data, extracting information
from it, and integrating it with mathematical models of in-
fluenza. We presented in detail the ongoing OSN data collec-
tion work, and provided mathematical problem formulations
for the detection and prediction tasks.

We observe that OSN data is individually noisy but col-
lectively revealing. This is not unlike the accelerometer chip
data in a laptop: Individually it is random, but collectively
they can be used to detect earthquakes [6]. We believe that
sophisticated data extraction and analysis of OSNs have the
potential to be used in disaster relief, supply chain manage-
ment, as well as epidemic vigilance.
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