
number of individuals have made notable contributions 
to Thoth and the Portable System Software Project. 
Included in this group are Mike Afheldt, Bert Bon- 
kowski, Otmar Bochardt, Reinaldo Braga, Morven 
Gentleman, Sam Henning, Tom Miller, Alfedo Piquer, 
Patricio Poblete, Laurie Rapsey, Gary Stafford, Ian Tel- 
ford, and Fred Young. We also thank John Corman for 
keeping our hardware running. We have drawn from 
many sources in the design of the Thoth Machine de- 
scribed in Section 2. The main influence has been other 
operating systems, particularly: Brinch-Hansen's RC 
4000 system, Multics, Data General's RTOS, Honey- 
well's GCOS, and Bell Laboratories' UNIX. 

A note on the name: in Egyptian mythc ogy [9], 
Thoth ruled Egypt for 3226 years. He was endowed with 
complete knowledge and wisdom, inventing all arts and 
sciences including arithmetic, geometry, astronomy, 
soothsaying, magic, medicine, drawing, and writing. In 
some stories, creation was accomplished by the sound of 
his voice. After his death, Thoth went to the skies where 
he became god of letters, god of wisdom, messenger for 
the gods, upholder of justice, and searcher after truth. 
He measured time, divided the world, kept divine ar- 
chives, and was patron of history. When Egyptians died, 
Thoth weighed their hearts and proclaimed them 
"guilty" or "not guilty." He then revealed the magic 
formulae needed to traverse the underworld in safety. 
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Synchronization of concurrent processes requires 
controlling the relative ordering of events in the 
processes. A new synchronization mechanism is 
proposed, using abstract objects called eventcounts and 
sequencers, that allows processes to control the 
ordering of events directly, rather than using mutual 
exclusion to protect manipulations of shared variables 
that control ordering of events. Direct control of 
ordering seems to simplify correctness arguments and 
also simplifies implementation in distributed systems. 
The mechanism is defined formally, and then several 
examples of its use are given. The relationship of the 
mechanism to protection mechanisms in the system is 
explained; in particular, eventcounts are shown to be 
applicable to situations where confinement of 
information matters. An implementation of eventcounts 
and sequencers in a system with shared memory is 
described. 
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Introduction 

The design of  computer systems to be concurrently 
used by multiple, independent users requires a mecha- 
nism that allows programs to synchronize their use of 
shared resources. Many such mechanisms have been 
developed and used in practical applications. Most of  the 
currently favored mechanisms, such as semaphores [5] 
and monitors [I0], are based on the concept of  mutual  

exclusion. By mutual exclusion we mean any mechanism 
that forces the time ordering of  execution of pieces of  
code, called critical regions, in a system of concurrent 
processes to be a total ordering. 

In this paper, we describe an alternative synchroni- 
zation mechanism that is not based on the concept of  
mutual exclusion, but rather on observing the sequencing 
of  significant events in the course of  an asynchronous 
computation. Two kinds of  objects are described, an 
eventcount, which is a communication path for signaling 
and observing the progress of  concurrent computations, 
and a sequencer, which assigns an order to events occur- 
ring in the system. 

Eventcounts and sequencers constitute a very natural 
mechanism for controlling the sequence of  execution of  
processes that do not need mutual exclusion. Examples 
of  these applications are monitoring state changes of  
operating system variables, and broadcasting the occur- 
rence of  an event to any number of  interested processes. 

In applications where mutual exclusion mechanisms 
are explicitly prohibited, such as physically distributed 
systems and systems that need to solve the confinement 
problem, eventcounts and sequencers can be used to 
solve synchronization problems in a v e r y  natural way. 

performed on it (i.e. the initial value of  an eventcount is 
zero). In the rest of this paper, a process that executes 
advance operations on an eventcount E will be referred 
to as a signaler of  that eventcount. 

A process can observe the value of an eventcount in 
one of  two ways. It can either read the value directly, 
using the primitive read(E), or it can block itself until 
the eventcount reaches a specific value v using the 
await(E, v) primitive. 

The read(E) primitive returns the "current" value of  
the eventcount E. To be more precise, the value returned 
by read(E) counts all of  the advance operations that 
precede the execution, and may or may not count those 
in progress during the read. Thus, although the value 
may be changing during the execution of  the read prim- 
itive, the result of  read(E) is a lower bound on the 
current value of  E after the read, and an upper bound 
on the value of  E before the read. 

Quite often, a process may not wish to execute until 
some event in a class in which it has interest has hap- 
pened. Although that effect can be achieved by looping 
around an execution of  a read(E) primitive until a 
specified value of  the eventcount, E, is reached, it is more 
useful to provide a primitive that incorporates the wait- 
ing. Such a primitive would also provide the opportunity 
to avoid the busy form of  waiting. Consequently, we 
define a primitive await(E, v) that suspends the calling 
process until the "value" of  the eventcount E is at least 
v. 1 Of  course, as in all mechanisms designed for asyn- 
chronous processes, the await primitive may not return 
immediately once the vth advance on E is executed; the 
only guarantee is that at least v advances have been 
performed by the time await(E, v) returns. 

Eventcounts 

An eventcount is an object that keeps a count of  the 
number of  events in a particular class that have occurred 
so far in the execution of  the system. Events in this 
context are changes in the state of  some part of the 
system; for example, a change in the value of  some 
variable, the arrival of  input from an input device, etc. 
A class of  events is a set of  events that are related to one 
another, such as all changes to the variables X and Y, or 
all inputs from teletype number 377. 

An eventcount can be thought of  as a nondecreasing 
integer variable. We define an advance primitive to 
signal the occurrence of  an event associated with a 
particular eventcount and two primitives, await and read, 
that obtain the "value" of  an eventcount. 

The primitive advance(E) is used to signal the occur- 
rence of  an event in the class associated with the event- 
count E. The effect of  this operation is to increase the 
integer "value" of  E by 1. The "value" of  an eventcount 
equals the number of  advance operations that have been 
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Timing R e l a t i o n s h i p s  

In a single-processor system with processes commu- 
nicating through shared memory, the definitions of  ad- 
vance, await, and read given above are adequate. In a 
distributed system, particularly one that consists of  sev- 
eral processors interconnected by communication lines, 
the definitions are not adequate, because there may be 
a communications delay between the time an advance 
operation is finished and the time that another processor 
can determine that an advance has occurred. 

Lamport  has defined time in a distributed system as 
a partial ordering of  the events in the system [14]. We 
have modified somewhat his formalization of  time as a 
partial ordering to allow definition of  eventcounts in a 
precise way. Events are the executions of primitive op- 
erations of  a process, and particularly the executions of  
advance, await, and read primitives constitute events. 
Time ordering of  events in the system is specified by a 
partial-order relation on events, denoted by ---, (read 

1 We require that v be a private variable that cannot change while 
the process is suspended (effectively v is a call-by-value parameter). 
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"precedes"). 2 The relation ---) may be any relation that 
satisfies the following: 3 

D I. If A and B are events in the same process, and A is executed 
before B, then A ~ B. 

D2.. If  A is the transmission of  information by one process, and B is 
the receipt of  that information, then A ---, B. (Examples of  
transmission o f  information are sending of  messages, storing into 
a shared variable that is later loaded by another process, etc.) 

D3. I fA ~ B a n d  C----~ D, thenA ~ D o r  C---~ B. 
D4. For all events A, A ---) A does not hold. (D3 and D4 imply the 

transitivity of  ~ . )  

As in Lamport ' s  formalism, it is possible that for two 
events in the system, A and B, neither A ---) B nor B ---) 
A holds. Such a pair of  events will be called concurrent, 
since they correspond to events that have happened 
closer together in time that can be resolved within the 
system, in terms of  communication delays. Events that 
overlap in time while manipulating the same object are 
thus always concurrent. Events that happen at different 
times (from the point of  view of  an omniscient observer) 
on two different processors may be concurrent under our 
definition. For example, if  A and B are events on two 
different physical processors, and A's processor does not 
detect the occurrence of  B until after A has occurred, 
while B's processor does not detect the occurrence of A 
until after B has occurred, we will call A and B concur- 
rent. 

As a notational convenience, we define' another re- 
lation =0 in terms of ---), such that A =~ B (read "A 
precedes or is concurrent with B") iff not B ~ A. A 
useful lemma, easily shown using D3 above is: i fA ~ B, 
C ---) D, and B =* C, then A ~ D. 

The eventcount operations are precisely defined in 
terms of  timing relationships on operations applied to 
the same eventcount object. The following two axioms 
completely specify the timing relationships of  the three 
eventcount primitives. 

D5. If WE is the execution of  an await operation of  the form await(E, 
t), then there are at least t members  of  the set {AEIAE is the 
execution of  advance(E) and Ae ~ WE}.4 

D6. If RE is the execution of  a read operation of  the form v := read(E), 
then there are at most  v members  of  the set {AEIAE is the 
execution of  advance(E) and AE --, RE} and there are at least v 
members  of  the set {AEIAE is the execution o f  advance(E) and 
AE ~ffi~ RE}. 

The definition just given allows for the possibility 
that advance, await, and read operations on the same 
eventcount may be concurrent. In a later section, we will 
show how concurrent operations on the same eventcount 

2 If advance, read, or await is implemented as a sequence of  
primitive steps in a process, the event corresponding to the operation 
corresponds to the entire sequence of  steps. That  is, A ---, B iff all steps 
of  the implementation of  A precede all steps of  the implementation of  
B. 

a Our formalism differs from Lamport 's  in that: (a) Condition D3 
is changed to be a constraint on ~ resulting from the fact that events 
are not instantaneous, (b) Condition D2 is generalized to include 
information transmission other than by passing messages, and (c) 
Conditions D5 and D6 are new in our formalism. 

4 In this paper, we ignore questions of  liveness, e.g. we have no 
axiom that says when an await will eventually complete. 
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can be implemented correctly without using mutual  ex- 
clusion as an underlying mechanism. 

Single Producer, Single Consumer Example 

As an example of  eventcounts used for synchroniza- 
tion, we show how a producer and a consumer process 
can synchronize their use of  a shared N-cell ring buffer. 
The ring buffer is implemented as an array in shared 
memory,  called buffer[0:N - 1]. Two eventcounts, I N  
and O U T  (initially zero), are used to synchronize the 
producer and consumer. The producer generates a se- 
quence of  values by calls on a subroutine "produce," 
and stores the/ th  value in buffer[i rood N]. The consumer 
reads these values out of  the buffer in order. The two 
eventcounts, 1 N  and OUT,  coordinate the use of  the 
buffer so that: 

(1) the consumer does not read the /th value from 
the buffer until it has been stored by the producer, and 

(2) the producer does not store the (i + N)th value 
into the buffer until t h e / t h  value has been read by the 
consumer. 

procedure producer( ) 
begin integer i; 

for i := 1 to infinity do 
begin 

await(OUT, i -  N); 
buffer[i med N] := produce( ); 
advance(IN); 

end 
end 

procedure consumer( ) 
begin integer i; 

for i := 1 to infinity do 
begin 

await(IN, 0; 
consume(buffer[i med N]); 
advance(O U T ); 

end 
end 

Let the event Pi be the store of the ith value by the 
producer routine, and the event Ci be the reading of the 
/th value. The two synchronization conditions are equiv- 
alent to saying that Pi ---) Ci and Ci ---) Pi+N. 

We can show the synchronization conditions fairly 
simply. Let AIN,i be the/th execution of advance(IN) by 
the producer, A ouT.i be the ith execution ofadvance(O UT) 
by the consumer, WIN,i be the/th execution of await(IN, i) 
by the consumer, and WouT, i be the ith execution of 
await(OUT, i - N) by the producer. Because all the 
advances on IN are done in one process, they are totally 
ordered, such that ifj < k, AIN, j ~ AIN,k. Similarly, ifj 
< k, AOUT, j ~ AOUT.k. 

We also know that WouT.i ---) Pi ---) AIN, i, and 
WIN, i ~ Ci "') AOUT.i, from the sequencing of the proc- 
esses. 

Now, condition D6 above states that there must be at 
least i advances on 1 N  preceding or concurrent with 
WIN, i, SO AIN, i ~ WIN, i. Similarly, AOUT, i =~ WOUT, i+N. 
Putting these relationships together, 
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Pi  --> AIN,  i ~ffi~ WIN, i ~ Ci -"> AOUT, i =ffi~ WOUT, i+N ~ Pi+N 

or, using the handy lemma relating ~ and --,, Pi 
G " *  Pi+N. 

A similar proof  of  such a producer-consumer system 
was given by Habermann [9]. Our use of  eventcounts 
corresponds directly to his use of  the auxiliary proof 
variable ns, which counts the number of times a sema- 
phore is V'ed. 

Note that in our producer-consumer example, each 
eventcount has exactly one writer, in contrast to the 
usual semaphore solution in which both processes mod- 
ify the same synchronization variable. This reduction in 
write competition seems often to occur in eventcount 
solutions, making correctness proofs easier (as in the 
example), making confinement feasible (see later section 
on information flow), and making the problem of  syn- 
chronizing physically distributed processes easier to ac- 
complish. 

The synchronization of  the producer and consumer 
is obtained from the ability of  the eventcount primitives 
to maintain relative orderings of  events, rather than by 
mutual exclusion. A sort of  exclusion between the pro- 
ducer and consumer arises out of  the constraints of  the 
buffer size, but there is no synchronization operation 
that the consumer executes that cannot be completely 
concurrent with the synchronization operations of  the 
producer. This can best be seen b y  considering the case 
where the producer is always several steps ahead of  the 
consumer, but the speeds of  production and consumption 
are equal. Then there is never a time when the consumer 
or the producer must wait for the other to complete some 
operation. In contrast, solutions using locks, binary sem- 
aphores, or other mutual exclusion mechanisms to pro- 
tect shared variables that describe the state of  the buffer 
will require the consumer or producer to wait for the 
other during the other's manipulations of  the state vari- 
ables. 

Sequencers 

Some synchronization problems require arbitration: 
a decision based on which of  several events happens first. 
Such a problem naturally arises in trying to control 
writes to a shared memory cell, for example, where two 
update operations are assigned an order depending on 
the order of  their attempts to write. Arbitration consists 
of  deciding on an ordering between events that may 
otherwise be unordered, and returning enough informa- 
tion so that the system can make a decision based on the 
order. Eventcounts alone do not have this ability to 
discriminate between two events that happen in an un- 
controlled order. Consequently, we provide another kind 
of  object, called a sequencer, that can be used to totally 
order the events in a given class. 

A sequencer, like an eventcount, can be thought of  
as a nondecreasing integer variable that is initially zero. 
The only operation on a sequencer is an operation called 

118 

ticket(S), which is applied to a sequencer, and which 
returns a non-negative integer value as its result. Two 
uses of  the ticket(S) operation will always give different 
values) The ordering of  the values returned corresponds 
to the time ordering of  the execution of the ticket oper- 
ations. 

The inspiration behind the ticket operation is the 
automatic ticket machine that is used to control the order 
of  service in bakeries or other busy stores. The ticket 
machine gives out ascending numbers to people as they 
enter the store, and by comparing the numbers on the 
tickets one can determine who arrived at the ticket 
machine first. Furthermore, the person at the counter 
can serve the customers in order by calling for the 
customer whose number is one greater than the one 
previously served, when he is ready to serve a new 
customer. 

Unlike eventcounts, sequencers do use a form of  
mutual exclusion. The events corresponding to two ticket 
operations on the same eventcount may not be concur- 
rent. The precise definition of  sequencers in terms of  the 
partial ordering ~ is: 

D7. if T and T' are events corresponding to ticket operations on the 
same sequencer, S, then either T---, T' or T' --~ T. 

D8. If  T is an execution of  t := ticket(S), then the value assigned to t 
is the number of  elements of  the set {XI X is execution of  a ticket 
operation on S and X--* T}. 

The use of  sequencers can be best illustrated by an 
example. Let us introduce multiple producers in our 
producer-consumer example. We want all deposit oper- 
ations to be mutually exclusive, but are unwilling to 
place an a priori  sequence constraint on the several 
producers. We use a sequencer called T, which is used 
by each producer to obtain a "ticket" for depositing its 
message into the buffer. Having obtained a ticket, a 
process merely waits for the completion of  all producers 
that obtained prior tickets. Each producer thus executes 
th~ following program: 

procedure producer( ) 
begin integer t; 

do forever 
begin 

comment synchronize with producers; 
t := ticket(T); 
await(IN, 0; 
comment synchronize with consumer; 
await(OUT, t - N + 1); 
buffer[(t + 1) rood N]  :=produce( ); 
advance(IN); 

end 
end 

The consumer process executes the same program as 
before. 

This program works by using the total ordering 
among the t icket(T) operations to totally order the stores 
into the buffer array. The await(IN, t) operations does 
not terminate until the advance(IN) operation of  the 

As a result arbitration is required in the underlying implemen- 
tation. 
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producer that got the value t - 1 from its ticket operation 
is executed. This advance(IN) operation also enables the 
consumer process to read the value just stored, so reading 
of cell t rood N can proceed concurrently with storing 
into cell (t + 1) rood N. While we could have used an 
eventcount other than I N  to synchronize the producers 
(making the program more "structured" perhaps), we 
chose not to do so to illustrate the "broadcast" nature of 
advance. Each execution of advance(IN) enables two 
processes (a producer and the consumer) in this example. 

To simplify the proof, let the events corresponding to 
the ticket operations be numbered To, 7"1, 7"2 .... where 
Ti ---, Tj i f f  i < j (this is possible because of D7 above). 
Further, let SIN,t be the event corresponding to the 
await(IN, t) in the producer program, and WovT, t be the 
execution of the await(O UT, t - N + 1) in the producer 
(both possible because D8 guarantees that t will uniquely 
number each execution of the two await operations). 
Also, let AIN, i and Pi be the advance(IN) and produce 
operations that happen in the process where the variable 
t has the value i. From the producer program, we know 
that SIN,  i ~ AIN,  i. Since the A I N  a r e  the only advance 
operations on IN ,  at least i of them must precede or be 
concurrent with Sin, i, by D6. From this ordering we can 
show that AIN,  i ==~ SIN, i+1, by D3 and D6. Finally, we can 
show that P~ --, Pi+t. The remainder of the argument, 
showing that P~ ~ C~ ---, Pi+N, is identical to the single- 
producer case. 

Relation to History and Auxiliary Variables 

Eventcounts and sequencers are concrete realizations 
of a kind of history variable [11] or auxiliary variable [2, 
18]. History variables and auxiliary variables are varia- 
bles inserted into a program for the purpose of proving 
properties about the synchronization of processes where 
the properties cannot be expressed in terms of the origi- 
nal variables in the program. An observation that lends 
importance to eventcounts is that history variables used 
in the proof of concurrent programs are very often 
counters just like eventcounts or sequencers. 

Unlike history variables, which require a separate 
mutual exclusion mechanism like monitors, eventcounts 
and sequencers are a complete mechanism for describing 
synchronization. In addition, they are also a complete 
mechanism for implementing synchronization. 

Building Semaphores 

component S . E  and the sequencer component S.T. Let 
the initial value of S be represented by S .L  The P and 
V operations on S can be written as follows: 

procedure P( S)  
begin integer t; 

t :=, ticket(S.T); 
await(S.E, t - S.I)  

end 
procedure V(S) 

begin 
advance(S.E) 

end 

The P and V operations work in a way analogous to 
queueing in a bakery or barbershop. The ticket operation 
assigns numbers to each process attempting a P-opera- 
tion. The "process then waits until the corresponding 
number is announced by the advance operation in V. 
The difference between the current "values" of S. T and 
S . E  corresponds to the value of the semaphore. 

Another operation one can do on semaphores built 
with eventcounts and sequencers is a deadlock-free si- 
multaneous-P. This operation involves suspending the 
invoking process until it can successfully lock several 
resources simultaneously, but unlike two sequential P- 
operations, it prevents deadlocks arising from other proc- 
esses executing simultaneous-P operations involving 
some of the same semaphores. 6 Such a primitive couM 
be used to solve Dijkstra's problem of the "Five Dining 
Philosophers" [6] very simply, by associating a sema- 
phore with each fork, and having each philosopher use 
a simultaneous-P operation to seize the two desired forks 
at the same time. 

The simultaneous-P operation on 2 semaphores, R 
and S, could be coded as follows. 7 We require a global 
semaphore (implemented with a sequencer and an event- 
count), G, that is used to synchronize a part of the 
simultaneous-P operation. 

procedure Pboth(R, S) 
begin integer g, r, ~, 

comment first lock coordinated ticket ticket generator; 
g :ffi ticket(G.T); 
awalt(G.E, g); 

comment get a coordinated set o f  tickets; 
r := tieket(R.T); 
# :ffi ticket(S.T); 

advance(G.E); 
comment now wait for each semaphore in turn; 
await(R.E, r - R.I); 
await(S.E, s - S.I); 

end 

Several things should be noted about the simultane- 
ous-P operation. First, the G semaphore is used as a 

Eventcounts and sequencers can be viewed as prim- 
itives at a lower level than semaphores. We can build 
semaphores out of eventcounts and sequencers, and in 
addition, can build some more powerful operations on 
these semaphores. 

A semaphore can be built out of an eventcount and 
a sequencer. Call the semaphore S, and the eventcount 

6 The simultaneous-P operation we describe here is not sufficient 
for all purposes. Because it attempts to serve processes on a first-come 
first-served basis, it cannot be used to solve the Cigarette Smokers' 
Problem of  Patil [19]. Eventcounts and sequencers could also be used 
to define a simultaneous-P operation that would solve the Smokers' 
Problem. 

7 The more general operation for any number of  semaphores can 
be easily seen once the operation of  the 2 semaphore simultaneous-P 
operation is shown. 
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global lock on getting tickets from the sequencers of  R 
and S, but not on the waiting. Consequently, there is no 
waiting going on under a lock. Second, the await opera- 
tions on R.E and S.E may be deferred until later in the 
program. 

The ability of  eventcounts and sequencers to imple- 
ment the simultaneous-P operation arises directly from 
breaking the semaphore P operations into two parts, one 
"enqueueing" the process for use of  the semaphore, and 
the other waiting for the semaphore to become free. 

Using sequencers and eventcounts as an operating 
system interface instead of  P and V may entail some 
pitfalls because of  the separation of  the enqueueing and 
waiting steps. If  a process were to be destroyed or stopped 
between the two steps of  the above P operation, while 
holding a ticket, future users of  the resource being pro- 
tected would be prevented from ever proceeding. A 
partial solution to this problem would be to keep the 
"window" during which a process has an unredeemed 
ticket short, while also providing a mechanism whereby 
the operating system is prevented from destroying a 
process during the "window." 

Flow of Information in Eventcounts and Sequencers 

An eventcount is an abstraction that allows signaling 
and observation of  events in a particular class. As such 
it is an information channel among processes. The 
eventcount operations, read, await, and advance, are 
defined so that each is either a pure observer of  events 
in the class, or a pure signaler. 

We can contrast this purity with the semaphore ab- 
straction. Like an eventcount, a semaphore is a channel 
that allows the signaling and observation of  events in a 
class. A V operation, like the eventcount advance, is a 
pure signaler. On the other hand, the P operation on a 
semaphore is not a pure observer-- i t  modifies the sem- 
aphore, an event that can be observed through other P 
operations as delay, s 

These observations about the flow of  information 
make the eventcount synchronization primitives attrac- 
tive for secure systems that attempt to solve the confine- 
ment problem defined by Lampson [17]. For each 
eventcount, one can provide two kinds of  access permis- 
sion to each process. The first kind, signaler permission, 
allows a process to use the advance operation on the 
eventcount, and thus transmit information to observers 
of  the eventcount. The second kind, observer permission, 

s Delay is an important  method for signaling information between 
processes in a system where executing programs have access to a 
sufficiently precise real-time clock. In a system where programs are 
prevented from observing the passage of  t ime at all, of  course, P 
operations do not  carry information. We are concerned about practical 
systems where a clock is available. It is important  to note here that 
implementing the eventcount primitives as operations in critical sec- 
tions implemented with P and V operations would obviate our whole 
argument  about flow of  information, since read operations would then 
be able to delay other eventcount operations, thus signaling informa- 
tion. 
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allows a process to use the read and await operations on 
the eventcount, and thus observe information transmit- 
ted by signalers of  the eventcount. By appropriately 
assigning access permissions to processes, one can ensure 
that no information is transmitted from secure processes 
to processes that do not have the fight to directly access 
secure information. 

Because semaphores do not have pure observation 
primitives, the use of  access permissions is not sufficient 
to solve the confinement problem in this form, and 
requires more extensive examination of  the way the 
processes use the P and V operations to ensure that the 
exclusion provided by P and V operations does not 
implicitly carry secure information. 

Unlike eventcounts, sequencers do not have pure 
observation and pure signaling operations. Conse- 
quently, information is transmitted through a sequencer 
and received from a sequencer each time the ticket 
operation is used. Thus permission to use a sequencer is 
like having both signaler and observer permission. 

Secure Readers-Writers Problem 

As an example of  using access permissions on event- 
counts to control the transmission of  information, con- 
sider a special readers-writers problem. We will call this 
problem the secure readers-writersproblem, to distinguish 
it from other such problems [3]. There are two groups of  
processes, called the readers and the writers. These pro- 
cesses all share access to the same database. It is the job 
of  the writers to perform transactions on the database 
that take the database from one consistent state to an- 
other. For  this reason, the writers need to both read and 
update the database, and thus inherently have the ability 
for two-way communication with all other writers. 

The job of  the writers is to extract information from 
the database. W e  presume that extracting the desired 
information may require several operations, so there is 
a problem of  ensuring that the information obtained by 
the reader is self-consistent, i.e. all accesses referred to 
the same database state. 

We wish to ensure that readers cannot use the data- 
base or any associated synchronization mechanisms to 
transmit information to writers or to other readers. ~ In 
addition, we wish to ensure this without having to know 
in advance the programs that the readers and writers will 
execute. Without knowing the program, we cannot en- 
sure correct operation, but we can ensure secure opera- 
tion as long as we can be sure that the access controls 
work right. 

The first step in the solution to this problem is to 
require that readers have permission only to read from 
the database, and have only observer permission to any 
eventcounts associated with the database. Then this con- 

9 Such a constraint arises in information flow control models such 
as the MITRE security model  [1] or Denning 's  lattice model [4]. 
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dition guarantees the security requirement, by forbidding 
readers to use advance and ticket operations. We may 
then be concerned that the access constraints may have 
also eliminated the possibility of correctly synchronizing 
the readers with the writers. 

The only difficulty is that the readers are not allowed 
to exclude writers in order to ensure a consistent set of 
accesses to the database. Thus the readers must perform 
all the accesses, then abort the reader operation and retry 
the accesses if  a writer modified the database while the 
reader was reading. 1° The following programs will work 
correctly in this way (S and C are eventcounts initialized 
to zero, and T is a sequencer): 

procedure reader( ) 
begin integer ~, 

abort: w :~ read(S); 
await(C, w); 
"read database"; 
if read(S) ~t w then goto abort; 

end 
procedure writer( ) 

begin integer t; 
advance(S); 
t :~ ticket(T), 
await(C, t); 
"read and update database"; 
advance(C); 

end 

To show that a particular read is not concurrent with 
any read-and-update, we argue as follows. From D6, at 
most w advance(S) operations =--=* the second read(S). 
Thus, there are only w read-and-updates that may be 
concurrent with the particular read. But from D5, at least 
w advance(C) operations =* await(C, w). Therefore all 
w potentially conflicting read-and-update operations 
strictly precede the particular read operation. 

This solution to the secure readers-writers problem is 
closely related to the proposal of Easton [7] for eliminat- 
ing long-term interlocks. The eventcounts here corre- 
spond to Easton's version numbers. Other solutions using 
version numbers to the secure readers-writers problem 
are given by Schaefer [21] and Lamport [16]. Both of 
these are essentially similar to the one given here. 

Implementation of Eventcounts and Sequencers 

In this section we primarily discuss those issues of 
implementation that arise in a system that allows pro- 
cesses to communicate through shared memory. Another 
paper will discuss in detail the issues of implementing 
eventcounts in a physically distributed system [12]. 

If  eventcounts are used to synchronize cyclic pro- 
cesses that never terminate, one may be concerned that 

1o If write operations are frequent enough, it may be highly unlikely 
that no writes occur during a read. No algorithm can simultaneously 
guarantee that readers will be able to complete reading and that readers 
can never signal writers, since delaying a writer to allow a reader to 
complete can be used to signal from reader to writer. Our algorithm 
only guarantees that readers do not signal writers. 
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the values of  eventcounts cannot be stored in a /'mite 
amount of  memory. In practice, however, one can always 
bound the values that will be encountered, since no real 
system will operate forever. 

In this sense, eventcounts are a convenient abstrac- 
tion, just as the datatype integer is a convenient problem 
solving abstraction for Algol programmers. In solving a 
problem by using eventcounts and sequencers, one can 
first assume that eventcounts are unbounded. When the 
problem is solved under that assumption, then one can 
use practical constraints to bound the values of event- 
counts and reserve storage for them. Proceeding in this 
manner is exactly analogous to dealing with the limita- 
tions on Algol integers. 

In discussing implementation of eventcounts, we will 
concentrate on the implementation of advance and read, 
since an implementation of await is highly dependent on 
the structure of the operating system (implementation of 
await in an operating system for Multics is described by 
Reed [20]). In any case, implementing await in terms of 
a loop using read is trivial. 

The major difficulty with implementing the read and 
advance operations in a shared memory, multiprocessor 
system is to allow read and advance operations in any 
number to proceed simultaneously, without some more 
basic form of hardware interlock. If  an eventcount could 
fit in a single storage word, and the memory provided an 
access command that allowed a memory word to be 
incremented in one memory cycle, while excluding other 
such commands, implementing eventcounts would be 
simple. However, this would also be taking advantage of 
a lower-level mutual exclusion mechanism in the mem- 
ory. 

We will implement eventcounts in two stages. First, 
we define the concept of a single manipulator event- 
count, and show how a full eventcount can be imple- 
mented as the sum of single, manipulator eventcounts. 
Then we will show how a single manipulator eventcount 
can be built using just load and store operations on 
memory words without mutual exclusion. 

A single manipulator eventcount, is an eventcount 
that works correctly as long as concurrent execution of 
advance operations is avoided. One can assure this avoid- 
ance by restricting the eventcount to be manipulated by 
only one process or by only one physical processor (if 
there is no process switching during advance). In a 
moment we will demonstrate an implementation that 
allows any number of  read operations to execute con- 
currently with the advance, but for now let us assume 
that such an implementation is feasible. 

One can then construct a multiple manipulator 
eventcount that can be the subject of concurrent ad- 
vances by any of N different processes (or processors) 
simply by implementing the eventcount as N single 
manipulator eventcounts, advance on the multiple ma- 
nipulator eventcount will advance the appropriate single 
manipulator eventcount, read on the multiple manipu- 
lator eventcount is done by reading the component single 
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manipulator eventcounts, in any order, and summing the 
resulting values. Assuming single manipulator event- 
counts work as advertised, any number of  processes can 
then advance the multiple manipulator eventcount con- 
currently. In distributed systems, where a number of  
systems with local shared memory are connected with 
communications lines, an eventcount that can be manip- 
ulated at multiple sites can be built out of  eventcounts 
that can be manipulated only at their "home" site in the 
same way. An advance is performed at the home site, 
and read is done by summing the component eventcounts 
at all sites. In this distributed implementation, it is im- 
portant that each component eventcount be read by 
sending a request to its site and awaiting a response 
keyed to the request. 

Implementing a single manipulator eventcount is 
rather simple if the eventcount can be stored in a single 
memory word, and thus updated in a single step. There 
is a practical problem, though, in that many computers 
have rather small words, as well as a theoretical problem 
in that memories normally require that reads and writes 
to the same cell be mutually exclusive. For these reasons, 
in the Appendix we describe an algorithm that imple- 
ments the eventcount advance and read operations as- 
suming a very weak form of  hardware support, namely 
that each bit of  memory is read and written separately, 
and that a read concurrent with a write to the same bit 
returns either a zero or a one, at random. In practical 
minicomputer applications, where the word size is larger 
than one bit, somewhat simpler implementations based 
on the same principles can be found. 

Implementation of  ticket on a sequencer requires 
some form of  mutual exclusion. Lamport  has shown one 
method of  obtaining mutual exclusion under our as- 
sumption that each bit is read separately [15, 16]. Such 
an algorithm could be used in the absence of a memory 
interlock feature. We would like to discover a simpler 
algorithm that is specialized to the problem of  getting a 
value from a sequencer, rather than providing general 
mutual exclusion, since we can obtain mutual exclusion 
at a higher level. 

Conclusions 

The basic result presented in this paper is a new 
mechanism for synchronizing concurrent processes that 
is not based on mutual exclusion. Instead, a process 
controls its synchronization with respect to other pro- 
cesses by observing and signaling the occurrence of 
events in classes associated with objects called event- 
counts. Since our mechanism directly controls the se- 
quencing of  events, it seems to be very natural for 
implementing parallel computations specified in terms 
of  the ordering of  events, as suggested by Greif  [8]. 

Like semaphores, eventcounts serve as well-defined 
and nameable interfaces between processes. Such an 
intermediate level of  naming enhances modularity, since 
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one need not name processes directly. In contrast to 
semaphores, however, eventcounts provide a kind of  
broadcast mechanism that allows the signaler of  an event 
not to have to know how many processes to wake up 
when an event happens. 

Eventcount solutions to problems of  synchronization 
also seem to explicitly identify the information flow 
paths between processes that are inherent in the syn- 
chronization. This identification seems to help in simpli- 
fying proof  of  correct synchronization, as well as en- 
abling more effective confinement of  information in a 
secure system. 

A final benefit arising from the avoidance of  mutual 
exclusion where possible is that unnecessary serialization 
of  processes can be avoided--especially important, since 
serialization can be a bottleneck in multiprocessor sys- 
tems or physically distributed systems. 
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Appendix 

Let an eventcount that takes on values between 0 and 
2 L - 1 be represented by an L-bit vector E[I:L].  We 
assume that the only operations available to access E are 
load and store operations that access a single bit. Further 
we assume that the result of  a load operation that is 
concurrent with a store to the same bit is either a one or 
a zero, at random. We need not consider the result of  
simultaneous stores to the same bit, since only one 
process advances the eventcount. 

We insure that the eventcount operations behave 
correctly by representing the eventcount in Gray code 
[13], n which has the important property that increment- 
ing an eventcount involves writing only a single bit. TM 

The high-order (least rapidly varying) bit of  the event- 
count is stored in E[1], and the low-order bit in ELL]. 
The advance operation is just adding one in Gray code: 

11 The suggestion of using Gray code, and the following algorithm 
are due to Leslie Lamport. The algorithm is a simplification of a more 
general algorithm due to C.S. Scholten. Our original algorithm for 
multiword eventcounts, while correct, required 0(2 n) bits to represent 
an n-bit eventcount, in the extreme case where a single bit was the unit 
of reading and writing. 

12 Where multiple bit words can be read or written as a single 
operation, more efficient implementations exist in which incrementing 
an eventcount involves incrementing or decrementing a single word of 
a multiword eventcount. 
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procedure advance(E); 
begin integer E[ 1 :L], parity, lastone; 

comment figure which bit to change; 
parity := 0; 
for /= ,  1 t o L d o  

if Eli] = 1 
then begin 

l~ tone  := i; 
parity = not parity 
end 

if parity = 0 
then lastone :~ L + 1 

comment change the appropriate bit; 
E[lastone - 1] :,= not E[lastone - 1] 

end 

It is easy to see that ff bit i is changed by an advance, 
then bit i + 1 contains a 1 and bits i + 2 to L contain 
zeros at the time of  the advance. The other important 
property of  Gray code for our purposes is that if bit i 
changes more than once as a Gray code value is advanced 
from v to w, then some bit j, where j < i, must have 
changed in between the first change to bit i and the last 
change to bit i. 

The read algorithm can only fetch each bit separately. 
It must take care that the value it obtains is one that 
corresponds to some value reached by the eventcount 
during the execution of  the read operation. For this 
reason, the read algorithm fetches each bit twice, first 
fetching each bit in the eventcount from high-order bit 
to low-order bit, then starting with the low-order bit and 
going towards the high-order bit. If a bit that has changed 
during the read is encountered on the second pass, one 
knows immediately two things: first, at least one advance 
has happened, and second, at least one value the event- 
count must have had during the time the read was in 
progress. The following algorithm reads an eventcount 
stored in array E, where the high-order bit is in E[I] and 
the low-order bit is in E[L], putting the result in array 
v[l:L]. 

procedure read(E) 
begin integer i, fence; 

f o r  i := 1 to L do v[i] ~ E[i]; 
fence :== 0; 
f o r i : = L -  l t o  l s t e p - l d o  

if v[i] # E[i] then fence := i; 
if fence # 0 then 

begin 
v[fence + 1] := 1; 
for i :=fence + 2 to L do v[i] := 0; 

end 
end 

The variable fence is used to point to the highest-order 
(lowest subscripted) bit for which a change is detected 
between successive accesses. A proof of  this algorithm 
would take too much space in this paper, but it is fairly 
easy to justify its correctness. Call the first load of  of  E[i] 
in read Ri,~ and the second Ri,2. By induction, one can 
show that if bits i down to 1 of  E and v compare equal 
in the second loop, then there were no events M~ satis- 
fying Ri,1 --* Mi --> Ri,2, such that Mi is a store to bit 
E[i]. Consequently, there are two possible cases. Either 
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a store was concurrent with both Ria and Ri,2, in which 
case bits i + 1 to L of  E did not change, or all stores to 
bit i, Mi, satisfy either Mi ~ Ri,~ or Ri,2 ~ M~. Thus, 
fence points at the highest-order bit for which a store 
was completed between the two accesses of  the read. At 
the time it changed, the low-order bits must have been 
in the configuration of  a 1 in the highest-order position, 
and 0 in any remaining positions. Thus, if any bits have 
been changed, we just reconstruct the value the event- 
count had at the time it was changed, by filling in a 1 at 
position fence + 1, and zeros in the rest. It does not 
matter what value is returned for position fence, since it 
was changing concurrently with the read. 

Received August 1977 
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