
Proceedings of the 2003 IEEE 
Workshop on Information Assurance 
United States Military Academy, West Point, NY June 2003 

On Countermeasures to Traffic Analysis Attacks 

Xinwen Fu, Bryan Graham, Riccardo Bettati and Wei Zhao 
Department of Computer Science 

Texas A&M University 
College Station, TX 77843 - 3 112 

E-mail: {xinwenfu, bwg7 173, bettati, zhao} @cs.tamu.edu 

Absfrucf- This paper makes three contributions. First, we propose Shan- 
non’s perfect secrecy theory as a foundation for developing countermea- 
sures to traffic analysis attacks on information security systems. A system 
violating the perfect secrecy conditions can leak mission critical informa- 
tion. Second, we suggest statistical pattern recognition as a fundamental 
technology to test an information system’s security. This technology can 
cover a large category of testing approaches because of statistical pattern 
recognition’s maturity and abundant techniques. Third, researchers have 
proposed traffic padding as countermeasures to traffic analysis attacks. By 
applying the proposed information assurance testing framework, we find 
that constant rate traffic padding does not satisfy Shannon’s perfect secrecy 
conditions because of its implementation mechanism. We design a variant 
rate traffic padding strategy as an alternative, which is validated by both 
theoretical analysis and empirical results. 

I. INTRODUCTION 

With the increased use of encryption as vehicles to protect traffic 
payload on inter-networks, it is becoming apparent that encryp- 
tion alone is not sufficient to protect confidentiality of commu- 
nications. A number of non-cryptographic attacks in the recent 
past ([l], [ 2 ] ,  [3], [4]) have illustrated how simple observations 
of traffic behaviors allow to infer significant information about 
participants in a conversion, and nature of the exchanged infor- 
mation. In some cases, such as timing analysis of SSH traffic 
[I], the observation of exchanged traffic leads directly to pass- 
word. It is therefore becoming evident that the protection of 
traffic flow confidentiality (TFC) ( [5] ,  [6] )  is an important as- 
pect of communication security theory. 

TFC aims at protecting information about trafJicJIows from an 
authenticated observer. Such information can be the identifiers 
of senders or receivers, the establishment and tear-down of the 
flow, the duration, packet inter-arrival times, bandwidth con- 
sumption, burstiness, etc. As we see, in some cases, access 
to such information may allow an observer to infer confidential 
knowledge about the communication and the participants. 

This work was supported in part by the National Science Foundation under 
Contract EIA-0081761, by the Defensive Advanced Research Projects Agency 
under Contract F30602-99-1-0531. and by the Texas Higher Education Coordi- 
nating Board under its Advanced Technology Program. 

To break TFC, an attacker may deploy traffic analysis attacks, 
which are passive, and do not immediately disturb or damage 
the system. When a passive attack cannot be achieved, an at- 
tacker may deploy a more active attack, such as dropping pack- 
ets, adding additional traffic, or outright intrusion into protected 
portion of the communicating parties. This paper focuses on the 
discussion of traffic analysis attacks. 

TrafJic padding is one effective approach in countering traffic 
analysis attacks. The basic idea is based on Shannon’s perfect 
secrecy theory: if we can map any payload traffic flow to a pre- 
defined pattern (a sufficient condition used by most researchers), 
then the adversary cannot obtain any information on the origi- 
nal payload traffic. While in theory this technique sounds ex- 
tremely simple, in reality a perfect mapping cannot be achieved 
due to uncontrollable disturbances in a system. The question is 
if, when these disturbances occur, do they leak information, thus 
preventing a perfect secrecy system? If the answer is yes, met- 
rics must be defined to assess the effectiveness of a particular 
implementation. We propose statistical pattern recognition as a 
fundamental technology to test the information assurance of an 
information system. Using this technology and testing frame- 
work, we find that it is not secure to depend on the commonly 
used constant rate traffic padding, which achieves a constant 
traffic rate by inserting dummy packets to create padded traf- 
fic. By theoretical induction, we propose a variant rate traffic 
padding as the alternative. Our experiments validate the effec- 
tiveness of this approach. 

The rest of this paper is organized as follows. Section I1 analyzes 
the threat from traffic analysis attacks and the existing practi- 
cal traffic analysis attacks in different scenarios. Shannon’s per- 
fect secrecy theory is introduced in Section I11 as the theoretical 
foundation for developing countermeasure against traffic analy- 
sis attacks. Traffic padding has long been proposed as an effec- 
tive countermeasure to traffic analysis attacks. This section also 
reviews the related work on traffic padding. Section IV proposes 
the statistical pattern recognition as an fundamental technology 
to cover a large array of possible information security testing 
approaches. Section V applies statistical pattern recognition for 
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analyzing the effectiveness of different traffic padding strategies. 
We conclude this paper and discuss the future work in Section 
VI. 

11. TRAFFIC ANALYSIS ATTACKS 

A. Threat of Trafic Analysis Attacks 

Traffic analysis attacks aim at getting mission critical informa- 
tion from one or more communication sessions by monitoring a 
number of traffic parameters, such as senders and receivers (if 
available), packet length distributions, packet inter-arrival time 
distributions, connection build-ups and tear-down frequencies, 
etc. The communication content is generally assumed to be per- 
fectly encrypted for this type of attack. So, the traffic payload is 
typically not for the analysis. 

Traffic analysis attacks may at first sight appear innocuous since 
those attackers do not actively alter the traffic, e.g., drop, insert, 
and modify packets during a communication session. Thus, this 
type of attack is often difficult to detect. 

From the review below, we can see how dangerous and tricky 
traffic analysis attacks can be. 

B. Previous Work on Trafic Analysis Attacks 

Song et al. [ 11 describe how SSH 1 and SSH 2 leak user pass- 
words. In order to keep latency small, and so preserve interac- 
tivity, these SSHs send the keyboard input over the network as 
soon as a user types it. The authors illustrate how therefore the 
inter-packet times in a SSH session accurately reflect the typing 
behavior of the user by exposing the inter-keystroke timing in- 
formation. This in turn can be used to infer plaintext as typed 
on the keyboard. To prevent this, the authors propose padding 
traffic on the SSH connections to make it appear to be a con- 
stant rate. When there are not enough packets to maintain the 
constant rate, fake (dummy) packets are created and sent. 

Felten and Schneider [2] develop a timing attack based on 
browsing a malicious web page. This malicious web page is 
able to determine if a user has recently browsed a different tar- 
get web page. The malicious web page contains embedded at- 
tack code, which tries to download a web file from the target 
webpage. If the user has recently browsed the target webpage, 
it is highly possible that the target webpage is cached locally, in 
which case, the access time will be very small, otherwise it will 
be much larger. The malicious code reports the access timing 
to the attacker, and then the attacker can decide if the user has 
recently browsed the target webpage by this access timing. The 
malicious code can be Javascript, or with a little more effort, 
time measurement HTML code. Clearly this attack is very dif- 

ficult to prevent, and the only perfect countermeasure is to turn 
off the cache. 

SafeWeb [3] is a web anonymizing service, that uses anonymiz- 
ing servers to act as proxies between users and the web servers. 
The proxy downloads the requested webpage on behalf of the 
user and forwards it to the user in an encrypted form. Hintz [7] 
shows how observers can take advantage of HTML weakness of 
using a separate TCP connection for each HTML object, such as 
HTML texts, image files, audio annotations, etc. The number of 
TCP connections and the corresponding amount of data trans- 
ferred over each connection form a fingerprint, which allows an 
observer to identify accessed webpage by correlating fingerprint 
data with traffic observed between the user and the anonymiz- 
ing server. To invalidate these fingerprints, we have to merge 
all the connections into a single connection or add noise (fake 
messages, etc.) to the web traffic flows. 

The idea of the SafeWeb service is similar to Chaum’s 
anonymity email idea. To protect the anonymity of email trans- 
missions, Chaum’s [ S I  proposes the use of a Mix - a computer 
proxy. One technique used by a Mix is to collect a predefined 
number of fixed-size message packets from different users, and 
to shuffle the order of these packets before sending them out. 
Raymond in [4] gives an informal survey of several ad hoc traffic 
analysis attacks on systems providing anonymous services. For 
example, by correlating traffic rate or volume, the attacker may 
discover the end points of a communication. One of his con- 
clusions is that traffic padding is essential to achieve anonymity 
services. 

111. COUNTERMEASURES TO TRAFFIC ANALYSIS ATTACKS 

We have given ample evidence how observers can infer useful 
information by analysis of traffic patterns. Countermeasures for 
traffic analysis attacks must therefore focus on making such traf- 
fic patterns unobservable. In the terms of Shannon’s perfect se- 
crecy[9], the traffic patterns must be appropriately mapped onto 
other traffic patterns (“encrypted”) so as to prevent any observa- 
tion of traffic activity in a system from deriving any information 
about the true traffic activity in the system. 

As described above, we assume that the content, (payload and 
header information) is perfectly encrypted, we therefore focus 
here on timing properties of the traffic. These timing proper- 
ties are perturbed (rendered unobservable) by having packets 
delayed, or by adding additional padding packets into the traffic 
stream. 

Baran [ 101 proposes the use of heavy unclassified traffic to in- 
terfere with the adversary’s tampering on the links of a security 
network system used for communicating classified information. 
He also suggests adding dummy, i.e. fraudulent, traffic between 
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fictitious users of the system to conceal the true amount of traf- 
fic. 

A survey of countermeasures for traffic analysis is given in [ 1 I]. 
To mask the frequency, length, and origin-destination patterns 
of an end-to-end communication, dummy messages are used to 
pad the traffic to a predefined pattern. It is self-evident that such 
a predefined pattern is sufficient but not necessary based on the 
perfect secrecy theory. 

To protect the anonymity of email transmissions, many re- 
searchers suggest using constant rate padding (i.e., make the 
traffic rate appear as constant) between the user and the proxy, 
e.g., [12]. 

The authors in ([ 131, [ 141, [ 151) give a mathematical framework 
to optimize the bandwidth usage while preventing traffic analy- 
sis of the end-to-end traffic rates. Timmerman [ 161 proposes an 
adaptive traffic masking (hiding) model to reduce the overhead 
caused by traffic padding. When the rate of real traffic is low, 
the link padding rate is reduced as well, in order to conserve link 
bandwidth. Perfect secrecy is violated in this case, as large-scale 
variations in traffic rates become observable. 

The authors of NetCamo [ 171 provide the end-to-end prevention 
of traffic analysis while guaranteeing QoS (the worst case delay 
of message flows). 

Iv. STATISTICAL PATTERN RECOGN~TION - A 
FUNDAMENTAL INFORMATION SECURITY TESTING 

TECHNOLOGY 

In the following, we propose statistical pattern recognition as 
a systematic approach to test systems under traffic analysis at- 
tacks. We believe that it can cover a variety of testing attack 
approaches. Below we give a brief description of statistical pat- 
tern recognition and how we apply it to evaluate traffic padding 
systems. 

Pattern recognition ([ 181, [ 191) studies how to distinguish pat- 
terns, i.e., similarities and regularities hidden in data, and use 
these patterns for recognition or classification. Statistical pat- 
tern recognition [20] uses statistical approaches for pattern 
recognition. 

In statistical pattern recognition, often the task is to classify the 
pattern of an unknown data sample as belonging to one of C 
classes. The pattern of the unknown data sample is character- 
ized by a d-dimensional feature vector. The set of d features is 
chosen by investigators and often requires an insightful under- 
standing of the phenomena being observed, as well as possible 
adverse effects of the environment. Patterns of data samples 
classified into one class show small intraclass variations while 

patterns of those data samples in different classes exhibit large 
interclass variations. 

In this paper, we are interested in supervised classification: data 
samples of known classes are available. The classification has 
two stages: First, we train data samples of known classes off- 
line for the feature selectiodextraction and the selection of a 
classifier with corresponding classification rules. Then using 
the feature and the classifier, we classify a newly derived data 
sample on-line. 

Training 1. Real Traffic 
Traffic 2. Classifier 

, I , 3, ;z;tzr! Feature, 

Data Collection Data Collection 

Feature Selector 

Classification 

Classifier and 
Feature Vector 

(a) 

-1 
Pre-Processing 

Feature I Measurement 

1 
Classification 

Classification 
Result 

(b) 

Fig. 1. Stages in Statistical Pattern Recognition: (a) off-line training; (b) on-line 
classification 

Figure 1 describes a simplified statistical pattern classification 
procedure, which is explained in a network traffic analysis con- 
text below. 

The off-line training procedure has the following steps: 

1. Offline Data Collection: Simulated traffic traces are col- 
lected using a traffic analyzer. 
2. Data Pre-processing: This step filters any noise in the col- 
lected data. 
3. Feature selector/extractor: The data is analyzed, and the 
feature vector is created. The feature vector is most effective 
representing the interesting pattern hidden in the data. 
4. Classification rule generation: After we decide on the fea- 
ture vector, we need to determine the classification rules and the 
corresponding classifier. In this paper, we use a Bayes decision 
rule and a Bayes classifier. 

After the off-line training, we have enough information for the 
on-line classification of an unknown data sample: 

1. The real traffic trace sample is collected and pre-processed in 
the same fashion as in the Step 2 of the off-line stage. 
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2.  For the processed real traffic trace, we calculate the feature 
vector measurement and then use the selected classifier to clas- 
sify the sample. 

The key problem is the selection of features, which determines 
the effectiveness of the statistical pattern recognition. 

This framework can be easily adapted to analyze a variety of 
countermeasures against traffic analysis such as the ones de- 
scribed in Section 111. The result is a systematic methodology 
to quantify the effectiveness of such countermeasure. 

v. TESTING INFORMATION ASSURANCE OF SYSTEMS THAT 
USE TRAFFIC PADDING 

In this section the information assurance testing framework in- 
troduced above i s  used for testing the security level of systems 
using different padding algorithms. 

In order to simplify the discussion, we focus on protection of 
traffic rate. Protection of other characteristics of the traffic, such 
as inter-packet times, or source-destination activities, can be an- 
alyzed in the same fashion. The effectiveness of traffic padding 
in providing protection depends on two factors: (1) choice of the 
traffic padding algorithm, and (2) implementation platform. The 
traffic padding algorithm defines how the traffic appears to the 
observer (constant rate, randomized generation of padding traf- 
fic, or others). The question therefore is: given a padding mech- 
anism and its implementation, can the real traffic rate be deter- 
mined by observation of the visible traffic (real and padding traf- 
fic)? If so, at which accuracy? Below we will show that the traf- 
fic rate can be easily determined when a constant rate padding 
algorithm is used. We will then quantify how much better other 
padding algorithms (e.g., predefined inter-packet times) can be. 

For details and proofs of the following theorems, please refer to 
the companion technical report [2 I]. 

A. Testing Environment 

In the following analysis we will use a reference implementation 
of a traffic padding, which is illustrated in Figure 2. 

We assume that the network consists ofprotected subnets, which 
are interconnected by unprotected links. Traffic within protected 
subnets is assumed to be shielded from the attack. Unprotected 
links use either public networks or easily accessible broadcast 
mediums. Traffic on these can be observed by third parties. This 
model captures a variety of situations, ranging from battleship 
convoys, where the large-scale shipboard networks are protected 
and the inter-ship communication is wireless, to communicating 
PDAs, where the protected networks consist of single nodes. 

Subnet A 

Fig. 2. Network Model 

The hosts in the protected subnets (subnet A and subnet B )  ex- 
change traffic with each other through the unprotected link l u T .  
Gateways are placed at the two boundaries of the unprotected 
link and provide the link-level padding necessary to prevent traf- 
fic analysis. We note that the gateways can be realized either as 
stand-alone boxes, modules in routers and switches, software 
additions to network stacks, or device drivers at the end hosts. 
For our purposes, they are realized as stand-alone boxes, with 
TimeSys LinudReal Time [22] installed on each machine. 

To implement traffic padding algorithms on the two gateways 
in Figure 2,  we use a timer to control packet sending. When a 
packet is scheduled to be sent in the timer’s timeout routine, the 
sender gateway uses a data packet that originated from within 
the subnets if one is available, otherwise a padding (dummy) 
packet is used. This timer can be a constant interval timer (CIT), 
which is a periodic timer with a constant interval between two 
consecutive timeouts. This is the most common method used for 
link padding. However, it can also be a variable interval timer 
(VIT) with a variable amount of time between two consecutive 
timeouts, where the interval satisfies some distribution. We will 
evaluate the benefits of using VIT systems as opposed to CIT. 

To prevent the information leaking from the packet size, all the 
packets are padded to the same size by the security gateways’ 
padding algorithm. In addition, packet content are perfectly en- 
crypted, and so non-observable. So the only data available for 
the analysis are time stamps of packets. 

A network analyzer [23] is used for data collecting in this work. 
We expect that similar although less accurate results can be ob- 
tained based on data collected by simple tools like tcpdump. 

B. Feature Statistics, the ClassiJier and Information Assurance 
Metric - Detection Rate 

Now we use the statistical pattern recognition as the information 
assurance testing framework in Figure 1 to this traffic padding 
system in Figure 2 .  We denote the testing process as traffic rate 
recognition. 

Features 
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The selection of feature statistics is key to the success of test- 
ing. In this paper, our feature vector is one-dimensional, i.e., 
we use one feature of the data sample for the classification. The 
statistics on packet inter-arrival times (PIATs) are chosen as the 
candidate features since all the packets have been padded to the 
same size and the content is perfectly protected, making PIAT 
the most valuable information. 

The three most interesting candidate features are sample mean, 
sample variance, and sample entropy of PIATs. For a sample 
of size n, {XI, . . . , Xn} ,  the calculation of sample mean and 
variance is direct. 

Sample Mean: 

Sample Variance: 

where n is the sample size. 

The main weakness of sample mean and sample variance as fea- 
ture statistics is their sensitivity to noise (big outliers). To cope 
with this problem, we also investigate another feature statistic, 
sample entropy, based on the histogram-based method devel- 
oped in [24]. 

Sample Entropy 
B i i = - X - l o g -  ki ki 

n n  (3)  
i= 1 

where B is the number of bins for the histogram, Ici is the num- 
ber of samples in the ith bin. 

Classification 

Bayes classifier have been chosen to be a good choice for su- 
pervised classification. Bayes decision rule [20] for minimum 
recognitiodclassification error is: 

Consider C classes, w1, . . . , WC,  the data sample characterized 
by pattern (feature) z belongs to class wi if 

P(wi)P(zlwi) 2 P ( W j ) P ( 4 W j )  (4) 

for all j = 1, . . . , C,  where P(wi) is the a priori probability of 
each class occurring and is assumed to be known, and p(z lw i )  
is the class-conditioned PDF estimated by off-line training. 

This rule tells us that pattern z should be classified into a class 
with the biggest postpriori probability. 

In this paper, pattern (feature) 5 can be sample mean, sample 
variance and sample entropy of some sample size. We study a 
simplified version of traffic rate recognition, i.e., a few discrete 
rates are the classes we try to classify the feature statistics z to. 

To use Bayes decision rules, we have to estimate the class based 
probability. Histograms are often too coarse for the estimation 
of a feature’s distribution and its characteristics. We use the 
kernel estimator of a probability density function (PDF) [25], 
which is effective for our problem. The kernel estimator of a 
density function with kernel K is defined by 

where h is the window width, also called the smoothing param- 
eter or bandwidth, and N is the data size, which is often big 
in order to capture the class (population) characteristics. In this 
paper, we use a Gaussian kernel, i.e., K = -& exp (-$). 

Detection Rate as Information Assurance Metric 

The Bayes decision rule above partitions the measurement (pat- 
tern) space into C regions 01,. . . , S2c such that if z € Ri then 
z belongs to class wi. Generally regions of classes can intersect. 
If an unknown measurement (of the feature) z is in such an in- 
tersection region, we cannot tell to which class z belongs. The 
probability of correct recognition (success rate) w is calculated 
in (6) 

In this paper, we use the success rate U ,  which we call detection 
rate, as the information assurance metric in this specific case to 
gauge the effectiveness of a traffic padding system. To get the 
detection rate, we first determine the C regions, and then calcu- 
late w by (6). We can see that the detection rate is determined by 
the estimation of the PDFs. 

C. Trafic Rate Recognition 

In this subsection, we focus on the analysis of CIT padding. The 
analysis result can be directly used in the VIT padding case as 
well. 

We denote the mean rate of padded traffic as covermode. Cover- 
mode is determined by a gateway’s packet scheduling timer. We 
use a covermode of 100 pkts/s for both CIT and VIT padding. 

In order to keep the following description simple, we limit it  to 
the case of two classes. The two classes are low rate traffic of 10 
pkts/s (denoted as T I )  and high rate traffic of 40 pkts/s (denoted 
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as rh). The user packets from subnets are of the same length, 
and their inter-arrival time satisfies an exponential distribution. 
Thus the user's traffic sending process is a Poisson process with 
mean rate 10 pkts/s and 40 pkts/s respectively. Moreover, we 
assume that TI  and rh have the same probability of occurrence. 
Thus the minimum detection rate is 50%, which corresponds to 
random guessing. 

From our measured data, we find that, for TI  and rh, while the 
means are indistinguishable, the variances are slightly differ- 
ent. From these observations, under the assumption that the 
PIATs for different rates of traffic have Poisson distributions, 
sample means have normal distributions, sample variances have 
chi square distributions. The distributions of sample entropies 
are difficult to get, and we use their relation to sample variance 
to get approximate distribution functions. After getting the sam- 
pling distributions of feature statistics for T L  and rh, we can com- 
pute the intersection points of the two distributions and then use 
the Chebynov inequality to estimate the detection rate. Thus we 
have the following theorems. Please refer to the technical report 
for details. 

Theorem 1: Sample means get approximately 50% detection 
rate when used for traffic rate detection. 

Theorem 1 implies that sample mean is not effective for traffic 
rate recognition. 

Theorem 2: A sample variance with sample size n results in an 
estimated detection rate usz of 

where C is calculated as: 

c =  1 

2(1 - logr)2 
1 + (8) 2 ( 5  logr - 1 ) 2  

and r = $-. The detection rate usz is an increasing function in 
terms of the variance ratio T and sample size n. 

0 1  

Theorem 2 tells us when the ratio of sample variances of high 
rate traffic V.S. low rate traffic PIATs approaches 1, the detection 
rate under the feature statistics of sample variance approaches 
50%. However, the detection rate is much higher when the sam- 
ple variances differ. Moreover, it is clear that when sample size 
n is big, sample variance may differentiate the low and high rate 
traffic. 

Theorem 3: A sample entropy with sample size n results in an 
estimated detection rate U B  

C 
n - 1  

U R  = max(1 - - 10.5) (9) 
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where C is calculated as follows: 

and r = 4.  Detection rate U R  is an increasing function in terms 
of the variance ratio T and sample size n. 

81 

Theorem 3 tells us when the ratio of sample variances of high 
rate traffic and low rate traffic PIATs approaches to 1, the de- 
tection rate under the feature statistics of sample entropy ap- 
proaches 50%. But it may be high when r becomes bigger. 
Moreover, it is clear that when sample size n is big, sample en- 
tropy may differentiate the low and high rate traffic. 

IU Sample Size I" RT-CITIw 

Fig. 3. Detection Rate in a CIT Traffic Padding System 

Figure 3 gives the detection rate under different features in terms 
of sample size. There are a few important observations: (1) The 
theoretical curves match the empirical curves well. This vali- 
dates our theorems above. (2) sample variance and sample en- 
tropy are effective for the detection of traffic rate. (When sample 
size is around 1900 packets, sample entropy and sample vari- 
ance get almost 100% detection rate) ( 3 )  Sample entropy is more 
effective than sample variance. This is because sample entropy 
is not sensitive to noise, since sample entropy is a probability 
weighted sum. (4) For sample variance and sample entropy, de- 
tection rate increases as sample size increases. 

Figure 4 gives an on-line traffic rate recognition example with 
sample size 2000. The user traffic through the sender gateway is 
periodically rate-changing, that is, traffic of rate 10 pktsls lasts 
10 minutes, and then traffic of rate 40 pkts/s lasts 10 minutes. 
We can see that sample entropy tracks the changing rate very 

ISBN 0-7803-7808-3/03/$17.00 0 2003 IEEE 193 



Proceedings of the 2003 IEEE 
Workshop on Information Assurance 
United States Military Academy, West Point, NY June 2003 

1.2- 

- - 10 pkls/s:training data 
40 pkts/s:tmining data 

---- periodically rate-changing traffic 

400 800 1200 1WO 2000 2400 2800 3200 3WO 4000 0.6' ' ' ' ' ' ' ' ' ' ' 
Time (s) RT-C'Tlo,,lC4, 10 

095-  

0.9 

085-  

2 0 8 -  
a 
$ 0 7 5 -  

s 0" 0 7 -  

0 6 5 -  

0 6 -  

c 

Fig. 4. One-Line Traffic Rate Detection in a CIT Traffic Padding System 
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well. For comparison, this figure also shows sample entropy of 
10 pkts/s and 40 pkt/s traffic traces used for off-line training. 
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Now we need to determine why CIT padding fails. When a 
user packet enters the gateway's OS, it takes time, denoted as 
packet processing latency, for the network subsystem to process 
it. The packet processing latency may delay the timer's schedul- 
ing. Since outbound packets to l,, are send out in the timer 
interrupt routine, the packet inter-arrival time of packets on the 
link l,, in Figure 2 has some correlation with the rate of traf- 
fic generated by the subnet users. A bigger rate causes a larger 
variation in packet inter-arrival time. We can see in Figure 3 
that sample variance and sample entropy exploit this correlation 
very well. 

- 

I 

-,<' 

D. Variable Interval Timer for Traffic Rate Hiding 

The effectiveness of a traffic padding algorithm can be signifi- 
cantly improved with the use of a timer with variable intervals 
(VIT). For example, the timer intervals satisfy the normal distri- 
bution, N ( p ,  a:). 

When VIT padding is used, the variance ratio r in Theorem 2 
and Theorem 3 becomes 

(1 1) 
a: + a; 
cl: + a; r = -  

We can see that when cl: becomes large enough, r quickly ap- 
proaches 1 since a; and 02 are generally very small. This means 
that an observer has to use a big sample size to differentiate dif- 
ferent rates. 

Figure 5 (a) gives the theoretical curve of sample size neces- 

sary to achieve an approximately 99% detection rate in terms of 
timer interval deviation given PIAT population variance of load 
10 pkts/s and 40 pkts/s using Theorem 2 and 3. We can see 
that when timer interval standard deviation ut = lms, sample 
size should be greater than 1015 to achieve 99% detection rate. 
However, it is highly impractical for an attacker to retrieve such 
a sample, since few traffic flows last this long at any constant 
rate. 

To implement VIT link padding, the operating system must sup- 
port a timer with fine granularity. Standard linux has a timer 
with granularity lOms and thus, cannot be used for the imple- 
mentation of VIT link padding. TimeSys Linuf lea l - t ime has 
a timer with granularity 1ps. This is why we use this operating 
system to implement our traffic padding systems. 

1 

Fig. 5.  (a) Theoretical Curve of Sample Size to Achieve at least 99% Detection 
Rate in Terms of Timer Interval Standard Deviation, (b) Empirical Curve 
of Detection Rate in Terms of Timer Interval Standard Deviation at Sample 
Size 2000 

Figure 5 (b) gives the empirical curve of detection rate in terms 
of timer interval standard deviation at a sample size of 2000. We 
can see that when the timer's interval standard deviation nt = 

lms, the detection rate approaches 50%, which is the worst case 
in two class recognition. The detection rate does have some 
fluctuation because of statistical randomness. 

VI. CONCLUSIONS AND FINAL REMARKS 

In this paper, we use Shannon's perfect secrecy theory as the the- 
oretical foundation to develop countermeasures for traffic anal- 
ysis attacks. While researchers have proposed traffic padding as 
effective ways to prevent traffic analysis, before this study there 
has been no systematic method to analyze the information as- 
surance of a security system under the attack of traffic analysis. 
This paper proposes statistical pattern recognition as an effective 
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framework to evaluate information system security under traffic 
analysis attacks. It is found that two feature statistics, namely 
sample variance and sample entropy, can exploit the correlation 
between user traffic rate and packet inter-arrival times of padded 
traffic. The reason for CIT padding’s failure is that user traffic 
causes small disturbances to  the timer’s interval, which is used 
to control packet sending. Moreover, the bigger the user traffic 
rate, the larger the disturbance of the padded traffic’s PIAT. After 
a careful analysis, we propose VIT traffic padding as an alterna- 
tive. Both theoretical analysis and empirical results validate the 
effectiveness of VIT padding strategy. 

There is still more work to be done to refine the on-line traffic 
rate recognition techniques. Our work shows that even if we 
do rate recognition at a location one router away from the send- 
ing gateway, sample entropy and sample variance can possibly 
still recognize the rate difference well, dependant on the router’s 
load. Then it becomes interesting to check the detection rate in 
terms of the number of routers between the attack point and the 
sender gateway and router load. 

In this paper, for on-line traffic rate recognition, the payload traf- 
fic has periodically changing rates. We would also check our 
feature statistics’ performance for a continuously rate-changing 
traffic flow. 
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