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On Sampling Signal Strength for Localization Using a Directional Antenna

Yinjie Chen, Zhongli Liu, Yong Ding and Xinwen Fu

Abstract—Positioning wireless mobiles has been widely stud-
ied. However, issues on efficiency and accuracy are not fully
considered in the design of most positioning techniques. In this
paper, we analyze the performance of localization of wireless
mobiles with the knowledge of signal sampling theory. We
propose a general approach of locating a wireless mobile device
using a directional antenna, and we prove that the correctness
of localization depends on the setting of the signal sampling
rate. We derived a set of theorems to judge the time cost of
localization in order to achieve a certain degree of accuracy.
These theorems cover different types of directional antennas for
signal strength sampling so that we can utilize them to enhance
the positioning accuracy. We conduct extensive simulations to
demonstrate the effectiveness and accuracy of our theory.

I. INTRODUCTION

Network forensics plays a crucial role in fighting cyber

crimes such as child pornography and cyber terrorism for

public safety and homeland security. A challenging task in

wireless network forensics is the physical positioning of

active criminals on the scene.

The positioning of wireless devices, with or without co-

operation of the devices, is a topic that has been extensively

studied in wireless networking [1]–[4]. While the power

of existing techniques such as E911 [5] is evidenced by

their versatile deployment on mobile phones and PDAs, we

argue that most of the existing techniques are not designed

for, and thus do not meet, the requirements of crime scene

investigations in wireless network forensics. Forensic local-

ization requires portable, efficient and accurate positioning

techniques. Portability implies that law enforcement can use

a single device for forensic localization, instead of relying on

a positioning infrastructure, which is often not available on

the cyber crime scene. Efficiency is necessary since suspect

traffic can be missed in the blink of an eye. Accuracy is

mandatory in all localization scenes within the task context.

Existing positioning techniques cannot meet portability,

efficiency and accuracy simultaneously. Particularly, there is

no thorough analysis on the relationship between efficiency

and accuracy of positioning techniques. Many approaches

collect wireless packets sent from suspect mobiles by ro-

tating directional antennas, but the optimization of rotation

mechanisms has not been studied yet [2].
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The objective of this paper is to discover the essential

factors which affect the correctness of positioning techniques

via thorough analysis, and to provide a set of rules as

guidance for the design of positioning techniques to gain

both efficiency and accuracy. The major contributions of this

paper are summarized as follows:

• We use the knowledge of signal sampling theory to

analyze positioning techniques, and explain the fac-

tors that affect the accuracy of the performance. We

prove that the wireless traffic collection is a process

of sampling the antenna RF (radio frequency) pattern,

and the correctness of the positioning techniques is

related to the sampling rate, which is affected by the

antennal rotation speed and the target wireless packet

transmission rate.

• We analyze the positioning techniques using directional

antennae, and propose a set of theorems which estimate

the rigid bound of angular velocity and number of

rounds for the antenna rotation. These theorems cover

most antennas adopted into positioning techniques.

• Our contribution also includes a comprehensive set of

theoretical analysis and simulaton results which demon-

strate the effectiveness of all the proposed theorems.

The rest of this paper is organized as follows. We review

the related work in Section II. In Section III, we introduce

the problem definition of locating 802.11-compliant mobile

devices for forensics purposes, and present the basic idea

of our positioning technique. We also provide the analysis

of accuracy and efficiency of the technique. Section IV

discusses the experimental evaluation of our theorems, and

Section V concludes this paper.

II. RELATED WORK

There has been a large body of work on device positioning

in WiFi and sensor networks. Due to space limitation, we

only review the existing work most related to our paper:

Most existing techniques provide localization in a two-

dimensional space (e.g., longtitude/latitude) only. Position-

ing systems are classified as outdoor and indoor systems,

respectively, which feature vastly different requirements and

techniques. The most popular outdoor positioning system

is GPS [6]. Many cellular mobile networks also belong to

this category, and allow the tracking of powered-on devices

through the operator’s base-transceiver stations. Indoor posi-

tioning systems include RADAR [7], LANDMARC [1], the

digital Marauder’s Map [8], Lighthouse [9], and VORBA

[2]. All these systems position a mobile device based on the



measured signal strength. In particular, the former three uti-

lize a dense grid of omnidirectional base stations, while the

latter two rely on base stations with revolving unidirectional

antennas. Active Badge [10], Active Bat [11] and Cricket

[12] can provide better localization accuracy than outdoor

systems due to the usage of a large number of positioning-

support sensors.

In [13], the authors use electronically steerable Phocus

Array anttenas from Fidelity Comtech [14] for wardriving

and collecting RSSIs with directional information. Multiple

measurements are taken at different positions and arrows

are drawn in the direction of the AP. Therefore, an AP is at

the position which all the arrows point to. In [3], the authors

take RSSIs from wardriving and use the gradient information

derived from RSSIs to infer the position of an AP. An AP is

in the direction along which RSSIs increase the most and the

direction is represented by an arrow. Then the AP is at the

position all arrows point to. In [15], the authors built an AP

equipped with a rotating directional antenna that broadcasts

its direction in beacon frames. Such an AP is denoted as

a directional beaconing access point (DBAP). Therefore, a

mobile may position itself by using the angle of emission

information from multiple DBAPs and the area intersection

approach similar to those used in [2].

Some recent work recognizes the importance of 3D posi-

tioning and provides such capability [16], [17]. Nonetheless,

these techniques require either the pre-installation of a

positioning infrastructure (e.g., pervasive RFID tags [16]),

or extensive training on the signal strength of surrounding

base stations at different locations [17]. These strategies are

not practical for WiFi in urban environments due to the as-

sociated high cost of periodical training due to environment

and infrastructure change and the requirement of locating

a suspect in real time (i.e., it will be hard to install the

infrastructure or perform training on a crime scene). In [4]

the authors present 3DLoc which is a ground based system

for locating an 802.11-compliant mobile device in a three

dimensional space. However, the portability and flexibility

of the system is very limited and it cannot search targets in

high buildings.

III. DATA SAMPLING IN LOCALIZATION

In this section, we first define the problem of locating

802.11-compliant mobile devices. Then, we present the

basic idea of localization utilizing a directional antenna. We

analyze the performance of our localization technique using

the knowledge of signal sampling theory, and propose a set

of schemes which help to enhance the design of positioning

techniques to be both time efficient and accurate.

A. Problem Definition

Problem Definition: Assume a wireless mobile device

is transmitting signals in an open area. The MAC address

of this mobile is known, and there are no signal reflection,

diffraction and multi-path propagation of signals in this area.

Using a directional antenna to receive signals sent from this

device, our objective is to estimate the angle between the

target and the antenna.

The basic idea of our localization technique is described

as follows. We connect the directional antenna to a laptop

with a pre-installed wireless sniffing tool (e.g. Tcpdump).

This wireless sniffing tool maintains a record (Record A)

about the observed signal strength over time. Meanwhile, we

rotate the directional antenna over 360 degrees, and maintain

another record (Record B) about the angles turned over and

corresponding time. After the rotation, we sample the data in

Record A by a fixed time interval, and correlate the antenna

angles with signal strength readings via time synchronization

between Record A and Record B. The angle relating to the

maximum signal strength reading should be the line-of-sight

angle that indicates the direction to the mobile device from

the antenna. Hence, the mobile device is localized.

Ideally, the maximum signal strength reading in Record

A should be received at the line-of-sight angle, but in

reality we may lose this data, which leads to error in the

localization. As the wireless traffic transmission is discrete

over time, accordingly, the signal strength observation is a

signal sampling process. Additionally, without any packet

loss during sniffing, the signal sampling rate is equal to the

packet transmission rate. If the antenna rotates over the line-

of-sight angle, (i.e. its main lobe faces to the mobile device)

while no packet arrives at that time. Then the maximal signal

strength reading fails to be observed, and the maximum

value in Record A is actually related to packets received

around that direction. To address this problem, we apply

the knowledge of signal sampling theory into our design of

localization scheme, and propose two advanced localization

approaches which are able to capture the maximum signal

strength at a high certainty. These advanced approaches are

presented in the next subsection.

The process of antenna rotation is continuous over time,

yet Record B is also a set of samples from this rotation. If

we record the angles with a higher precision, or we sample

the rotation with a shorter time interval, the accuracy of our

localization will be increased. In our paper, we assume that

the antenna rotates at a constant speed. Therefore, we can

estimate the angle being turned over at any particular time.

Below, we present analysis on the performance of our

localization approach. Two cases are included into our con-

sideration. (i) The rotation speed of the antenna is not fixed

(ii) The rotation speed is fixed. How to rotate the antenna

in order to guarantee that the strongest signal strength is

sampled? We will answer these questions qualitatively and

quantitatively. To make our analysis more practical, we

model the arrival of packets by the Poisson process [18],

and all the following analysis is based on this model.
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B. Localization with Antennas with Variable Angular Veloc-

ity

We try to set an appropriate angular velocity so that the

antenna is able to capture the strongest signal strength in

one round of rotation. We denote the signal strength readings

over time as s(t), which can be treated as a continuous signal

with a bandwidth fmax. In order to derive the line-of-sight

angle, we should rotate the antenna at a reasonable slow

speed but still efficient in time. Theorem 1 illustrates how

to set angular velocity w.

Theorem 1. Assume that the directional antenna rotates

at an angular velocity of w, and the bandwidth of signal

strength readings over time s(t) is fmax. The packets sent

from a target mobile device in any unit time is modeled as

a Poisson process with a rate of λ. The antenna is able to

sample the maximum signal strength readings in one round

of rotation with a certainty of over 99% if and only if the

following condintion is satisfied.

Pr(w, λ, Fs) > 0.99 (1)

where Pr(w, λ, Fs) is defined as follows.

Pr(w, λ, Fs) = (1− e−λ 2π
wFs )Fs (2)

Fs > 2fmax (3)

Here, Fs is the sampling rate.

Proof: The antenna rotates over 2π while sampling s(t).

In order to determine the line-of-sight angle, we should

be able to perfectly reconstruct s(t) from the sampled data

without losing any knowledge of the peak of s(t). Therefore,

this sampling process needs to satisfy the Nyquist sampling

theorem, which means that the sampling rate Fs should be

larger than twice of fmax.

Because the signal transmission process is discrete over

time, so we can not guarantee that our sampling process

fulfills the Nyquist sampling theorem even the sampling

rate agrees with Formula (3) unless we are able to collect

at least 2πFs

w
samples. To achieve this goal, we devide a

circle equally into 2πFs

w
pieces of arcs, each of which has

a radian of w
Fs

. We denote the time at the beginning of the

rotation as 0. We select the nearest neighbouring data from

time interval [ i−1

Fs
, i

Fs
] to represent the sample at time

i
Fs

, i = 1, ..., 2πFs

w
. By the end of the rotation, the maximum

signal strength readings might be collected. However, this

is not 100% for sure as the wireless signal transmission is

a Poisson process with a rate of λ. At any period of time

interval t (t = 1

Fs
), the probability that k packets are captured

is estimated in Formula (4).

P [N(t) = k] =
(λt)k

k!
e−λt, t =

1

Fs

. (4)

The probability that at least one packet is captured at any

time interval t can be calculated in Formula (7).

P [N(t) ≥ 1] = 1− P [N(t) = 0] (5)

= 1−
(λt)0

0!
e−λt (6)

= 1− e−λt (7)

Hence, we can deduct from Formula (7) and calculate the

probability that at least 2πFs

w
packets are sampled after one

round of rotation. Formula (11) shows the calculation.

Pr(w, λ, Fs) = P [N(t) ≥ 1]
2πFs

w (8)

= (1− P [N(t) = 0])
2πFs

w (9)

= (1− e−λt)
2πFs

w (10)

= (1− e−λ 1

Fs )
2πFs

w (11)

Hence, The proof is completed.

Determine λ: The rate of the Poisson process is unknown,

but we can approximate this value via the following two

steps. Firstly, we collect wireless traffic sent from the target

mobile device over a period of time. Secondly, we divide the

number of captured packets by the time spent in the wireless

traffic collection.

Determine fmax: In order to determine fmax, we apply

the Fourier transform to s(t) to examine the variation of

signal power over frequency. However, in reality, s(t) is

chartless. To solve this problem, we examine the antenna

RF pattern and the relation between this pattern and s(t).

Denote the antenna gain over each direction θ as g(θ). The

signal strength reading is the strength of signal received plus

the antenna gain. Because the distance between the mobile

device and the antenna is presumed to be fixed, so the free

space path loss of signal power does not change. Moreover,

we assume that the transmission power at the mobile device

does not change. Therefore, the signal strength received by

the antenna does not change, which we denote as P. We

derive the following relation between s(t) and g(θ)

s(t) = g(wt) + P (12)

We apply the Fourier transform to Formula (12) and derive

Formula (14).

F[s(t)] = F[g(wt) + P ] (13)

S(jΩ) = G(wjΩ) + 2πδ(jΩ) (14)

P is a constant; thus, its transform is a delta function whose

value is zero everywhere except at the origin, where it is

infinite (i.e. Ω = 0). This function is insignificant as we

are interested in the part of domain where Ω is positive.

Therefore, we reduce the problem of determining fmax of

s(t) to the calculation of fmax of g(wt). Our solution to this

problem is illustrated as follows. We set the angular velocity

as wo. Then, we apply the Fourier transform to g(wot),
and derive G(wjΩ). Next, we square G(wjΩ) to gain the
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power of signal at each particular frequency. We determine

the bandwidth fo using the following Formula.

lim
ε−>0

∫ fo

ε

|G(wjΩ)|2dΩ = 0.9 lim
ε−>0

∫ +∞

ε

|G(wjΩ)|2dΩ

(15)

Then, we refer to the scaling property of the Fourier trans-

form and establish a model which defines fmax as w varies.

Formula (16) draws the scaling of s(t) in time domain as w

varies, and Formula (18) exhibits the scaling in frequency.

s(t) = so(
wt

wo

) (16)

F[s(t)] = F[so(
w

wo

t)] (17)

S(jΩ) =
wo

w
So(

wo

w
jΩ) (18)

Clearly, the variation of w leads to a scaling of bandwidth

fmax. We derive Formula (19) which defines the fmax based

on fo.

fmax =
w

wo

fo (19)

Assume Fs = kfmax, k > 2. Based on previous discussion,

we present a stronger form of function Pr(w, λ, Fs).

Pr(w, λ, k) = (1− e−λ 1

Fs )
2πFs

w (20)

= (1− e
−λ 1

k w
wo

fo )
2πFs

w (21)

= (1− e−λ
wo

kfow )
2πkfo
wo (22)

We make the following observations from Theorem 1.

• (i) When other parameters are fixed, the higher the

angular velocity w is, the lower Pr(w, λ, k) is.
• (ii) When other parameters are fixed, the higher λ is,

the higher Pr(w, λ, k) is.
• (iii) When other parameters are fixed, the higher k is,

the lower Pr(w, λ, k) is.

C. Localization with Antennas with Fixed Angular Velocity

Now we study the second case. To fulfill the Nyquist

sampling theorem, we rotate the antenna for several rounds.

Theorem 2 illustrates how to estimate the minimum number

of rounds for necessity.

Theorem 2. Assume that it takes time T for the antenna to

rotate for one round, and the bandwidth of signal strength

readings over time s(t) is fmax. The number of packets sent

from a target device in any unit time is modeled as a Poisson

process with a rate of λ. R is the number of rotations.

The antenna is able to sample the maximum signal strength

readings with a certainty of over 99% if and only if the

following condintion is satisfied.

Pr(R, λ, Fs) > 0.99 (23)

where Pr(R, λ, Fs) is defined as follows.

Pr(R, λ, Fs) = (1 − e−λRT
Fs )

2πFs
w (24)

Fs > 2fmax (25)

Proof: This proof is similar to the previous one. We

divide a circle equally into TFs pieces of arcs, each of which

has a radian of 2π
TFs

. Based on the Nyquist sampling theory,

every time the antenna rotates over 2π
TFs

, at least one packet

should be captured. Since a high rotation speed may lead to

the fact that no packet is captured when the antenna rotates

over certain arcs, we repeat the rotation for R rounds to raise

the probability that at least one packet is captured when the

antenna rotates over the ith arc (i=1,2,...,TFs). As the arrival

of every packet is independent, this probability is calculated

using the following formula.

Pr(Ni(t)) = 1−

R−1∏
j=0

P [N(T j + it)−N(T j + it− t) = 0],

i = 1, 2..., TFs; t =
1

Fs

(26)

= 1− P [N(it+ t)−N(it) = 0]R (27)

= 1− (
(λt)0

0!
e−λt)R (28)

= 1− e−λtR (29)

Therefore, we are able to calculate the probability that at

least one packet is captured for every arc after R rotations.

We present our calculation in Formula (32).

Pr(R, λ, Fs) =

TFs∏
i=1

Pr(Ni(t)) (30)

= Pr(Ni(t))
TFs (31)

= (1− e−λ R
Fs )TFs (32)

Hence, the proof is completed.

We make the following observations from Theorem 2.

• (i) When other parameters are fixed, the more num-

ber of rounds the angular rotates over, the higher

Pr(R, λ, Fs) is.
• (ii) When other parameters are fixed, the higher λ is,

the higher Pr(R, λ, Fs) is.
• (iii) When other parameters are fixed, the higher Fs is,

the lower Pr(R, λ, Fs) is.

Determine λ: We approximate λ by collecting wireless

traffic sent from the target mobile device, and dividing the

number of packets collected by the time spent in traffic

collection.

Determine fmax: We divide 2π by T and get the angular

velocity w’. We apply the Fourier transform to antenna gain

function g(w’t), and determine the bandwidth fmax.

Rotation Scheme Selection Criteria: Each of the theo-

rems we propose so far corresponds to a rotation scheme,
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respectively. The selection of rotation schemes depends on

the type of antenna in use. If the rotation speed is fixed,

then we can only choose the second scheme. Otherwise,

we compare the time costs of these schemes and choose

the faster one. The time cost Ts1 of the first rotation

mechanism is 2π
w
, and the time cost Ts2 of the second

rotation mechanism is TR. This is because, in reality, a

mobile device may not keep radioactive for a long time.

Hence, it is critical to rotate the antenna efficiently.

IV. EVALUATION

We conducted extensive experiments to validate all the

theorems we propose. Firstly, we introduce the experiment

setup. We then provide experimental results as well as analy-

sis of them, including the estimation of both angular velocity

and rounds of rotations with the objective of capturing the

strongest signal strength readings.

A. Experiment Setup

1) Case I: Localization with Antennas with Variable

Angular Velocity: In the simulation for case I, the first step

is to calculate the sampling rate Fs, which equals k times

of fmax. According to the Nyquist sampling theory that Fs

should be larger than twice of fmax, we set k to 2.5. To

guarantee that our simulation result is convincing. We set

fmax to 0.13 pkts/s, which is the bandwidth of the azimuth

antenna in 3DLoc system [4]. In that system, it takes 60

seconds to rotate the azimuth antenna, a 2.4 GHz 14 dBi

sector panel WLAN antenna with 3dB beamwidth, for one

round. Hence, the angular velocity wo turns out to be 0.1047

rad/s. We measure the antenna RF pattern g(θ) over angle

and convert it to antenna RF pattern over time, denoted as

g(wot). Next, we apply the Fourier transform to g(wot), and
determine the bandwidth using Formula (15).

In the second step, we compute the number of samples

Nsample. To satisfy the Nyquist sampling theory, it should

be 2πFs

wo
.

In the third step, we use a Poisson distributed random

number generator to emulate the arrival of packets in a time

interval of 1

Fs
. As Nsample samples imply Nsample time

intervals, we generate random numbers for Nsample times.

Besides, the expected number of packets is λ
Fs

. Similarly, we

set λ to different values, and test 30 times for every particular

value. In each test, the angular velocity w is set to be a large

value and keeps decreasing by 10% until there is at least one

packet captured in every time interval. Such upper bound of

the angular velocity is compared to the estimated value from

our theorems.

Fig. 1. shows the simulation results for Case I. The red

line represents the estimation of angular velocity, while the

blue line represents the simulation results. As the expected

packet transmission rate increases from 2 pkts/s to 20 pkts/s,

both of these two lines increase. This is correct because the

growth in packet transmission rate raises the possibility of
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Figure 1. Antenna Angular Velocity Estimation
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Figure 2. Number of Rotations (Packet Transmission Rate is 2 pkts/s)

capturing packets in every sampling time interval. Moreover,

we observe that the red line is always below the blue line,

which implies that the estimated angular velocity will never

exceeds its upper bound. Therefore, we confirm that the

experimental results prove the effectiveness and accuracy

of our theorem.

2) Case II: Localization with Antennas with Fixed Angu-

lar Velocity: The design of the second simulation aims to

validate our second theorem. Similar to the first simulation,

we set the bandwidth of antenna to 0.13 pkts/s, and set the

angular velocity to 0.1047 rad/s. This time, we test how

many rounds (denoted as R) of rotations are necessary so

as to guarantee that we can capture the maximum signal

strength readings. In order to satisfy the Nyquist sampling

theory, we need to collect no less than TFs samples over

TFs time intervals, with at least one sample during each

time interval, respectively. Each time interval is still 1

Fs
. We

use the same Poisson distributed random number generator

to emulate the arrival of packets in every time interval. The

expected number of packets within any time interval is λ
Fs

.

We set λ to different values and run our test 30 times for each

particular value. Finally, we compare the results to those

estimated ones.

Fig. 2. shows one group of simulation results in Case
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Figure 3. Number of Rotations (Rotation Period is 15 seconds)

II. The red line represents the estimated results, and the

blue line represents the experimental results. We fix the

packet transmission rate to 2 pkts/s, and increase the rotation

period from 5.0 seconds to 30.0 seconds. As the rotation

period increases, the possibility of capturing packets in any

sampling time interval increases. Therefore, the necessary

rounds of rotation decrease. Both of these two results

follow this tendency. Besides, the red line is above the

blue line, which implies that if our rotation setting follows

the estimation results, we can guarantee that our sampling

satisfies the Nyquist sampling theory. Additionally, these two

lines intersect merge together when the rotation period is 30

seconds. This is because from that point, only one rotation

is enough.

Fig. 3. shows another group of simulation results in Case

II. This time we fix the rotation period to 15 seconds. We

raise the packet transmission rate from 0.1 pkts/s to 1.9

pkts/s. The estimation results are higher than the simula-

tion results. These two lines drop down and finally merge

together when only one rotation is enough. The reason for

this tendency has been discussed previously.

V. CONCLUSION

In this paper we address the challenge of optimization in

wireless mobile positioning techniques. We use the knowl-

edge of signal sampling theory to analyze the techniques,

and demonstrate that the wireless traffic collection is a sam-

pling process. The localization accuracy is determined by

the antenna rotating speed and target’s packet transmission

rate. We proposed a refined positioning technique using a

directional antenna, and derived a set of theorems which are

validated by our theoretical analysis and simulation results.
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