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Abstract

We address issues related to the establishment of de-
fender’s reputation in anomaly detection against insider
attacks. We consider two types of attackers: smart in-
siders, which learn from historic attacks and adapt their
strategies to avoid detection/punishment, and naı̈ve attack-
ers, which blindly launch their attacks. We introduce two
novel reputation-establishment algorithms for systems with
solely smart insiders and systems with both smart insiders
and naı̈ve attackers, respectively. Theoretical analysis and
simulation results show that our reputation-establishment
algorithms can significantly improve the performance of
anomaly detection against insider attacks in terms of the
tradeoff between detection and false positives.

1 Introduction

Insider attacks are launched by malicious users who are
entrusted with authorized access (i.e., insiders). From steal-
ing/destroying corporate data to propagating malware from
inside the network, insider attacks form 29% of all reported
electronic crimes [4] and have led to massive damage [15].

Much research has been done on anomaly detection
against insider attacks [4, 11]. The objective is to detect de-
viation from a pre-determined model of normal system be-
havior. However, since an insider has authorized access and
extensive knowledge of the victim system, it can be more
difficult to separate normal system behavior from insider
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attacks than the external ones. Because of this, experimen-
tal studies show that many generic approaches for anomaly
detection suffer from a high false positive rate in order to
effectively detect insider attacks [11].

There are two possible approaches to tackle this chal-
lenge: One is to focus on the behavior of inside attackers
and design new anomaly detection techniques. Most ex-
isting research belongs to this category. Unfortunately, the
state-of-the-art approaches cannot yet provide a satisfiable
solution [5,10,11]. The other approach is transparent to the
underlying anomaly detection technique, but to use game-
theoretic techniques to exploit the weakness of the objective
of inside attackers [12], in particular the fear of detection.
We focus on this approach in the paper.

Much research has been done on the game-theoretic
modeling of intrusion detection and network security sys-
tems [1–3, 9, 12, 13, 16, 17, 19, 20]. Although it has been
frequently observed that the attacker’s strategy depends on
not only its own objective but also the “toughness” of the
defender (i.e., the defender’s willingness to enforce secu-
rity even in the expense of false positives), to the best of our
knowledge, little research has been done on the establish-
ment and maintenance of defender’s reputation of tough-
ness to force the attackers to abandon their attacks.

Traditionally, the reputation concept was introduced to
model the trustworthiness of a suspicious party (from the
view of an honest one), and has been used in a game-
theoretic framework to enforce cooperation in mobile ad
hoc networks [14]. In this paper, we investigate the es-
tablishment of defender’s reputation of toughness (from the
view of the attackers) and its impact on intrusion detection
against insider attacks.

Considering the interactions between the defender and
(numerous) attackers as a repeated game, our basic idea is
for the defender to carefully choose its strategy in the be-
ginning to establish a desired reputation of toughness (i.e.,
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willingness to detect and punish attackers even with high
cost), which may force the upcoming attackers to drop their
attacks. A typical real-world example of this strategy is the
police surge against criminal activities aimed at intimidat-
ing potential criminals and reducing crimes. The theoreti-
cal foundations of this strategy, especially the role of rep-
utation in repeated games such as the chain-store paradox,
have been studied in the literature of game theory [6, 7].

In this paper, we investigate the application of reputation
establishment to the defense against insider attacker, there
are two unique challenges:

• First, the defender does not have complete knowledge
about the outcome of its interactions with the attackers,
or even the existence of such interaction at all. For ex-
ample, unlike the real-world criminal defense scenario
where most criminal activities (e.g., murder, robbery)
are immediately observable, in many computer secu-
rity applications the defender might not be aware of an
attack that has successfully evaded detection. Without
such knowledge, the defender cannot determine when
a round of interaction starts or ends, and thus can-
not use many existing reputation-establishment strate-
gies [7].

• Second, not all attackers are rational players as as-
sumed in most game-theoretic studies. Instead, a num-
ber of them may be irrational or naı̈ve attackers who
simply do not care about being detected. A major
threat posed by such “naı̈ve” attackers is that they can
easily destroy any reputation established by the de-
fender. Consider an inside attacker which restrains its
attack due to the defender’s reputation of toughness. If
the insider colludes with a “naı̈ve” attacker and learns
that it evades detection, then the insider can infer that
the defender is actually “softer” than its reputation, and
then launch its attacks.

In this paper, we consider the real scenario where the
defender can only observe detections but not undetected
attacks. The attackers may be a combination of “smart”
ones, who adaptively change their attacking strategies based
on the knowledge of defensive mechanism to avoid detec-
tion, and naı̈ve ones, who do not care about being detected.
These two types of attackers may also collude to share their
observations of the system. Our contribution can be sum-
marized as follows:

When no naı̈ve attacker is present, we propose a
reputation-establishment algorithm (Algorithm A in Sec-
tion 4) which adaptively change the defensive strategy to
significantly improve the tradeoff between detection and
false positives. In particular, our algorithm establishes a
reputation of toughness for the defender.

When naı̈ve attackers are present in the system, we prove
a negative result that no defensive mechanism without the

knowledge of undetected attacks can establish and maintain
a reputation of toughness (i.e., hide the defender’s real ob-
jective) for a substantial amount of time. Nevertheless, we
show that, even with the presence of naı̈ve attackers, the
defender could still improve the tradeoff between detection
and false positives by introducing uncertainty to its real ob-
jective, and then establish a reputation for the “uncertainty”
in a periodic fashion. We present another new reputation-
establishment algorithm (Algorithm B in Section 5) which
instantiates this idea.

We also theoretically and quantitatively analyze the im-
pact of the above approaches on improving detections and
reducing false alarms. Our evaluation results demonstrate
the effectiveness of the proposed algorithms.

Due to space limitations, all proofs in the paper are omit-
ted. They can be found in the technical report version [18].

2 System Models

In this section, we introduce our system models from the
perspective of game theory. We first define the participating
parties, and then describe their strategies and objectives.

2.1 Parties

There are two types of parties in the system: defender D
and various attackers. The attackers may be classified into
two categories: smart insiders and naı̈ve attackers. Smart
insiders make the optimal attacking decisions based on their
knowledge of the defensive mechanism. However, they are
afraid of being detected, because the defender may easily
identify an inside attacker after the detection and punish it.
Naı̈ve Attackers blindly launch attacks without knowledge
of the system. They do not care about being detected.

Without loss of generality, we consider each attack to be
launched by a different attacker. The smart insiders may
collude with each other and/or the naı̈ve attackers to learn
all historic interactions between the defender and previous
attackers.

2.2 Parties’ Strategies

Defender’s Strategy: The defender D relies on anomaly
detection to detect the incoming attacks. While the spe-
cific technique varies by different anomaly detection mech-
anisms, in general, the defender has to make a tradeoff be-
tween detection rate and false positive rate. Recall that the
detection rate usually increases as the false positive rate in-
creases. We define ! " [0, 1] to be a tradeoff parameter
such that the higher ! is, the smaller the false positive rate
and the detection rate will be. Without loss of generality,
we normalize ! such that the probability for an attack to be
detected is 1 # !. As such, when ! = 0, all attacks will
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be detected while a large of false positives will be issued.
When ! = 1, no attack will be detected while no false posi-
tive will be generated.
Attackers’ Strategy: The attackers’ strategy also varies by
the specific attack(s) launched. To form a generic model, we
consider a simple attacking strategy which makes a binary
decision of whether or not to launch an attack. A smart in-
sider may also opt for a mixed strategy [8] which randomly
chooses between the two decisions according to a distribu-
tion. On the other hand, a naı̈ve attacker always launches
the attack because it has no concern over detection.
Game Outcome: The strategy combination of the defender
and an attacker determines the outcome of their interaction,
which may be one of the following three possibilities: 1) An
attack is launched and not detected; 2) An attack is launched
and detected; 3) The attacker chooses not to launch the at-
tack. Among the three possibilities, only the second one
(i.e., detection) can be observed by the defender.

2.3 Parties’ Objectives

The defender D has two objectives: 1) to detect as many
attacks as possible, and 2) to reduce the false positive rate.
For each attacker Ai, let lA(i) " {0, 1} be the loss of the
defender due to an undetected attack launched by Ai:

lA(i) =
!

1, if Ai launches an undetected attack;
0, otherwise.

Recall that with the definition of the tradeoff parameter !,
if Ai chooses to attack, the expected value E(lA(i)) = !.
Otherwise, lA(i) = 0.

The defender also loses from false positives because
when more false positives are generated, the defender will
have to spend more resources to manually identify the true
positives and punish only real attackers. Such loss is inde-
pendent of whether an attack is really launched, but solely
depends on !. Let lF (!) " [0, 1] be the loss from false pos-
itives in one time slot. We have lF (0) = 1, lF (1) = 0, and
lF (·) monotonically decreasing with !.

The long-term utility function of the defender for a given
time period [0, tD] is:

uD(tD) = #"D ·
" tD

0
lF (!(t))dt# (1# "D) ·

n(tD)#

i=1

lA(i),

where !(t) is the value of the tradeoff parameter at time t,
n(tD) is the number of attackers which appeared by time
tD, and "D " [0, 1] is a preference parameter which mea-
sures the defender’s preference between detection and false
positives. We do not model the discount factor as in many
game-theoretic studies [8] because 1) given the granularity
of time slots (e.g., seconds to days) we are considering, it is
unlikely in security applications that the defender cares less

about attacks in the future moments, and 2) the proposed
algorithms will not be affected if the discount factor is not
too low.

A smart insider aims to launch an attack that will not be
detected. In particular, we define its utility function as:

uA =

$
%

&

0, if the attacker chooses not to attack;
1, if the attack is not detected;
#"A, if the attack is detected;

where "A is a predetermined insider preference parame-
ter. Since an insider is afraid of being detected, we have
"A > 0. The objective of a smart insider is to choose the
strategy that maximizes its expected utility. Note that no
utility function is defined for the naı̈ve attackers because
they are irrational and always launch their attacks.

3 Defender’s Reputation as Insiders’ Estima-
tion of Defender’s Preference Parameter

Having defined the strategies and objectives of the de-
fender and attackers, we now consider the role of defender’s
reputation in their interactions.

3.1 Game-Theoretic Formulation

We model the interactions between the defender and
smart insiders as non-cooperative non-zero-sum repeated
games [8] between one long-time player, the defender, and
numerous short-term players, the insiders. Since the at-
tacker cannot observe the defender’s tradeoff parameter !
while the defender is unaware of an attack until it is de-
tected, the defender and the attacker can be considered as
moving simultaneously in each interaction.

To understand the impact of the defender’s preference
parameter "D to an insider Ai’s strategy, we first consider
the case where Ai knows the exact value of "D. Let l!F (·)
be the first-degree derivative of lF (·). Define

"0 =
1

|l!F ( !A
1+!A

)| + 1
, (1)

where "A is the insider preference parameter. The fol-
lowing theorem shows the unique Nash equilibrium of the
game. The proof follows directly from the definition.

Theorem 1. If an insider Ai knows the exact value of "D,
the unique Nash equilibrium of the game is formed by a
mixed attacking strategy of

Pr{Ai attacks} = min

'
1,

"D · |l!F ( !A
1+!A

)|
1# "D

(
, (2)

and a defensive strategy of

! =
!

1, if "D $ "0;
!A

1+!A
, otherwise. (3)
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3.2 Defender’s Reputation

In a real system, an attacker cannot make a perfect es-
timation of "D as in Theorem 1. Instead, it may have to
estimate "D from the outcomes of historic attacks. This
provides the defender an opportunity to delude the insiders
to believe in a false value of "D, i.e., to establish a reputa-
tion of toughness desired by the defender.

We consider a generic definition of the defender’s rep-
utation. Intuitively, the defender should aim to establish a
tough reputation of "D < "0 in order to force the attack-
ers to drop attacks. Let A1, . . . ,Ai be attackers (insider or
naı̈ve) which interact with the defender before Ai. We de-
fine the defender’s reputation as follows.

Definition 1. The defender’s reputation of toughness from
the view of an insider Ai is defined as

rD(i) = Pr{"D < "0|outcomes for A1, . . . ,Ai"1}.

The greater rD(i) is, the tougher the defender appears
from the perspective of Ai; and the more likely Ai will
choose not to attack. Consider a simple example where the
defender is either tough enough to accept the maximum tol-
erable level of false positives (i.e., "D = 0), or soft enough
to be unwilling to generate any of them (i.e., "D = 1). We
have the following theorem.

Theorem 2. If "D is either 0 or 1, a smart insider will not
launch attack if and only if rD(i) $ 1/("A + 1). In this
case, the unique Nash equilibrium of the game is consisted
of: The tough defender (with "D = 0) sets ! = 0; the soft
defender (with "D = 1) sets ! = 1; and the smart insider
chooses not to launch attack.

We can make two observations from Theorem 2. First, a
smart insider’s uncertainty of "D provides the defender an
edge: In particular, the insider is forced to deterministically
drop its attack when rD(i) $ 1/("A+1). Second, consider
a system with only smart insiders but no naı̈ve attackers.
As the game progresses, the value of rD(i) may change.
Nonetheless, once rD(i) $ 1/("A + 1) forces Ai to drop
its attack, the reputation will never change again because
no attack will take place to change it. Thus, in a system
without naı̈ve attackers, as long as the defender can achieve
rD(i) $ 1/("A + 1) once, all subsequent insiders will be
forced to drop their attacks. This observation motivates our
algorithms proposed in the next section.

4 Systems Without Naı̈ve Attackers

In this section, we introduce a reputation-establishment
algorithm for systems solely consisted of smart insiders.
The insiders may know the presence of the reputation-
establishment algorithm, but do not know (and have to

learn) the defender’s preference parameter "D. We first de-
scribe our basic ideas, and then present the detailed algo-
rithm and the theoretical analysis.

4.1 Basic Ideas

Let us call a defender with "D $ "0 as soft and one with
"D < "0 as tough. Our reputation-establishment algorithm
for systems without naı̈ve attackers consists of two steps:
reputation-building and reputation-established. Since the
main issue is to establish the reputation of toughness for a
soft defender, we first describe these two steps from a soft
defender’s perspective:

Note that, in general, a tough defender chooses a lower
tradeoff parameter ! than a soft defender. Thus, the de-
fender’s reputation becomes tougher (i.e., rD(i) increases)
when there is a detection; and softer when there is a suc-
cessful attack. With our algorithm, the strategy of a soft de-
fender is to lower its tradeoff parameter ! in the early stage
to detect a large percentage of attacks, and thereby establish
a reputation of toughness.

Clearly, the reputation-building step should end as soon
as the defender’s reputation of toughness rD exceeds a pre-
determined threshold. However, due to Bayes’ theorem, rD
is determined by not only the number of detections but also
the number of missed attacks, which is unknown to the de-
fender. Therefore, the soft defender has to monitor the inter-
arrival time of detections until it has a high confidence that
the reputation of toughness has been properly established to
the degree that prevents all subsequent insider attacks from
happening. At this moment, the reputation-building step is
concluded and the reputation-established step begins.

In the reputation-established step, a soft defender cap-
italizes on the established reputation. In particular, it in-
creases the tradeoff parameter ! to the maximum possible
value which, given the established reputation, still forces the
insiders to drop their attacks. Since the reputation will not
change without an attack, this value of ! can remain con-
stant in a system without naı̈ve attackers. As such, a soft
defender achieves much better tradeoff between detection
and false alarms in the long run.

4.2 Reputation-Establishment Algorithm
for Systems Without Näıve Attackers

Based on the above two steps, Algorithm A depicts
our reputation-establishment algorithm for systems with-
out naı̈ve attackers. The reputation-building and established
steps are corresponding to flag STATUS = NULL and ES-
TABLISHED, respectively. Note that in order to determine
rD(i), we need to assume a prior distribution of "D. In-
stead of considering a specific type of distribution which
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may not hold in practice, we only introduce a single param-
eter p " [0, 1] such that the prior distribution of "D satisfies

Pr{"D < "0} = p. (4)

If p > 1/("A + 1), no smart insider will launch its attack
because the defender’s initial reputation rD(1) $ 1/("A +
1). As such, we only need to consider the cases where p <
1/("A + 1). Both the defender and the insiders know p.

Algorithm A: Reputation-Establishment
1: STATUS% NULL.
2: repeat
3: if STATUS = ESTABLISHED then
4: if "D $ "0 then ! % 1 else ! % 0.
5: else if "D $ "0 then
6: ! % (1# p)/(1# p + "Ap).
7: else if "D < "0 then
8: ! % "Ap/(1# p + "Ap).
9: end if

10: Set ! as the tradeoff parameter.
11: Wait until t > tD or an attack is detected.
12: if t > tD then
13: STATUS% ESTABLISHED.
14: else
15: tD % t + l0.
16: end if
17: until t > t0 AND STATUS = NULL

We present quantitative analysis on the performance of
Algorithm A in the three theorems that follow. Theorem 3
shows that in a system without naı̈ve attackers, no insider
will choose to attack if rD(i) $ 1/("A + 1), which holds
as long as the number of detections exceeds the number of
missed attacks. Theorem 4 shows a lower bound on the
probability for the reputation to be established within time
t. Theorem 5 shows that, with Algorithm A, the expected
utility of a defender is significantly higher than that of the
optimal strategy derived in Theorem 1.

Theorem 3. In a system without naı̈ve attackers, when the
number of detections exceeds the number of undetected at-
tacks, we have

rD(i) $ 1
1 + "A

, (5)

and no insider will choose to launch its attack.

Theorem 4. With Algorithm A, the probability that rD $
1/(1 + "A) at time t (t < t0) is

f(t) $ 1
2(1# !S)

# 1# 2!S
2(1# !S)

· erf
)

t#I(1# 2p)2

8p(1# p)

*
.

In particular, limt#$ f(t) $ p"A/(1# p).

Let u0("D) be the expected utility of the defender in the
Nash equilibrium derived in Theorem 1. Based on Theo-
rems 3 and 4, we have the following theorem:

Theorem 5. With Algorithm A in place, when t0 is suffi-
ciently large, the expected payoff of a soft defender with
preference parameter "SD satisfies

lim
t#$

uD(t)
t#I

$ 1# p# p"A
1# p

· u0("SD)# (1# "D) · e"l0"I#S .

The expected payoff of a tough defender with preference pa-
rameter "TD satisfies

lim
t#$

uD(t)
t#I

= u0("TD ). (6)

5 Systems With Naı̈ve Attackers

We now consider systems with naı̈ve attackers. Note that
naı̈ve attackers may bring significant damage to a system
using Algorithm A. To see this, recall that without naı̈ve at-
tackers, no insider will launch an attack in the reputation-
established step. However, a naı̈ve attacker will always
launch an attack regardless of the reputation. If the defender
is soft, the attack will always succeed because ! has been set
to 1. As such, a smart insider which colludes with (or ob-
serves) the naı̈ve attacker will realize that the defender is ac-
tually soft, and then (re-)start attacking the system. Clearly,
a naı̈ve attacker may destroy the reputation and enable fu-
ture attacks from the smart insiders.

5.1 Basic Ideas

While it is intriguing to improve Algorithm A to address
naı̈ve attackers, we provide a negative result which actually
shows that no algorithm can hide the defender’s preference
parameter "D without significantly reducing the utility of
soft and/or tough defenders. Thus, no reputation about "D
could be maintained for a prolonged period of time.

Theorem 6. A smart insider can always learn "D with con-
fidence c within time t unless either the tough or the soft
defender must have an average utility per inside attacker
satisfies

uD(t)
t#I

& |1
2
# "D| ·

+
1# (1# c)

2
t!N # 1

2
(7)

Clearly, for systems with naı̈ve attackers, the previous
definition of reputation (i.e., rD) no longer applies due to
this negative result. Thus, the defender must introduce ad-
ditional uncertainty to its decision-making process, and then
build a reputation of toughness around such uncertainty.
Our basic idea is for the defender to “simulate” "D by a
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random variable "R, and then determine its defensive strat-
egy based on (the toughness of) "R instead of "D.

In particular, we consider a mixed strategy of "R = 0
or 1. From the defender’s perspective, "R with a proper
distribution (e.g., "R = 1 with probability of "D) can be
considered as equivalent to "D. From an insider’s perspec-
tive, however, "R introduces additional uncertainty which
the insider has to guess based on the historic interactions.
In particular, a defender with "R = 0 is tougher than one
with "R = 1. This uncertainty provides the defender an
opportunity to establish a reputation of toughness on "R.

Definition 2. In a system with naı̈ve attackers, the de-
fender’s reputation of toughness for an insider Ai is

rR(i) = Pr{"R < "0|outcomes for A1, . . . ,Ai"1}.

Clearly, due to the negative result, the value of "R will
eventually be learned by the smart insiders. Nonetheless,
the defender can easily address this by regenerating "R and
restart the process. Note that unlike "D which is an inher-
ent property the defender cannot change, "R is an artificial
parameter that can be regenerated (according to the proper
distribution) with arbitrary frequency.

5.2 Reputation-Establishment Algorithm

Algorithm B depicts our algorithm for reputation estab-
lishment in systems with naı̈ve attackers. With Algorithm
B, the defender randomly generates "R based on the fol-
lowing distribution

"R =
!

0, with probability of p = 1#
'

"D;
1, otherwise.

As is shown in the proof of Theorem 9 [18], this distribu-
tion of "R maximizes the expected (long-term) payoff of
the defender.

The rest of the algorithm, including the meanings of t0
and l0, are the same as Algorithm A with only two excep-
tions: First, ! depends on the randomly generated "R in-
stead of the real "D. Second, in the reputation-established
step, we set ! = 1 # p0 or p0 where 0 < p0 ( 1 in-
stead of 1 and 0 in Algorithm A. The reason for setting a
soft defender’s ! to a value close to but not equal to 1 is to
ensure that once the reputation is destroyed and the insid-
ers resume their attacks, the defender can still detect such
failure of reputation and restart the entire process (Line 15).

In analogy to the analysis of Algorithm A, we analyze
Algorithm B in the following three theorems.

Theorem 7. With Algorithm B, insider Ai will not attack if

rR(i) >
1

"A + 1
, (8)

which holds as long as the number of detections exceeds the
number of undetected attacks

Algorithm B: For systems with naı̈ve attackers
1: Randomly choose "R as 1 with probability of

'
"D and

0 otherwise.
2: STATUS% NULL. i% 0. d% 0.
3: repeat
4: if STATUS = ESTABLISHED then
5: if "R = 1 then ! % 1# p0 else ! % p0.
6: else if "R = 1 then
7: ! % !S .
8: else if "R = 0 then
9: ! % 1# !S .

10: end if
11: Wait until t > tD or an attack is detected.
12: if t > tD then
13: STATUS% ESTABLISHED.
14: else if STATUS = ESTABLISHED then
15: Goto 1;
16: else
17: tD % t + l0.
18: end if
19: until t > t0 AND STATUS = NULL
20: Goto 1;

Theorem 8. When t is sufficiently large, with Algorithm B,
the probability that no insider would launch attack at time t
satisfies

pE $
" 1/"N

0

#Ne""Nt

2(1# !S)
(1# (1# 2!S)·

erf
)

t#I(1# 2p)2

8p(1# p)

**
dt.

In particular, when #N ( #I, we have pE $ "A/(6# 6p).

Theorem 9. When Algorithm B is used, if #N ( #I, the
expected payoff of the defender satisfies

lim
n#$

uD
n
$ u0("D) +

"A(1#
'

"D)
6
'

"D
(1# 2"D + "3/2

D ),

which is maximized over all possible values of p.

6 Performance Evaluation

In this section, we present the performance evalua-
tion of our reputation-establishment algorithms. We chose
two system-call-based anomaly detection algorithms (Algo-
rithms HT/PD) against insider attacks [10] as the reference
(baseline) algorithms, and used these algorithms as black
boxes in the our implementation.

We consider a total time length of 10,000 seconds, an
insider arrival rate of #I = 0.1, and a naı̈ve attacker arrival
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rate #N = 0.001. We set the expiration time t0 = 1, 000,
and compute l0 based on 99% confidence.

For Algorithms A and B, we compared their perfor-
mance with the reference algorithms based on the Receiver
Operating Characteristic (ROC) curve, which measures the
tradeoff between detection/prevention rate and false posi-
tive rate. We have 6 variations, reference HT/PD, Algo-
rithm A HT/PD, and Algorithm B HT/PD. We define the
detection/prevention rate as the percentage of attackers that
either choose not to attack or launch attacks that are de-
tected. The false positive rate is the normalized number of
generated false alarms.

Note that we use numerical results generated by Monte
Carlo simulation based on the Nash equilibrium derived in
the paper. Recall that the Nash equilibrium represents a
state where neither player can benefit by unilaterally chang-
ing its strategy. The numerical results shown in the follow-
ing subsection actually represent the performance of our al-
gorithms in this state, and thus can be used to demonstrate
the real performance of anomaly detection systems adopt-
ing our algorithms.
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Figure 1. ROC curves of Algorithm A and the
reference algorithms ("A = 0.5; p = 0.5)

Figure 1 shows the comparison between the ROC curves
of Algorithm A and the two reference algorithms when
"A = 0.5, p = 0.5, and the defender is soft. In gen-
eral, the larger the area under an ROC curve is, the better
tradeoff the algorithm achieves between detection and false
positives. As we can see from the figure, by establishing
the defender’s reputation, Algorithms A HT/PD can achieve
a significantly better tradeoff than the reference algorithms
HT/PD. In particular, our scheme can detect almost all at-
tacks with false positive rate of only 0.2.

We also tested Algorithm A against various insider pref-
erence parameters "A from 0.1 to 0.9. Figure 2 shows the
false positive rate required to achieve a detection rate of
90% when "D = 0.5. As we can see from the figure, the
greater "A is, the fewer false alarms the defender will have

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
0.04

0.06

0.08

0.1

0.12

0.14

0.16

0.18

0.2

0.22

0.24

βA

Fa
lse

 A
la

rm
 R

at
e

 

 
Algorithm A HT
Algorithm A PD

Figure 2. Performance of Algorithm A with
the preference parameter "A (p = 0.5)

to generate. Nonetheless, by comparison with Figure 1, we
can see that even when "A is quite small (e.g., 0.1), Al-
gorithm A still outperforms the baseline algorithms signfi-
ciantly.
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Figure 3. ROC curves of Algorithm B and the
reference algorithms ("A = 0.5; "D = 0.5.)

Figure 3 shows the comparison between the ROC curves
of Algorithm B (Algorithms B HT/PD) and the two refer-
ence algorithms (Algorithms HT/PD) when "A = 0.5 and
"D = 0.5. As we can see from this figure, even for sys-
tems with naı̈ve attackers, our algorithm can still achieve
a substantially better tradeoff than the reference algorithms
when the required detection rate is high. Nonetheless, such
performance improvement is not as significant as the ones
for Algorithm A shown in Figure 1 due to the adversarial
knowledge of "D.

7 Final Remarks

In this paper, we addressed the establishment of de-
fender’s reputation in anomaly detection against insider at-
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tacks. We considered smart insiders which learn from the
outcomes of historic attacks to avoid detection, and naı̈ve
attackers which blindly launch their attacks and do not care
about being detected. Based on a game-theoretic formula-
tion, we proposed two generic reputation-establishment al-
gorithms for systems consisting of only smart insiders and
systems with both smart insiders and naı̈ve attackers, re-
spectively. Theoretical analysis and performance evaluation
indicated that our algorithms can significantly improve the
tradeoff between attack detection/prevention and false pos-
itive rate.

The work presented in the paper initialized studies on
the establishment of defender’s reputation in anomaly de-
tection. Many extensions can be made. As part of our
future work, we are investigating the establishment of de-
fender’s reputation in dynamic systems where the insiders
only have short-term memories of historic interactions; and
the defender and the insiders have their preference parame-
ters changing over time.
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