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On TCP Performance in Flow-Based Mix Networks

Xinwen Fu, Shu Jiang, Wei Yu, Steve Graham and Yong Guan

Abstract

Anonymity technologies such as mix networks have
gained increasing attention as a way to provide communi-
cation privacy. Mix networks were developed for message-
based applications such as email, but researchers have
adapted mix techniques to low-latency, flow-based appli-
cations such as anonymous web browsing. In this paper,
we systematically address TCP performance issues of flow-
based mix networks. We explain why a mix’s batching and
reordering schemes can dramatically reduce TCP through-
put due to out-of-order packet delivery. We developed
a theoretical model to analyze such impact and present
closed formulae for TCP throughput in mix networks. To
improve TCP performance, we examined the approach
of increasing TCP’s duplicate threshold parameter and
derived closed formulae for the performance gains. Our
simulation results matched our theoretical analysis well.

Index Terms— Flow-based Mix Networks, Performance
Analysis

I. Introduction

Concerns about privacy and security have received
greater attention with the rapid growth and public ac-
ceptance of the Internet. Anonymity has become a nec-
essary and legitimate aim in many application areas,
including anonymous web browsing and file sharing.
Researchers have developed various anonymity systems.
Mix techniques can be used for either message-based
(high-latency) or flow-based (low-latency) anonymity ap-
plications. Anonymous email is a typical message-based
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anonymity application, which has been thoroughly dis-
cussed [2]. However, flow-based mix networks, which
provide services such as anonymous web browsing and
file sharing, have different performance characteristics and
requirements.

There are two requirements for a successful anony-
mous communication system (especially for flow-based
mix networks): the degree of anonymity the system can
achieve (anonymity degree) [3], [4] and the quality of
service (QoS). Although a significant effort has been
directed at discovering attacks against anonymity networks
to degrade anonymity and developing countermeasures for
those attacks, there is little systematic analysis of the QoS
for such security and privacy systems.

This paper focuses on theoretical analysis and simu-
lation study of mix network TCP performance for flow-
based anonymity applications. We demonstrate and quan-
tify the performance impact on flow-based applications
when batching and reordering schemes are used in mix
networks to improve the anonymity. This analysis formally
explains the limited use of otherwise successful anonymity
networks such as Tor [5] for flow-based applications.
While generally poorer performance seems intuitive, our
analysis demonstrates the counter-intuitive result that sim-
ply increasing link speed does not resolve the problem at
all.

Our major contributions are summarized as follows.
1. We systematically analyze TCP throughput in a mix

network which uses batching and reordering schemes.
Through theoretical analysis and simulations, we demon-
strate that the out-of-order delivery introduced by batching
and reordering schemes causes TCP to suffer a bounded
maximum congestion window and dramatically degrades
its throughput. We found that the throughput degradation
does not improve even if the underlying link bandwidth is
increased to infinity.

2. We analyze improving TCP throughput by varying
TCP parameters in a mix network using batching and
reordering schemes. We develop analytical results for
the TCP throughput gain on increasing TCP’s duplicate
threshold, dupthresh. Our simulations demonstrate the
feasibility of this scheme. We emphasize that the proposed
approaches will not degrade the anonymity degree of
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systems since they don’t change the underlying anonymity
mechanism.

3. Our analysis can guide the deployment of batching
and reordering schemes in flow-based mix networks. Our
theoretical analysis of TCP performance can be applied
to a broad range of random reordering schemes, and our
simulation results support the analytical model.

Many researchers have investigated adjusting
dupthresh for addressing TCP performance issues
caused by out of order delivery in other contexts [6],
[7]. Although there has been work on the impact of
out-of-order packet delivery on TCP QoS, to the best of
our knowledge, we are the first to develop theoretical
models for analyzing the impact of the out-of-order
delivery caused by a mix network on TCP performance
and present closed formulae for TCP throughput for mix
networks. We also conducted both thorough theoretical
analysis and simulations of the impact of increasing
dupthresh on TCP throughput and presented closed
formulae, while others researching TCP throughput relied
on simulations.

The remainder of this paper is organized as follows:
We introduce Mix techniques in Section II. In Section III,
we analyze TCP performance degradation in flow-based
mix networks using batching and reordering schemes. In
Section IV, we analyze TCP performance gains from in-
creasing dupthresh. In Section V, we use ns-2 simulation
to validate our analytical results. We review related work
in Section VI. We summarize the paper in Section VII.

II. Mix Techniques

A mix network consisting of multiple mix servers can
provide enhanced anonymity. In a mix network, senders
route their messages through a series of mixes. Therefore,
even if an adversary compromises one mix and discovers
the correlation between its input and output messages,
other mixes along the path can still provide the necessary
anonymity.

In this paper, we will investigate the QoS of flow-based
anonymity systems with several different configurations.
In [8], a relatively complete list of batching strategies for
a message-based mix is provided. Those strategies can
be utilized to counter message-level (packet-level) timing
attacks. In our opinion, not all of them are appropriate
for flow-based systems. For example, in a threshold mix,
a mix transmits a batch of packets only after the number
of packets collected has exceeded a pre-defined threshold.
This may cause serious problems for traffic of TCP flows.
For example, if the first (SYN) packet of a TCP flow is
collected by a mix which then waits indefinitely to reach its
threshold, this may mean the SYN packet does not reach
the receiver, the TCP flow never starts and the entire mix
network is not stable. We have selected three batching and
reordering strategies which seem to be feasible for a flow-
based mix network and summarize them in Table I. In this

paper, we study the QoS of TCP under the three batching
and reordering strategies listed in Table I.

III. TCP Performance Degradation Analysis
in Flow-based Mix Networks

In this section, we analyze TCP performance degra-
dation as the result of packet reordering caused by mix
networks. We first discuss the false fast retransmit caused
by one mix’s batching and reordering schemes. Then we
present the basic principle used to model TCP throughput.
The success of modeling TCP throughput in a mix network
lies in the accurate estimation of the maximum congestion
window. Finally, we extend the discussion to multiple
mixes and present key observations.

A. False Fast Retransmit

A TCP connection transmits packets in bursts [9]. The
number of packets sent in one burst is the instantaneous
congestion window size cwnd in the case of no packets
dropped and a large enough receiver advertised window. In
this paper, we adopt the common assumption from other
TCP performance studies that both the receiver advertised
window and the receiver buffer are sufficiently large.

When a mix node receives a burst of packets from
a sender, it may change the order of packets before
forwarding them to the next mix or receiver. For example,
the sender transmits packets 1, 2, 3, 4 and 5 in order while
the receiver (after one or more mixes reorder the packets)
may receive packets in the order 2, 3, 4, 5 and 1. A TCP
receiver sends an immediate duplicate ACK whenever an
out-of-order segment arrives. By the time packet 5 has been
received, the receiver has already generated three duplicate
ACKs, because packet 1 has not yet been received. The
three duplicate ACKs cause a false fast retransmit at
the sender, which assumes that the three duplicate ACKs
signal a packet loss. The sender exercises the fast recovery
and the TCP congestion avoidance process and cuts the
TCP instantaneous cwnd in half. Intuitively, such unnec-
essary retransmits will have a significant impact on TCP
throughput in a mix network since the size of instantaneous
cwnd limits the maximum number of packets the TCP
sender can send at one time. We will further analyze this
impact by modeling the TCP throughput.

B. Principle of Modeling TCP Throughput under
One Mix

Our modeling of TCP throughput in mix networks is
based on the work by Sally Floyd and Kevin Fall [11].
Although the derived formulae are approximate, we found
that they reflect the essence of batching and reordering’s
impact on TCP throughput. Our simulation results match
the theoretical analysis well. In our study, we consider
only the influence of false fast retransmit while limiting
other factors such as packet drop. This is reasonable since
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TABLE I. Batching and Reordering Strategies [8]
Strategy Name Adjustable Algorithm

Index Parameters

S0 Simple Proxy none No batching or reordering.
S1 Timed Mix < t > A timer fires at a fixed interval t. When the timer fires, the mix

flushes out all packets received and queued during the last interval.
S2 Stop-and-go Mix

(Continuous-time Mix)
< µ, σ2 > Each packet is assigned a delay (deadline) satisfying a distribution

with mean µ and variance σ2. A packet is sent out when its
deadline is reached.

this paper is addressing TCP performance as affected
by batching and reordering strategies in a mix network.
Batching and reordering is the dominant factor on TCP
throughput when it is deployed in a mix network. Although
packets drops are widespread on the Internet, the packet
drop rate is relatively small [12].

Formula (1) from [11] gives an approximate estimate
of TCP throughput in a normal network without batching
and reordering:

T ≤ 0.75 × W × B

R
. (1)

where T is the throughput, W is the maximum congestion
window (maximum cwnd) that a TCP connection can
reach, B is the packet size, and R refers to the round trip
time. To understand the maximum cwnd W , recall that
during the process of congestion avoidance, the increase
in the instantaneous congestion window cwnd, denoted as
w for simplicity, should be one segment each round-trip
time. Therefore, w will increase linearly until duplicate
ACKs or dropped packets cause TCP to enter congestion
avoidance and cut w to half. Maximum cwnd W is the
maximum value of w before congestion avoidance divides
it in half. In other words, W is a local maximum of w.
Formula (1) assumes that in a stable state, TCP has a static
maximum congestion window and round trip time. From
(1), it is clear that the maximum congestion window W
and the round trip time R control the TCP throughput.

In a mix network, things will be different: a mix will
influence both the maximum congestion window (because
of reordering) and the round trip time (because of batch-
ing). Both W and R in (1) will become random variables.
Therefore, for mix networks, we may use formula (2) to
estimate the average TCP throughput by calculating the
means of W and R.

E(T ) ≤ 0.75 × E(W ) × B

E(R)
. (2)

In (2), the mean of the round trip time E(R) may be
easily derived in theory and practice. We will focus on
deriving the mean of the maximum congestion window
E(W ). W is a discrete random variable and it can have
a value of 4 to ∞. W cannot be smaller than 4 because

a window of less than 4 packets could not generate three
duplicate ACKs and trigger false fast retransmit.

We now derive the formula to calculate the probability,
P (W = n), that W has a value of n. The fact that the
maximum congestion window gets a value of n means that
when the instantaneous cwnd w is between [1, n−1], the
maximum number of duplicate ACKs, denoted as L, is
less than or equal to 2; when the instantaneous congestion
window w is n, L ≥ 3 and the instantaneous cwnd will
be cut to half. Based on the total probability formula,

P (W = n) = P ({w = 1, L ≤ 2}, · · · ,
{w = n−1, L ≤ 2}, {w = n, L ≥ 3}). (3)

Since the influence of reordering at different w is indepen-
dent, we have,

P (W = n) = P (w = n, L ≥ 3)
n−1∏
i=1

P (w = i, L ≤ 2). (4)

As noted above, three duplicate ACKs are impossible when
w < 4, so clearly P (w = 1, L ≤ 2) = 1, P (w = 2, L ≤
2) = 1 and P (w = 3, L ≤ 2) = 1. We will drop these
three factors from the product in the following discussion.

Therefore, the mean of the maximum congestion win-
dow is

E(W ) =
∞∑

n=4

nP (W = n). (5)

C. Mean of the Maximum Congestion Window

In this subsection, we will derive closed formulae for
the mean of the maximum congestion window. We will
first derive P (w = i, L ≤ 2) and P (w = n, L ≥ 3).
Secondly, we will derive closed formulae for P (W = n)
in (4). We then derive the closed formulae for the mean
of the maximum congestion window E(W ) by using the
law of total probability (5). Finally, we present a few key
observations based on the theorems.

1) Derivation of P (w = i, L ≤ 2) and P (w =
n, L ≥ 3): To obtain the mean of the maximum congestion
window E(W ), we need to derive P (W = n) in (5),
which requires the calculation of P (w = i, L ≤ 2) and
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P (w = n, L ≥ 3) (where n ≥ 4) in (4). We need Lemma
1 to derive P (w = i, L ≤ 2) and P (w = n, L ≥ 3).
The intuitive meaning of Lemma 1 is that if no packet
is reordered and delayed two (or more) positions later,
the reordering will not trigger the fast retransmit, and the
resulting reduction in the instantaneous congestion window
size.

Lemma 1: Given a window of n TCP packets
{P1,P2,. . .,Pn} arriving at a mix. Let f(i) be the index
of Pi when the n packets pass through the mix after being
randomly reordered. The sender will never receive more
than two duplicate ACKs for any packet, if all packets
satisfy

f(i) <= i + 2, i = 1, 2, . . . , n. (6)
Lemma 1 gives a very good estimation of how three
duplicate ACKs are generated for a window of packets.
Our simulation results in Section V verify the accuracy
of Lemma 1. With the fact stated in Lemma 1, we can
use the approach of permutations and combinations under
the constraint from (6) to derive P (w = i, L ≤ 2) and
P (w = n, L ≥ 3), as conducted in Lemma 2.

Lemma 2: Given a sequence of n packets
{P1,P2,. . .,Pn}, which are randomly reordered after
passing a mix node, the probability that the new sequence
does not cause false fast retransmit is given in (7) and the
probability that the new sequence causes fast retransmit
is given in (8).

P (w = n, L ≤ 2) =
3n−2 × 2

n!
. (7)

P (w = n, L ≥ 3) = 1 − 3n−2 × 2
n!

. (8)

Lemma 1 and Lemma 2 are basis for all the analysis
in this paper. Their proof can be found in Appendix B of
[10].

2) Derivation of P (W = n): Once P (w = i, L ≤ 2)
and P (w = n, L ≥ 3) are derived, we can proceed to
calculate P (W = n) in (4) and we will have the following
lemma.

Lemma 3: The probability that the maximum conges-
tion window has a value of n can be derived from (9),

P (W = n) =




0, n ∈ [0, 3];
1 − 34−2×2

4! , n = 4;
n−1∏
k=4

3k−2×2
k! (1 − 3n−2×2

n! ), n ≥ 5 .

(9)

and
∞∑

n=4

P (W = n) = 1. (10)

3) Derivation of E(W ): Once Lemma 3 is derived,
it is not difficult to derive the mean of the maximum
congestion window in (5) and verify its convergence by
appropriate arithmetic manipulation. Based on Lemma 3,
we have Theorem 1.

Theorem 1: The mean of the maximum congestion

window at duplicate threshold 3 is of convergence and can
be derived as follows:

E(W ) =
∞∑

n=4

nP (W = n) = 8.27 (11)

≤
∞∑

n=4

n
3n−3 × 2
(n − 1)!

=
8
9
e3 − 41

9
= 13.3(12)

Note that in deriving Lemma 2 and Lemma 3, we have
taken an approximate assumption that the instantaneous
congestion window size w starts with 4 and increases
until reaching the maximum congestion window W . Ac-
cording to the fast recovery algorithm in TCP Reno, the
starting value of w at a sender is a random variable,
which depends on the maximum congestion window size
before 3 duplicate ACKs were received. When the mean
of the maximum congestion window size is large, this
approximation is pessimistic. In practice, our formulae give
a close approximation of the actual maximum congestion
window size. We will use simulations to demonstrate this
claim in Section V.

D. Observations and Extension to Multiple Mixes

We have two key observations on the preceding results:
(1) In a mix network with batching and reordering applied,
the TCP throughput is bounded regardless of the under-
lying physical network and link bandwidth. This poses
a serious challenge for anonymous communication. Even
with a deployed gigabit network, the TCP throughput in
a mix network cannot be improved because the maximum
congestion window is limited by the false fast retransmit
caused by batching and reordering! (2) The above analysis
applies to any batching and reordering strategy so long as
a window of packets is reordered equiprobably, demon-
strating the generality of our results.

We have discussed how to derive the mean of the
maximum congestion window under a one-mix network.
We can extend Formula (2) to a multiple-mix network.
Approximately, we can view a multiple-mix network as
an aggregate of one-mix networks and derive the TCP
throughput as follows,

E(T ) ≤ 0.75 × E(W ) × B
m∑

k=1

E(Rk) + RTT
. (13)

where m is the number of mixes a TCP connection passes
through, E(Rk) is the mean delay of a packet and the
corresponding ACK buffered at the kth mix, RTT is the
two-way propagation delay, and E(W ) is the mean of the
maximum congestion window under the aggregated one-
mix network.

Assume that after passing through each mix, a window
of packets are still clustered together. Then, it can be
seen that the reordering of a window of packets is similar
in a one-mix network and a multiple-mix network: each
of the possible alignments of a window of packets is
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equiprobable. That is, the impact of the maximum conges-
tion window on TCP performance is similar in a one-mix
network and a multiple-mix network. Therefore, formula
(11) for the one-mix network case is still valid for the
multiple-mix network case. However, because of the extra
delay on each mix, the TCP performance would be further
degraded.

IV. Improving TCP Performance in Mix Net-
works

From the discussion in Section III, we know that false
fast retransmit is very likely to occur in a mix network
with batching and reordering applied, which limits both the
maximum congestion window and thus the TCP through-
put. In this section, we examine methods to suppress
false fast retransmits and improve TCP performance. To
suppress false fast retransmits, an intuitive approach is to
increase the dupthresh value. In the following, we analyze
the impact of a larger dupthresh on TCP throughput and
discuss potential risks of this approach. Because of the
page limit, the detailed proof in this section is available in
Appendix D of [10].

A. dupthresh’s Impact on TCP Throughput

Denote D as a chosen duplicate threshold dupthresh.
The mean of the maximum congestion window is given in
(14),

E(W ) =
∞∑

n=D+1

nP (W = n). (14)

where P (W = n) is

P (w = n, L ≥ D)
n−1∏

k=D+1

P (w = k, L ≤ D − 1). (15)

Theorem 2 gives the upper bound of E(W ), which is
convergent given a duplicate threshold dupthresh D. In
fact, when D increases, E(W ) increases too. We have this
verified in Theorem 3. Theorem 2 and Theorem 3 are the
theoretical foundation of improving TCP performance by
manipulating duplicate threshold in a mix network with
batching and reordering.

Theorem 2: The mean of the maximum congestion
window at duplicate threshold D is of convergence.

E(W ) =
∞∑

n=D+1

nP (W = n) (16)

≤
∞∑

n=D+1

n
Dn−D × (D − 1)!

(n − 1)!
. (17)

Theorem 3: When the duplicate threshold D increases,
the mean of the maximum congestion window E(W )
increases, so does the TCP throughput.

B. Cost of Increasing dupthresh

Theorem 3 demonstrates that increasing dupthresh
can improve TCP performance. However, there is cost of
increasing dupthresh [6]. While a larger dupthresh value
prevents the TCP sender from wrongly concluding that re-
orderings are losses, it also makes the TCP sender respond
more slowly after real packet drops. When dupthresh
grows large, there are a number of risks that may cause
TCP performance degradation.

When a real packet loss occurs, the TCP sender waits
for duplicate ACKs to start fast retransmit and repair the
connection. If dupthresh is too large, there may not be
enough duplicate ACKs to activate fast retransmit and this
will lead to generation of timeouts and incur longer packet
delay. Even if enough duplicate ACKs return in the case
of real packet loss, the fast retransmit will be delayed until
all the required duplicate ACKs arrive at the sender. This
will significantly increase the end-to-end delay for dropped
packets. Some applications such as interactive transfers are
intolerant of spikes in the end-to-end packet delay.

Delayed fast retransmit in the face of real packet loss
will also delay the response of TCP to congestion. If a
packet loss occurs during a short transfer where there are
too few packets left to send to exceed dupthresh and
provoke a fast retransmit, this will dramatically increase
the transfer time for small volume of data. There is
a clear tradeoff between avoiding false fast retransmits
and the above-enumerated risks. A scheme for adapting
dupthresh must balance these opposing goals. Increasing
dupthresh alone is insufficiently adaptive; an algorithm
for reducing dupthresh is also needed. Zhang et al. [6]
implemented an adaptive algorithm adjusting dupthresh
to deal with false fast retransmit while considering other
factors such as real packet loss. We will include investiga-
tion of these schemes in our future work.

V. Evaluation

In this section, we present simulation results to validate
our analysis in section III and IV and to evaluate the
dupthresh based approach for improving TCP QoS in
a mix network. These results are obtained by using the
popular network simulation software ns-2 [14].

We have implemented different mix boxes with different
batching and reordering strategies in ns-2. A mix box is an
ns node that should be placed between sender and receiver
nodes. With a mix box, packets entering the mix box can be
batched and reordered based on the corresponding mix box
type: MixBoxSG (continuous-time/stop-and-go mix) and
MixBoxT (timed mix). A simple mix proxy behaves like
a general router, except that all packets passing through it
have the same size. Because of the page limit, the detailed
introduction to ns-2 implementation of mixes is available
in Appendix E of [10].

In the following, we will use the continuous-time mix
as the example (as in [15]) to demonstrate how well
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simulation results match the theoretical analysis in section
III and IV.

A. Simulation Setup

Figure 1 illustrates the simulation setup with the clas-
sical dumbbell topology, which is used for various TCP
performance study. A sender and receiver communicate
with each other through a series of mix boxes while there
are crossover TCP sessions such as those from nodes
Sn to Rn acting as background noise. We set the queue
size for all links to infinity. Therefore, if there is any
fast retransmit, it is caused by batching and reordering
strategies. We set the packet size to 512, corresponding
to the setting in Tor, a popular anonymity application
primarily targeting anonymous web browsing [5]. We set
the advertised window for TCP flows to infinity. An FTP
session is created between the sender and receiver. The
above setting gives us an idealistic testbed to measure the
influence of a mix box’s batching and reordering strategy
on TCP performance and this is the goal of this paper.
In our simulation, the continuous-time mix has an average
delay of 5 ms.

 

S R 
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Fig. 1. Experiment Setup
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B. TCP Performance Degradation in Mix Net-
works

Figure 2 shows the empirical cumulative probability
distribution (CDF) of the time of downloading a file
with Tor and without Tor. We use the command line
downloading utility wget shipped with Linux to download
a file of size 455,902 bytes from a campus website from a
host on the same campus. The data for the case With Tor

was collected between July 12, 2006 and July 21, 2006
and we extracted one data sample every 10 minutes. We
collected 1000 data samples in the case Without Tor. From
Figure 2, we can see that over 60% of downloading time
in the Tor environment is 6 seconds. If we download the
file directly without Tor, around 95% of the downloading
time is shorter than 0.1 second. Therefore, Tor suffers
performance degradation because of the overlay mix-by-
mix packet relay in the heterogeneous Internet although
Tor does not use any batching and reordering scheme. We
view the performance of Tor (without batching and reorder-
ing) as the TCP performance benchmark for preserving
anonymity. Below we will use simulations to discuss the
impact of the batching and reordering strategy on TCP
performance.

Figure 3 illustrates the throughput in terms of the
increasing link bandwidth. As we predicted in Section III-
D, the TCP throughput does not change much with the
increasing link bandwidth. This is because the mean of
the maximum congestion window E(W ) has no relation
with the underlying link bandwidth. In fact, the TCP
throughput is slightly increasing with the increasing link
bandwidth although the change is trivial. This is because
the increasing bandwidth reduces the packet transmission
delay and slightly reduces the round trip time E(R).

Now we use simulation to verify the analysis in Section
III-D for the case of multiple-mix networks. Figure 1
illustrates the multiple-mix network where multiple mixes
are between the sender and receiver. Figure 4 shows cwnd
in terms of the number of mixes. As we analyzed in
Section III-D, cwnd does not go down with multiple
mixes. Counter-intuitively, cwnd actually increases a little
bit with the increasing number of mixes. This is because
with multiple mixes between a sender and a receiver, ACKs
will be dispersed when they return to the sender. This
reduces the chance that a window of packets are sent
continuously at almost the same time from the sender,
therefore reduces the chance that the mix box reorders
those packets. But again, we can see that the increase
in cwnd is minor. Figure 5 shows that the round trip
time RTT increases linearly with the increasing number
of mixes, as we predicted. With an almost flat cwnd
and linearly increasing RTT , Figure 4 shows that the
throughput reduces reciprocally, as predicted in (13).

C. Improving TCP Performance by Increasing
dupthresh

Figure 7 shows the changing trend of the mean of the
maximum congestion window in terms of the increasing
dupthresh. Figure 8 shows the changing trend of the TCP
throughput in terms of the increasing dupthresh. From the
two figures, we can make the following observations: By
increasing dupthresh, we can increase TCP’s maximum
congestion window, as Theorem 3 predicts. Since the round
trip time R does not change, increasing the maximum
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congestion window necessarily implies a corresponding
increase in TCP throughput, as Formula (2) predicts and
Figure 8 confirms.

As Figure 7 demonstrates, the theoretic curve of the
mean of the maximum congestion window matches the em-
pirical curve reasonably well. The difference between the
two curves originates from our approximation approach,
in which the starting congestion window that leads to the
maximum congestion window is dupthresh + 1. This is
not accurate as dupthresh gets larger.

In Figure 8, the TCP throughput reaches a maximum
of 2440.9 pkts/s and stops growing as dupthresh in-
creases. This is because when the maximum dupthresh
reaches 192, the theoretical mean of the maximum cwnd
is large enough that it makes the TCP throughput reach
the theoretic maximum possible speed, the link bandwidth
of 2441.4 pkts/s. In this case, although cwnd continues
to grow because of the returning ACKs, the actual TCP
throughput can not increase further.

VI. Related Work

Low-latency anonymous communication can use either
core mix networks or peer-to-peer networks. In a system
using a core mix network, users connect to a pool of mixes
and select a forwarding path through this core network
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to the receiver. Tor [5], Onion routing and many others
belong to this category. In a peer-to-peer mix network,
every node is a mix, but may also be a sender or receiver.
A peer-to-peer mix network may scale well and provide
better anonymity if enough participants use the anonymity
service. Crowds [16] and many others belong to this
category.

There is little systematic analysis of the quality of
service (QoS) for anonymous communication networks.
Rennhard et al. [17] empirically analyzed the performance
of web browsing in a mix network, which uses a synchro-
nized dummy message generation scheme. In their scheme,
when a payload packet arrives at a mix and is ready for
delivery to an output link, dummy messages are generated
and delivered to other links to confuse the adversary. Fu
et al. [18] provided an improved version of this scheme
and performed empirical analysis.

There are a number of works on how to improve TCP
performance in the face of spurious retransmission. In
an attempt to disambiguate duplicate ACKs caused by
packet loss from those caused by packet reordering, the
fast retransmission algorithm calls for the TCP sender
to wait until three duplicate ACKs have arrived before
retransmitting a segment [19]. Ludwig et al. [20] studied
a scheme which uses TCP’s time-stamp option and lets
the sender time-stamp every packet sent. The receiver
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echoes back the time-stamp in the corresponding ACK
packets. Bohacek et al. [21] proposed a scheme that relies
on timers to keep track of how long ago a packet was
transmitted. There are other works related to measuring
packet reordering effects [7].

There is little theoretical analysis of the throughput of
TCP due to the impact of false fast retransmit, which
batching and reordering schemes will introduce. In this
paper, we have systematically analyzed TCP performance
in a flow-based mix network using batching and reordering
schemes.

VII. Conclusion

This paper examined the degradation of TCP perfor-
mance in flow-based mix networks incorporating batching
and reordering techniques. Our theoretical analysis and
simulation results demonstrate that TCP performance dra-
matically degrades in such a mix network. To improve
TCP performance in such a flow-based mix network,
we examined increasing TCP’s duplicate threshold pa-
rameter, dupthresh. Our simulations show that we can
improve TCP’s maximum congestion window (and hence
throughput) as our theorem predicts and this confirms the
feasibility of the scheme. The numerical approximation of
our theoretical curve for the mean of the maximum cwnd
matches the empirical curve well.
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